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Like water and energy, critical infrastructure sectors are the vital lifelines
for our modern world. These essential services supply electricity,
transport food and commodities, and provide medical services, among
other necessary functions. Each sector maintains reliable operation
while simultaneously depending on various network and information
systems (NIS), including operational technology (OT), which face a
myriad of cyber threats daily. These threats can potentially disrupt
services and, in turn, affect other businesses and communities. This
interconnected, and potentially very impactful, nature of essential
services is why the European Parliament adopted the NIS Directive (also
referred as the Directive or NIS-D throughout this paper) in July 2016 to
address network and information systems security in relation to critical
infrastructure.1
Compliance with any standard or framework requires a combination
of a trained workforce, consistent processes and robust technologies.3
Compliance may be challenging in any environment, but it is even

What Is the NIS Directive?
The Directive establishes legal measures to
increase cybersecurity capabilities within the EU
across its multiple member states and various
operators by establishing a common framework to
discuss both cyber risk and cybersecurity incident
response across Europe. Unlike other security
compliance programs for critical infrastructure,
like the North American Electric Reliability
Corporation Critical Infrastructure Protection
(NERC CIP), the NIS-D does not prescribe what to
achieve or hard requirements for each category.
Instead, it examines the risk for each operator and
outlines steps that can be taken to minimize the
risk. This approach provides a level of flexibility to
designing a cybersecurity program for industrial
organizations. More information about the
specifics of the NIS Directive can be found in the
SANS companion guide to this paper, “Aligning
Your Security Program with the NIS Directive.”2
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more so when OT is involved. Operational technology, inclusive of ICSes such as SCADA
systems or distributed control systems (DCSes), are defined by specialized equipment
that perform real-world operations physically, such as opening valves, moving conveyer
belts or spinning an electric turbine. These unique systems require tailored approaches
for security, taking into consideration their real-time operational requirements, specific
communication protocols and system restraints. Traditional IT compliance approaches
alone will not work as-is in production OT environments.
That said, security compliance programs, like the practices highlighted in the Directive,
are a great starting point for improving cybersecurity at certain facilities or across larger

Many cybersecurity standards
share a similar foundation,
including asset management,
access control, system hardening
and incident response. The NIS
Directive leverages many of these
topics to address cyber risk for
critical infrastructure.

service territories. This paper will explore an approach to design and operate industrial
control systems to address the Directive by:
• Utilizing the SANS ICS410 reference architecture as an approach to securely design
and architect an environment that is in-scope for the NIS-D
• Examining several products within the Fortinet Security Fabric suite of technologies
to implement security capabilities supporting the NIS-D
Security standards are useful tools for any service provider. Standards not only establish

Related OT Security Standards
to Leverage

As discussed in the SANS companion guide to this paper, “Aligning Your Security Program

Because the NIS Directive
outlines objectives and practices,
rather than prescriptive
requirements, organizations
may leverage other standards
that map to specific guidance
in the NIS Directive or EU
member state regulations. By
using OT-specific standards or
frameworks for industrial control
systems, organizations can
ensure the approach they are
using is tailored to their specific
environment. Some standards
that may be useful include:

with the NIS Directive,” the NIS-D applies to different critical infrastructure operators,

• ISA/IEC 62443

identified as operators of essential services (OESes). These are identified as critical to the

• IEC 62351

economic and/or societal needs of the member state because they provide a necessary

• NIST SP 800-82

service or underlying foundation for communities and businesses to thrive. Most, if not all,

• NISTIR 7628

OESes will rely on OT and industrial control systems. As described earlier, these systems

• NERC CIP

a common lexicon for discussing cyber risk but also provide a vetted methodology
for approaching cybersecurity. When linked to appropriate incentives, like regulatory
compliance, guidance like the NIS Directive can help with budget justifications and
benchmarking security efforts. By leveraging an approach like the one in this paper, asset
owners and operators should be able to better align their security program with business
objectives tied to the NIS Directive and other EU cyber risk topics.

NIS Directive Compliance with OT for Operators
of Essential Services (OESes)

affect the physical world through specific technology and functional tasks. As technology
demands have increased, so has the connectivity across these OT systems. Modern
industrial control systems have more communications capabilities than ever before, which
increases both optimization and cyber risk. These specialized systems have additional
security challenges, which must be addressed within any NIS-D program for OESes.
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Defense-in-Depth Techniques and the ICS410 Reference Model
One of the visual references used at SANS to discuss ICS security is the reference model
from the ICS410: ICS/SCADA Security Essentials4 training course, which is expected of
GICSP-certified professionals. It expands on the concepts of the Purdue model5 to
enhance concepts associated with segmenting OT networks (and isolating them from
enterprise IT), as well as to provide examples for general ICS architectures. An example
of the reference model for larger industrial facilities, such as a manufacturing site, is
highlighted in Figure 1.

Using this model, there are clear distinctions for different network boundaries and where

Figure 1. ICS410 Reference Model
for Large Industrial Facilities

specific operational and security functions take place.
• Enforcement boundaries and DMZs (red) include cybersecurity technologies to limit
and monitor communications. Items typically found in this zone include firewalls,
network intrusion detection/prevention systems (NIDS/NIPS), routers (with access
control lists [ACLs]), data diodes, network flow (netflow) collectors and full-packet
collectors. A DMZ can be leveraged in any enforcement boundary. It provides a
staging and inspection area to pass data between two different levels, where neither
side has full control. The preferred model is for one side to push data to the DMZ
and allow the other side to pull that data when needed.
• Enterprise and business networks (gray) are IT networks for business users at
local sites. This level includes business workstations, local file and print servers,
local phone systems, enterprise Active Directory replicas, connectivity to enterprise
WAN and possibly local internet access. No system that can influence OT processes
should be in this level. Direct internet access should not extend below this level.

4
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Also known as the Purdue Enterprise Reference Architecture (PERA)
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• Industrial control systems (blue), including:
- Purdue Level 3: Monitoring, supervisory and operational support for an entire
site or region. This level can include master servers, human–machine interfaces
(HMIs), alarm servers, analytic systems or data historians if scoped for an
entire site or region. Level 3 can (and should) be broken into multiple subnets,
grouped by function/role to simplify ACLs. If Active Directory is needed, use a
separate domain with no trust relationships. Use a subnet here for security
servers like Security Information and Event Monitoring (SIEM), patching and
endpoint security.
- Purdue Level 2: Monitoring and supervisory control for a single process, cell,
line or DCS solution. Isolate processes from one another, grouping by function,
type or risk. This level includes HMIs, alarm servers, process analytic systems,
data historians or control room if scoped for a single process and not the site/
region. Systems in this level can leverage Active Directory in Level 3 if needed.
- P
 urdue Level 1: Devices and systems to provide automated control of a process,
cell, line or DCS solution. Devices can include programmable logic controllers
(PLCs), control processors, programmable relays, remote terminal units (RTUs)
and process-specific microcontrollers. Modern ICS solutions often obscure the
lines between Levels 0 and 1.
- Purdue Level 0: Sensors and actuators for the cell, line, process or DCS solution.
It could include basic sensors/actuators, smart sensors/actuators speaking
fieldbus protocols, intelligent electronic devices (IEDs), Industrial Internet of
Things (IIoT) devices, communications gateways, and other field instrumentation
devices.
• Safety Systems (green) are engineered for a specific protective function, attempting
to prevent worst-case scenarios. This level includes all items identified in Levels
0 and 1 with a dedicated purpose for a safety control function such as acoustic
monitoring, liquid chemistry monitoring, vibration monitoring and emission
monitoring. In most safety systems, a control function exists that protects the
operation and personnel.

Enabling NIS Directive Compliance with Fortinet for Operational Technology

4

This reference model and approach may also expand across larger service territories for

Figure 2. ICS410 Reference Model for
SCADA over Large Geographic Area

OESes, such as water and power utilities, in which case both enterprise and SCADA WANs
would expand the visibility and communication capabilities for essential services, as
highlighted in Figure 2.
Regardless of the OES network, the ICS410 reference architecture can be used to describe
technology implementations of the Directive, especially for organizations examining
placement of security controls, as described later in this document.

Risk Management and Incident Response for OT
The Directive examines multiple best practices for cybersecurity, but pays specific
attention to two topics first and foremost—risk management and incident response—both
of which have unique considerations for OT.
Risk management is the discipline of identifying exposure for harm or losses to an
organization. Many disciplines apply risk management principles, including the financial
and legal fields. Most OESes and DSPs will have methods for examining financial and
operational risks. Cyber risk management explores those same concepts but applies to
exposure from potential cybersecurity incidents. For traditional IT-centric systems, this
may include considerations for data breaches. Industrial cyber risk associated with OT,
however, needs to consider engineering and physical world effects, including financial
damages, environmental impact, health and human safety, and physical damages.

What About DSPs?
The focus of this guide is to help
OESes with industrial control
system security. That said, the
NIS Directive also discusses the
importance of digital service
providers (DSPs), which may
affect or support OES enterprise
IT functionality, especially
for business objectives. If
implementing the ICS410
reference model, DSPs should
not affect reliable operation
of the OT network—but there
could be implications for
WAN connectivity. Regardless,
operators should coordinate
with DSPs and explore backup
communication capabilities for
resilience, as necessary.
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Identifying worst-case scenarios for OESes and DSPs can help identify critical assets and
systems to protect within the NIS-D. Deriving these scenarios, however, requires input
across IT security, engineering, operations and legal counsel.
Incident response is equally as collaborative when recovering ICS networks. In IT-centric
environments, a small, insular team may be able to fully recover and restore an information
system. In operations, however, IT security will have a more limited role because complete
recovery of an industrial process will require engineers and operators to be fully
integrated into the incident response team. Any internal incident response team for an
OES should have expertise ranging across IT security, OT networking and engineering.
The NIS-D further drives collaboration by requiring OESes to work with the member state’s
Cyber Security Incident Response Team (CSIRT). As described in “Aligning Your Security
Program with the NIS Directive,” the CSIRT function is designed to aid organizations in
protecting their critical assets and to ensure incidents are scoped and reported appropriately.
This approach will require special considerations for industrial control systems.
To help guide organizations building a strong NIS-D program, we drafted the following
checkpoints and created a checklist (represented in Table 1) your organization can use as
guidance for its next steps.
Table 1. Checklist for Building a Strong NIS-D Program
#

Category

1

Identify key members of national
CSIRT(s) and begin to build
relationships with them.

2

Identify where your organization
aligns with the sectors and/or
business types defined by the
Directive.

3

Examine your current security
technologies to confirm visibility of
the entire enterprise.

4

Determine whether your security
controls provide incident detection,
as well as response and remediation
capabilities.

5

If your organization utilizes threat
intelligence, evaluate where it is
sourced and what value is derived
from the intelligence provided.

6

The Directive’s risk mitigation
focuses on preparation. Ensure that
your organization has the following
in place, and that each is updated:
• Incident response plan
• Tracking and reporting of security
and risk metrics
• Periodic internal and external risk
and security assessments of the
enterprise

Implemented?

Next Steps
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There are several programmatic considerations when applying these checkpoints to OT
and industrial control systems, which this implementation guide explores. When building
any compliance program for industrial processes, it is important to understand the
OT environment, identify who has access to that environment, harden the system and
monitor for any potential security incidents. By creating a program incorporating these
main elements, OESes can align budgetary resources with OT-specific protections, such as
training personnel, creating sustainable OT security processes and implementing security
controls with robust technology.

Programmatic Considerations for Implementing the
NIS Directive for OT
The Directive provides requirements to create a cybersecurity program based on
strengthening cyber risk management as well as cyber incident response. These two
pillars describe an organization’s capabilities to measure its cybersecurity posture and its
capabilities to recover from an incident. For OT,
both of these concepts require understanding
the industrial environment, protecting
critical assets and monitoring for malicious

Asset
Management

communications.
To better understand the components needed
for a successful cybersecurity program leveraging
the Directive, OESes should evaluate the
elements described next (and shown in Figure 3)
within their industrial facilities and OT networks.

Risk
Assessment

Access
Control

Capabilities
Within the
NIS Directive

Asset Management
Simply put, asset management is the discipline
of understanding the devices within a specific
environment. A robust asset management
program has a current inventory that includes
important parameters for securing those devices,
such as associated software and firmware
versions, known security controls and criticality

Logging &
Monitoring

Network
Segmentation

of the asset itself.
Asset management is the logical starting point
for any security program—it tells operators what to protect. Within risk management,
asset inventories can ensure protections are prioritized based on business and cyber

Figure 3. Capabilities within
the NIS-D

risk, as well as account for which security controls are relevant to the assets themselves.
Moreover, when recovering from an incident, an up-to-date asset inventory is invaluable
for incident response teams to ensure that containment, eradication and recovery steps
are used for all affected assets during an event.
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Access Control
When operators understand their assets and the associated criticality, access control
provides context for who is controlling the devices themselves. Controlling access may
be difficult for a variety of field devices, which do not accept usernames and passwords
or other credentials. Furthermore, vendors and maintenance technicians use a variety of
ICS devices that have default and/or hardcoded passwords, which adds complexity to any
access control management program.
Where possible, however, OESes should examine strong access control where they can,
such as within their control centers and across all HMIs. Managing access can ensure only
approved operators, managers and support teams can operate and/or control critical
assets related to the industrial process. Furthermore, appropriate logging of user activity
can help identify any root causes during a cyber incident.
Although access control can be challenging, it is extremely important that corporate
networks and identities are not leveraged within the control system network. Industrial
control systems should be kept at a more stringent level of access and trust, as seen in
the ICS410 Reference Architecture.

Network Segmentation
System hardening around OT can be difficult. Many assets have limited cybersecurity
capabilities across a longer life cycle than traditional information-centric technologies.
As such, OESes will need to rely on strong network perimeters by segmenting critical OT
networks from corporate communication networks. An OT network segment should also
leverage an ICS DMZ and an architecture similar to Figure 1.
These industrial control networks should be supported by both the asset management
program (What devices should be in the control network? Or the DMZ?) and the access
control capabilities (Who has permission to access the network? Who can communicate
across the DMZ?). All of this information not only is extremely valuable for responding to
a cybersecurity incident, but also can prevent incidents with proper management through
network segmentation and control.

Logging and Monitoring
Monitoring, or the active task of reviewing logs across assets and networks, is a critical
capability for responding to cybersecurity incidents and helps identify what went wrong.
Although system logs within OT environments will vary, having a proactive approach to
centralize logs for monitoring can help ease the burden when an incident response team
attempts to identify the root cause of an event.
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Risk Assessments
Cyber risk assessments, similar to risk assessments for safety or financial risks, should be
a routine activity for any OES. A risk assessment should evaluate the impacts associated
with a potential cyber event across the myriad of attack vectors that the threat adversaries
may use and the vulnerabilities within any given system. A risk assessment effectively
answers the questions: What does a really bad day look like, and what is the potential
of it happening based on the resilience of our OT system? Some risk
assessments may also attempt to look at likelihood of the event or map
events to known threats in order to examine the potential risks involved.
Within OT, it is important to evaluate risk based on the industrial
process at each OES and the uniqueness of the system architecture. A
risk assessment evaluates the assets being managed and how they can
potentially be misused to cause a loss (or manipulation) of visibility or

A risk assessment effectively answers
the questions: What does a really
bad day look like, and what is the
potential of it happening based on
the resilience of our OT system?

control within the ICS. This purpose is different from information-centric
systems in IT, which evaluate data breaches or loss of information systems. Benchmarking
across both IT and OT could be desirable for OESes that manage multiple systems, as long
as the differences between each is accounted for within the risk assessment process.
Each of these capabilities requires the right combination of people, processes and
technology (see Figure 4). A well-trained workforce (the “people”) should understand the
critical assets and systems as well as the security controls
required to protect the industrial processes for any given
facility or control system. Operators who understand both
cyber defenses and control systems are vital for cyber
risk management and incident response—and will also
help build repeatable processes to ensure the Directive
is appropriately leveraged across the OES. Processes, or
procedures, ensure a compliance program can build on the
knowledge of the workforce and further enable technology
to protect critical systems. This last piece, the technology,
can both automate difficult tasks and establish protections
across IT and OT systems. When combined, the collective

Technology

People

NIS-D

capabilities of people, processes and technology can create
a powerful and defensible NIS-based program for critical
infrastructure protection.
The next section will examine how Fortinet technologies can
play a part in such a program by leveraging the components

Process

we have outlined in this paper.
Figure 4. People, process and technology work
together to form any NIS-based program.
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Using Fortinet Security Fabric with the NIS Directive
Fortinet maintains a large catalog of security products that, collectively, provide multiple
security capabilities. Integration of these products and solutions, known as the Fortinet
Security Fabric, helps

Table 2. Fortinet Product Descriptions

establish better visibility
and central management—

Category

Product Description

all unified through the

FortiManager

Product supports network operations use cases for centralized management, best practices
compliance and workflow automation to provide better protection against breaches.

FortiGate

Next-generation firewalls that utilize purpose-built security processors and threat
intelligence security services from AI-powered FortiGuard Labs to deliver top-rated
protection and high-performance inspection of clear-texted and encrypted traffic.

FortiNAC

Product provides visibility across the entire network and the capability to control access for
all devices and users, including dynamic, automated responses.

FortiClient

An endpoint agent that provides visibility and control of software and hardware inventory
across the entire Security Fabric, allowing organizations to discover, monitor and assess
endpoint risks in real time. It also provides secure remote access (VPN client).

FortiEDR

An advanced endpoint protection solution that provides detection and response
capabilities. It delivers post-compromise protection and can ensure high availability even
in the midst of a security incident. The product automates threat detection, containment,
response and remediation without taking the machine offline.

FortiAnalyzer

Product provides analytics-powered cybersecurity and log management for better
detection against breaches.

FortiSIEM

A multivendor security incident and event management solution that simplifies
cybersecurity management for airgapped systems by providing visibility, correlation,
automated response and remediation in a single, scalable product.

FortiWeb WAF

A web application firewall that secures cloud-based resources and DevOps environments
by protecting against known and unknown threats, including sophisticated threats such as
SQL injection, cross-site scripting, buffer overflows and DDoS attacks.

FortiSwitch

Product provides superior security, performance and manageability in a broad portfolio of
secure, simple and scalable Ethernet access layer switches.

FortiAuthenticator

Product provides centralized authentication services for the Fortinet Security Fabric,
including single sign-on services, certificate management and guest management.

FortiToken

Product confirms the identity of users by adding a second factor to the authentication
process through physical and mobile application-based tokens.

FortiCamera/
FortiRecorder

A suite of secure, network-based survellance video cameras that bolster protection against
cyber-physical attacks.

FortiDeceptor

An early-warning system that provides accurate detection that correlates an attacker's
activity details and the lateral movement that feeds up to a broader threat campaign.

FortiSandbox

A powerful combination of advanced detection, automated mitigation, actionable insight
and flexible deployment to stop targeted attacks and subsequent data loss.

FortiProxy

A secure web proxy that protects employees against internet-borne attacks by
incorporating multiple detection techniques, such as web filtering, DNS filtering, data loss
prevention, antivirus, intrusion prevention and advanced threat protection.

FortiGuard

A global threat research and response team that leverages machine learning and AI systems
around the globe to gather the real-time threat intelligence that powers the Security Fabric.

FortiSOAR

A holistic and enterprise-built security orchestration and security automation workbench
that empowers security operation teams thereby enabling a team’s effectiveness by
increasing efficiency, allowing for response in near real-time through automating the
incident response process and facilitating collaboration, behind one unified interface.

FortiManager. Table 2
highlights many of the
Fortinet products.
The previous section
examined several
elements of cyber risk
management and incident
response capabilities
that are required for an
NIS Directive program.
Those elements can be
complemented by several
Fortinet products, which are
reviewed next.
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Asset Management
Asset management (Figure 5) is used within the context of the
Directive to identify critical assets and systems. This helps
OESes establish visibility, understand the industrial network
and provide valuable information during incident response.

Asset
Management

During our test, we immediately looked at capabilities

Fortinet Security
Fabric Products:

within the FortiGate Rugged 60D firewall, which is Fortinet’s

FortiSIEM

industrial security appliance and firewall. From the menu,
shown in Figure 6, operators will find easy access to their
connected hardware inventory, with customization to add
insights about where the device sits relevant to the reference
model introduced earlier, including the ICS DMZ.

Capabilities
Within the
NIS Directive

FortiNAC
FortiGate

Figure 5. NIS-D Capability: Asset Management

Figure 6. FortiGate’s Device Inventory View
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To further help with hardware inventory, the Fortinet Security Fabric
provides integration of FortiNAC and FortiSIEM (see Figure 7). These
integrations can provide additional information and context around
the devices on your network,
inclusive of non-Fortinet
network devices, which can
be exported into several
formats. Report generation
and up-to-date inventories
are vital for aiding
sustainability across any NIS
Directive program.
Within FortiSIEM, OESes can leverage a configuration management

Figure 7. FortiNAC Information View,
Including Non-Fortinet Devices

database (CMDB), which will provide additional information on
critical assets, including software and configuration information. It
will also assign criticality levels, which could aid internal compliance
teams evaluating the NIS Directive program (see Figure 8).

Figure 8. Configuration Management Database
Information from FortiSIEM

Access Control
Access control (Figure 9) provides context around what persons
or roles are operating and/or controlling the control system
identified within the Directive. The Fortinet Security Fabric
provides integrations for several Fortinet products, including
FortiAuthenticator. FortiAuthenticator provides granular controls
across users for access within the control network and provides
activity logging and monitoring (see Figure 10 on the next page). The
users themselves can be based on identity and role-based policies,

Capabilities
Within the
NIS Directive

providing profile building, as seen in Figure 11 on the next page.

Access
Control

Fortinet Security
Fabric Products:
FortiAuthenticator
FortiToken
FortiNAC
FortiManager

Figure 9. NIS-D Capability: Access Control
Enabling NIS Directive Compliance with Fortinet for Operational Technology

12

Figure 10. FortiAuthenticator Event Logs

FortiManager can also
manage local certificates,
creating additional options
for managing access across
multiple control network
devices. Certain environments
will favor certificate
management over individual
user credentials. The flexibility
to manage those certificates
at a system level can provide
additional security controls.
FortiNAC, as highlighted in the
"Asset Management" section
of this paper, can also be
leveraged to provide a network access control (NAC) mechanism for wired

Figure 11. FortiManager View of Admin Profiles

and wireless devices within the ICS network.
FortiToken, which was not accessible during this evaluation, can add
two-factor authentication to FortiAuthenticator. Although many corporate
networks can deploy cloud-based solutions for two-factor authentication,
the same is not true for control networks, which should be isolated and
segmented from internet-facing authentication schemes or corporate
Active Directory instances. Two-factor authentication is a powerful
security access control for higher risk accounts, such as administrative
access or remote access granted to third parties for maintenance within
the ICS network. FortiToken resides within the Fortinet Security Fabric and

Capabilities
Within the
NIS Directive

Fortinet Security
Fabric Products:
FortiGate
FortiSwitch

can provide a potential solution locally for these concerns.

Network Segmentation
OT networks are often described as an M&M candy model: hard outer
shell with a soft center. This is because many of the devices within

Network
Segmentation

an industrial control system are difficult to harden. Operators have
historically relied on strong perimeters to protect their critical assets,
both physical and electronic. This state of affairs requires OESes to
depend on network segmentation (shown in Figure 12) to provide risk

Figure 12. NIS-D Capability: Network Segmentation
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reduction, as outlined in the Directive. Within the ICS410 reference architecture, this
capability is demonstrated through “enforcement boundaries,” protecting the higher
trust zones within supervisory control from the less trusted zones, such as corporate
networks, with a DMZ in between. Minor enforcement boundaries are also placed between
supervisory control (Level 3 devices) and local control (Level 2 and their corresponding
Level 0/1 devices). When examining technology options for network segmentation to
enforce these boundaries, firewalls need knowledge of industrial protocols. The FortiGate
Rugged 60D, which was available for review, provides a robust list of industrial protocols
that may be used in OES ICS networks, as seen in Figure 13.

Within these enforcement boundaries, it’s possible to monitor specific traffic dedicated

Figure 13. FortiGate Rugged 60D View
of Supported Industrial Protocols

toward an industrial protocol while also parsing values such as read/write requests to
specific critical assets.
FortiGate also provides IPv4 security policy enablement, which can not only establish rules
for the network segmentation, but also provide a system for controlled access to data
within the ICS DMZ, as highlighted in Figure 14.

Figure 14. FortiGate IPv4 Policies
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The network segmentation can be further enhanced using FortiSwitch network switch
integration with the FortiGate firewall. Fortinet offers seamless integration capability for
FortiSwitch and FortiGate to support micro-segmentation in the ICS network. Additionally,
the integrated FortiSwitch can be managed and administered through the FortiGate
management user interface.
There are many possible instances where industrial control system
information may be required to leave the higher trust zone. That data
can be placed in the DMZ, through the security policy rules above,

Capabilities
Within the
NIS Directive

where access controls into the DMZ can be logged and monitored.
The DMZ should be leveraged and control how information is sent to
enterprise systems, as described in the ICS410 reference architecture.
By implementing strong firewall controls aligned with an ICS-specific
architecture, OESes can help prevent security incidents and further
gather data to help both cyber risk management and incident
response capabilities aligned to the Directive.

Logging and Monitoring

Logging &
Monitoring

Fortinet Security
Fabric Products:
FortiSIEM

The previous elements surrounding the Fortinet Security Fabric all
tie to preventative security controls within the Directive. Logging
and monitoring within the NIS-D, however, provide additional

Figure 15. NIS-D Capability:
Logging and Monitoring

context for detection of a security event (see Figure 15). These products also support
data logging of information to help incident responders understand the root cause of a
cyber incident, which, in turn, translates to improved containment and eradication of the
threat, leading to quicker
recovery. Centralizing logs
for trends, analysis and
reporting provides additional
benefits to build a singlepane-of-glass approach
to reviewing incident
data. Utilizing the Fortinet
Security Fabric, operators
and incident responders
can link access logs, device
information and network
traffic to provide a complete
picture during post-incident
forensics. FortiSIEM, the hub
for this information, can
provide insights based on
this information, as seen in
Figure 16.

Figure 16. FortiSIEM Incident Data View
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Because FortiSIEM has access across other elements of the Fortinet Security Fabric, other

Figure 17. Example FortiSIEM Watch
List within the CMDB Application

capabilities can provide insights into access control and device data. For example, the
CMDB application can tailor watch lists for certain event types, which may have specific
risks associated with Level 2 and Level 3 devices within the control network, as seen in
Figure 17. Customizing alerts, watch lists and analytics to the specific OES environment can
further aid incident response teams monitoring ICS networks.
Although the Fortinet solution FortiAnalyzer was not available during the SANS solution
review, it provides features similar to FortiSIEM in terms of centralized logging, analysis
and reporting. The SIEM features on FortiAnalyzer, however, are confined as compared
with FortiSIEM.
The NIS Directive provides specific guidance on incident response and working with
member-state CSIRTs, as outlined in the SANS companion guide to this paper, “Aligning
Your Security Program with the NIS Directive.” Most CSIRTs will rely on centralized data
repositories for ICS networks where possible, requiring OESes to understand what
technology options can be leveraged for ingesting logs (syslog, SNMP logs, OS logs) via
Windows Management Instrumentation (WMI) or various locally installed log agents.
Although the FortiSIEM instance tested had capabilities for both Linux variants and
Windows, be sure to test individual usage requirements for individual control systems,
especially if an agent is required for resource-constrained devices.
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Risk Assessments
Whereas incident response is all about what to do when things go wrong, risk
management is concerned with evaluating what can go wrong before it happens. The
Directive contains specific concerns regarding risk assessments and security metrics,
as outlined in the SANS companion guide to this paper, “Aligning Your Security Program
with the NIS Directive.” Risk assessments for OESes, at their core, need to consider how
industrial control systems can be manipulated and what the physical, environmental
and financial effects will be. That information can lead to better determination of critical
assets and systems, as well as prioritization of security controls to mitigate potential risks
or known vulnerabilities.
Risk assessments should consider all the information
pulled from the Fortinet Security Fabric, including
asset inventories, communication paths and network
segmentation (as highlighted in Figure 3 on page 7).

Bringing It All Together: FortiManager
At the center of all this information, FortiManager,
shown in Figure 18, provides a single-pane-of-glass
dashboard for accessing data across the Directive
considerations outlined in this paper. If leveraging
Fortinet products across multiple sites, including

Figure 18. The FortiManager main
screen highlights aspects of the
Fortinet Security Fabric.

corporate networks, and using information gathering tools in a properly architected ICS
DMZ, OESes can pull insights from multiple facilities as well as highlight trends across
assets, users and networks. This could be particularly helpful during incident response.
When analyzing which
aspects of the Fortinet
Security Fabric would be
helpful for a specific OES
environment, operators
should consider what
information will be useful
for reliable operations.
Figure 19 demonstrates
some of the options
available in FortiView.
Security analysts can be
overwhelmed by new technology, so additional training and resources may be necessary.

6

Moreover, some views and insights will be considered valuable for some subject matter
experts but may not be used by others. Flexibility is important when determining

Figure 19. FortiView, within
the FortiManager capabilities,
provides additional context
across the ICS network.

technology requirements across OT security programs, including the Directive.

6

Fortinet offers NSE certification training to support the ongoing learning for security staff and leaders. Learn more at https://training.fortinet.com
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Summary: Using Compliance to Improve OT Security
The Directive contains programmatic elements that will improve the security for many
OESes and DSPs. This paper explored an approach to both design (utilizing the ICS410
reference architecture) and operate (by examining several products in the Fortinet
Security Fabric) industrial control systems to address the Directive.
By linking distinct capabilities to risk management and incident response, operators
that embrace the Directive will find themselves with a more resilient and secure critical
infrastructure. The security elements can, and should, be implemented as an ingrained
element of operations.
These security capabilities, as outlined within the Directive, will leverage technologies
such as the Fortinet Security Fabric, but they must also be complemented by a
knowledgeable workforce and maintain repeatable processes to ensure compliance.
Any process for cybersecurity within OT should include, at a minimum, testing for the
specific industrial control system in question, which can be linked to FAT and SAT phases
of the process’s life cycle. Because OT devices are deterministic in nature, it is vital that
OESes understand the capabilities of any technology deployed in production and provide
effective training for operators.
Some organizations will also find integrating IT and OT security teams easier when
technologies align across the organization. This alignment can help provide better
visibility and potentially cross-train security teams to understand OT security. By
integrating common tools where possible, skills can be easily transferred across different

A NIS-based program requires
an adequate budget, trained
personnel and sustainable
processes.

environments and security management can be simplified, providing a greater operational
benefit to the organization.
The Fortinet technologies tested in this implementation guide show how capabilities
can be provided to improve both security and compliance with the Directive. Compliance
with any standard should be a repeatable “sanity check” for a security program. The NIS
Directive is no different.
Compliance requires more than technology. A NIS-based program requires an adequate
budget, trained personnel and sustainable processes. The right technology, however,
should enable robust compliance management. FortiManager, as an example, provides a
link between the multiple capabilities required within a security program and can help
operators across complex facilities and environments—regardless of the OES industry.
By using additional features of the Fortinet Security Fabric, supported by knowledgeable
teams of OT security analysts, operators should be able to improve both cyber risk
management and incident response capabilities.
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