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Executive Summary
As worldwide 5G deployments evolve and scale, a better understanding of the 
related opportunities and challenges is formed:

nn The lion’s share of 5G revenue growth will be driven by enterprises.

nn Enterprises’ 5G-enabled use cases will require an ecosystem of technologies  
and solutions.

nn 5G security considerations are top of mind for enterprises.

It is therefore imperative that security becomes an enabler for enterprise adoption 
of 5G technologies and services by the integration of security as part of the 
enterprise 5G ecosystem.

Mobile network operators (MNOs), operational technology (OT) and Industrial-
Internet-of-Things (IIoT) providers, industrial application providers, 5G network 
equipment providers (5G NEPs), and system integrators (SIs) must deliver security 
as a foundational element. 

Both enterprises and 5G 
service and solutions 

providers see the need  
for an enhanced 5G security 

as an integral part of  
any 5G delivery and 

consumption ecosystem. 

A 5G security platform should deliver the following key capabilities:

nn Complement native 5G security

nn Provide security visibility and control across the 5G ecosystem’s attack surface

nn Deliver management and automation tools and capabilities

nn Provide function and service modularity

Fulfilling these principles with the Fortinet Security Fabric, we empower 5G solutions and service providers to meet 
enterprises’ 5G security concerns and make 5G an enabler, differentiator, and a revenue generator in the growing enterprise 
5G market.

A Quick Note on 5G Security
Why is security so important to success in penetrating the 5G enterprise market, and why is an investment in security 
mandatory for MNOs, integrators, and solutions providers?

Security is so critical because:
nn Enterprise 5G-enabled use cases are critical to their operations and success.

nn Native 5G security is only focused on 5G network functions internetworking.

nn 5G is part of a larger ecosystem, delivering specific use cases for enterprise verticals.

nn 5G can be hybrid, distributed, and open throughout the 5G ecosystem. 

Security investment is mandatory because:
nn Security is considered a top challenge for enterprises in adopting innovative technologies.

nn Security and compliance are top challenges/barriers to enterprise 5G adoption.

nn MNOs consider security investment as very important in achieving long-term enterprise revenue goals.

Both enterprises and 5G service and solutions providers see the need for an enhanced 5G security as an integral part of any 
5G delivery and consumption ecosystem. 
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From 5G Security Concepts and Understandings  
to Implementation
With all parties in agreement that a comprehensive security foundation and offering 
is required for wide enterprise adoption, the actual implementation and delivery 
of beyond native 5G security seem to be lagging. There are several main reasons 
that may explain this slow implementation, such as the gradual evolution of 5G 
deployments and services, the limited offering of 5G-enabled OT/IIoT devices 
and applications, early adoption of enterprise 5G with very limited production 
environments, gradual deployments of multi-access edge computing (MEC) sites, 
regulatory issues, and more.

The gradual implementation of 5G-related technologies, solutions, and services 
will continue for years to come and therefore dictates a phased evolution of 
the security foundation and services that must accompany it. With this in mind, 
providers must think strategically and for the mid to long term when it comes to 
their security investments.

When a security platform  
such as the Fortinet Security 

Fabric offers these degrees of 
freedom and flexibility, it avoids 

the trap of silos and isolated 
security solutions.

As MNOs, NEPs, SIs, applications, and solutions providers plan the deployment and availability of their solutions and services 
from 5G’s early days throughout its evolution, they need to invest in a security platform that will provide them with several 
degrees of freedom:

nn Scaling and performance freedom:  
Number of connected sites and devices, high bandwidth, ultralow latency

nn Form and customer freedom: 
Physical, virtual, containerized, multitenant

nn Location freedom: 
Customer premises, MEC, public cloud, data center

nn Hierarchical freedom: 
Device, network, application, service-level security

nn Service freedom: 
As part of a service/use case, as a revenue-generating value-added service (VAS) 

nn Operational freedom: 
Management, artificial intelligence (AI)/machine learning (ML), security operations center (SOC), automation

When a security platform such as the Fortinet Security Fabric offers these degrees of freedom and flexibility, it avoids the 
trap of silos and isolated security solutions. It enables a common, end-to-end security that empowers gradual and modular 
deployments of security with ease of integration, rapid deployment, simplified operations, and enhanced return on investment.

Prioritizing 5G Security 
Private and public 5G services consumed by enterprises and the ecosystems that will enable them as part of a set of use cases 
will materialize, be implemented, and evolve gradually. 

Therefore, once a modular and evolutive security platform has been identified, such as the Fortinet Security Fabric, one needs 
to consider the security implementation evolution and priorities: Where do we start to secure the enterprise 5G ecosystem 
today, and how do we evolve with private and public 5G deployments, MEC deployments, advance 5G service availability, and 
use-case evolution, including the entire use-case ecosystem?

Figure 1 identifies three key security priorities that specifically deal with the expected evolution of enterprise 5G environments. 
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Priority #1 – user plane security
The consumption of 5G (private, public, and hybrid) in the enterprise enables a set of operational innovations and benefits. 
These rely on the reliable and continued exchange of data between endpoints (IoT, IIoT, OT devices) and applications, 
regardless of their location (enterprise on-premises, national and international distributed, MEC, DC/private cloud, public cloud).

Therefore, the first and immediate priority should be the security of the user plane data in any type of 5G deployment and 
consumption, as shown in Figure 1.

Securing the user plane data encompasses the following:

nn Secure the data traffic from the radio and onto the 5G core

nn Secure the data as it is distributed to applications and their environments in the MEC and elsewhere

nn Segment the data flows to avoid threat lateral movements and limit potential damage 

nn Secure external data network connectivity, including roaming partners for internationally connected devices and distributed 
enterprises

nn Ensure that data and behavior anomalies are identified and will not affect the 5G service delivered 

Priority #2 – application environments security 
Digitization, connectivity, and automation are at the core of the transformation journey enterprises are embarking on. 
Applications, cloud technologies, AI/ML, DevOps methodologies, and other components are the engines driving these 
transformations and are the major ingredients required in a 5G-enabled enterprise ecosystem.

Figure 1: 5G security priorities.



WHITE PAPER  |  Any 5G Ecosystem Addressing Enterprise Verticals Must Deliver on Security To Maximize Adoption and Growth 

5

Securing these applications, frameworks, and environments independent of their 
location is a high priority and should be implemented alongside the evolution of 
these environments, as outlined in Figure 1. This should encompass the following:

nn Application-level security

nn Application programming interface (API) interworking security

nn Zero-trust access control

nn Security segmentation

nn Continuous integration/continuous deployment (CI/CD) pipeline security integration 

Priority #3 – control plane security 
The control plane is at the heart of 5G’s capabilities and services, public and 
private. Its key role made it the focal point for 5G native security and has made this 
environment a secure one. However, the control plane is connected to external 
environments that can, accidentally or not, serve as attack vectors.

The distributed and open nature of 5G and its deployment in enterprise 
environments and use cases will increase the control plane potential exposure via 
network exposure function interworking and the sometimes physically unsecure 
nature of the 5G radio network. 

The growing number of 
connected users and devices, 

the ever-increasing traffic 
volumes and their critical 

importance, and the distributed 
and open nature of 5G and the 
large attack surface it creates 

will trigger significant growth in 
security events. 

As the control plane environment is considered the most secure part of the 5G network and some of the external 
interworking it offers is not commercially available today, we consider securing this environment as important and urgent for 
the exposure point already in production use, such as the control plane—radio network interworking and control plane—user 
plane interworking. 

Securing the control plane should secure these exposure points:

nn Control plane to radio access network (RAN) security

nn Control plane network exposure function API security

nn Control plane to user plane security

nn Control plane to roaming partner security 

Security Operations 
The growing number of connected users and devices, the ever-increasing traffic volumes and their critical importance, and 
the distributed and open nature of 5G and the large attack surface it creates will trigger significant growth in security events. 
These must be dealt with quickly and efficiently to maintain the 5G network and services available, scalable, and agile. 
Empowering the MNO SOC to deal with the expected growth efficiently and effectively, the following principles must be put 
in place:

nn End-to-end visibility (network, compute, applications, users)

nn Zero-day attack protection and decoys to proactively discover lateral movements

nn Unified events correlation

nn AI and ML data analysis for events investigation and mitigation

nn Closed-loop automation
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A Security Platform as an Enabler for Enterprise 5G Adoption 
The security of a network and its services is only as strong as its weakest link. The above and other security considerations 
should be structurally, methodologically, and proactively implemented as an enabler for enterprise adoption. MNOs need 
to consider a holistic, end-to-end security implementation that is preferable due to the distributed nature of 5G networks 
and services, the strong interworking between them, and the unique industrial ecosystem required by enterprise use cases. 
A strong SOC with a rich set of visibility, correlation, analytics, and automation capabilities is mandated to handle the 
significant amounts of incoming security data and turn it into actionable insights and enforcement. The Fortinet Security 
Fabric provides a standard set of security visibility, control, and management throughout the public and private enterprise 
5G ecosystem—from the RAN, through the core and edge compute environments and applications, and to the private/
public cloud and third parties—to provide mobile operators a security platform that enables modular and gradual security for 
private and public enterprise 5G consumption.


