HOW FORTINET HELPS
COVER THE GAPS IN
IoT SECURITY
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INTRODUCTION
THE IoT THREAT LANDSCAPE
While the Internet of Things (IoT) offers limitless
potential for transforming all aspects of daily life
through connected intelligence, these benefits don’t
come without inherent dangers. Most notably, the IoT
expands the threat landscape and network attack
surface—presenting four fundamental security risks:
§§Vulnerabilities—IoT devices are often not
designed or deployed with security in mind.

§§Unsecure Communications—Devices
leveraging public networks often communicate
without encryption and send data via unprotected
networks.
§§Data Leaks—Using unmonitored and unmanaged
entrance/exit points to the network, policies set to
prevent leaks may fail to flag sensitive data passing
through devices.
§§Malware Infections—Unsecured devices may
ship with or proliferate malware. Once on the
network, malware spreads from device to device.
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A SOLUTION FOR IoT SECURITY

To best address these risks, you need an intelligent,

The Fortinet products that comprise our Security

network-wide fabric solution such as the Fortinet

Fabric address three strategic areas: Learning,

Security Fabric. The solution must be broad enough to

Segmentation, and Protection.

guard the entire network, powerful enough to provide
threat protection without impacting performance, and
include features supporting high levels of automation.
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A SOLUTION FOR IoT SECURITY
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LEARNING

Visibility is everything. Without the capability to

§§Our FortiOS operating system runs on all Fortinet

learn about all the disparate devices on your

devices, providing total IT awareness with instant

network, intelligent threat protection is impossible.

visibility into every security element and key

When evaluating a security fabric solution, look for

networking components.

functionality in two key areas:
Device Identification and Discovery: Automatically
detects, profiles, and classifies what’s on the network
and develops a comprehensive inventory of devices.
Predictive Action: These products help the fabric

§§FortiGate next-generation firewalls (NGFWs) let
you understand everything connected to your
organization, with the ability to learn and profile
all devices attaching and communicating via the
network.
§§FortiSIEM (security information and event

learn behaviors and predictively react to an attack

management) products show and track all IoT

before it happens. Once the normal behavior is known,

assets—even ones you didn’t know about.

the fabric can monitor for anomalies.
The Fortinet Security Fabric includes several products
that address these key learning requirements.
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LEARNING

§§Our Secure Access solutions for wired and
wireless connectivity enable you to see and
manage IoT devices at the access layer.
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SEGMENTATION

When countermeasures fail in a more vulnerable

Exerting Control: Organizations can better control

or less critical part of the network, segmentation

risks from a policy standpoint by treating the parts of

protects more critical areas from being compromised.

the network that interact with IoT devices differently.

Segmenting the network and devices should address
functionalities such as:
Identifying Risk: Users, data, devices, locations, and

The Fortinet Security Fabric includes:
§§FortiGate internal segmentation firewalls
(ISFWs), which group devices, manage policies,

a host of other criteria are used to identify categories

and provide layers of control. ISFWs segment IoT

and assess risk.

devices into policy-driven groups based on their

Managing Policies and Devices: Sees all device
activity (including IoT) and appropriately sets policies to
manage risk across the network.
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SEGMENTATION

risk profiles. This in turn automatically grants or
limits IoT communication with specific networks
and applications—keeping potentially compromised
devices from passing along malware or exploits.

04

PROTECTION

Security must first protect the device, then the network.
Once an IoT device is secured and becomes part of
the network, it must be protected in a coordinated
fashion with all other network elements. Your solution’s
protection features should include:
Policy Flexibility and Enforcement: The ability to
define and enforce policies on multiple levels—including
type-of-device and access-based criteria.
Threat Intelligence: Soliciting trending input from
global sources (including other vendors) to identify
threats before they happen, and connecting the
dots between external research and real-time threat
information inside the network.
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Our Security Fabric is designed for local and global
threat intelligence that identifies and prevents known
and emerging attacks (thanks to the 24x7 research
services provided by FortiGuard Labs). Fortinet
products support detection and containment at
distributed points across the infrastructure, including:
§§FortiGate NGFWs, which include specific protection
features such as advanced anti-malware, SSL
inspection, application control, and URL filtering.
§§FortiSandbox products, which provide proactive
threat detection and quarantining with automated
sharing real-time intelligence to disrupt attacks early
in the cycle without human intervention.

CONCLUSION
In light of the inherent risks associated with the IoT,
your defenses should address security holistically and
recognize that these devices (like all other network
elements) must be visible, segmented, and protected
at all times.
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CONCLUSION

With threats potentially coming from any direction
or source, a fabric-based solution like the Fortinet
Security Fabric coordinates an array of best-of-breed
products—allowing you to see everything, segment
based on risk, and teach your network self-defense
through intelligence and automation.
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