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The first few months of a new year are always a time of reflection,
resolutions, and predictions. The cyber security industry is no
exception. How will 2017 be remembered? What new threats will
we face? What lessons will we learn? What improvements will
we make?
Public opinion seems split on whether 2016 was “The Year of the
Hack” or “The Year of Ransomware.” Both camps offer compelling
evidence for their claim, and only time will tell which narrative
gains traction in the course of history. What is clear is that 2016
saw cyber security driving public and political discourse like never
before. Thus, we find it rather unlikely that 2017 is destined to be
“The Year of Peace on the Internet.” What it will ultimately become
is anyone’s guess, but with Q1 and some of Q2 behind us,
“Ransomware” sure seems to be gearing up for a repeat.
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We feel the need to address the elephant in the room right
up front. As this report was in production, the WannaCry
ransomware outbreak had the world wailing for several days.
Daily FortiGuard IPS hits peaked at 22 million globally for the

DoublePulsar tool that WannaCry used as the primary vector of
attack. The secondary exploit leveraged in the attack,

CVE-2017-0144, spiked to over 7 million attempts blocked by
Fortinet on May 13 before trailing off as security firms tightened
their defenses and organizations updated their software—and, of
course, the kill switch.
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Below you’ll find a few highlights of what FortiGuard Labs analysts gleaned from Q1 intelligence collections. After
that, we hope you’ll hang around while we dig deep into the threat landscape to unearth nuggets of insight you
definitely won’t want to miss.
HTTP-YES! The median percentage of HTTPS traffic hit a historical high mark at 55%, though that stat
varies from <5% to >95% across firms. It’s an important trend for many reasons, one of which is the
challenge encrypted communications present to threat detection.
FEELING APPATHETIC? The median number of applications used per organization dipped below the
200 line for the first time since we started tracking the metric. Cloud-based Infrastructure-as-a-Service (IaaS)
apps, on the other hand, climbed to their highest value yet.
EXPLODING PHONES. In terms of malware volume—not in your pocket. The percentage of mobile
malware jumped from 1.7% of total volume in Q4 to 8.7% in Q1. That’s largely due to a drop in overall
malware volume, but nevertheless represents a peak point on our radar.
IoTEASE? Exploit attempts against devices comprising the Internet of Things (IoT) were a little less of a
thing in Q1. Detection volume fell an order of magnitude for the most-targeted device categories. Perhaps
this was just a teaser before the full theatrical release?
I DON’T WANNACRY. The WannaCry ransomware hit in the middle of Q2, so you won’t get full coverage
on it here. But we do provide other ransomware stats that may provoke tears. For instance, does it depress
you to know almost 10% of firms recorded ransomware activity in Q1?
THE OLD AND THE DUTIFUL. 80% of organizations reported high or critical-severity exploits against their
systems. The majority of these targeted vulnerabilities were released in the last five years, but no shortage of
attempts was made against premillennial CVEs. Attack tools never forget and are always on duty.
THE INTERNET’S NOT INTERESTED in geographic distances and boundaries. Modern tools and
pervasive “Crime-as-a-Service” infrastructure enable attackers to operate on a global scale at lightspeed. As
a result, most threat trends appear more global than regional.
YOU HAVE NEW PROFILE VIEWS. Which industries share closely related profiles when it comes to their
typical infrastructure usage and threat activity? We turn the power of cluster analysis loose to find out, and
some of your nearest neighbors might surprise you.
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The findings in this report represent the collective intelligence
of FortiGuard Labs, drawn from Fortinet’s vast array of network
devices/sensors within production environments. This comprises
billions of threat events and incidents observed in live production
environments around the world from January 1 through March 31,
2017. According to independent research1, Fortinet has the largest
security device footprint and accordingly we boast the largest
sampling of threat data in the industry. All data was anonymized

and contains no identifiable information on any entity represented
in the sample.
As one might imagine, this intelligence offers excellent views
of the cyber threat landscape from many perspectives. This
report focuses on three central and complementary aspects of
that landscape, namely application exploits, malicious software
(malware), and botnets.

Exploits
Application exploits described in this report were collected primarily via network IPS. This
dataset offers a view into attacker reconnaissance activities to identify vulnerable systems and
attempts to exploit those vulnerabilities.
Malware
Malware samples described in this report were collected via perimeter devices, sandboxes, or
endpoints. For the most part, this dataset represents the weaponization or delivery stages of
an attack rather than successful installation in target systems.
Botnets
Botnet activity described in this report was collected via network devices. This dataset
represents command and control (C2) traffic between compromised internal systems and
malicious external hosts.

In addition to these different aspects of the threat landscape, we
use three measures to describe and interpret what the data tells
us. You’ll regularly see the terms volume, prevalence, and intensity
used throughout this report, and our usage of these terms will
always conform to the definitions provided here.

1

The figures in this report include a large number of threats. We
provide brief descriptions on some, but you will undoubtedly
desire more information than we’re able to supply here. Consult
FortiGuard Labs’ Encyclopedia as needed while working your
way through these pages.

VOLUME

Measure of overall frequency or proportion. The total number or percentage of observations of a
threat event.

PREVALENCE

Measure of spread or pervasiveness across groups. The percentage of reporting organizations2
that observed the threat event at least once.

INTENSITY

Measure of daily volume or frequency. The average number of observations of a threat event per
organization per day.

Source: IDC Worldwide Security Appliances Tracker, April 2017 (based on annual unit shipments)

The phrase “of reporting organizations” is an important distinction. We can only measure prevalence among organizations reporting threat activity. So, for instance, a prevalence of 50% for a
given botnet doesn’t mean it impacted half of all firms in the world. It means half the firms reporting back botnet detections observed that botnet. That denominator usually represents tens of
thousands of firms.
2
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This report series bears the title “Threat Landscape Report,”
but threat trends reflect the environment in which they occur.
Thus, understanding how information technologies, services,
configurations, controls, and behaviors change over time is equally
important to monitoring the evolution of exploits, malware, and
botnets. Developing such an understanding is the purpose of this
section.

(median values shown)
Daily bandwidth
HTTPS ratio
Total apps
SaaS apps
IaaS apps
Streaming apps
Social apps
RAS apps
Proxy apps
Gaming apps
P2P apps
Daily website visits
Daily malicious website visits

Figure 1 presents a summary of infrastructure trends gleaned from
a voluntary threat assessment program conducted by Fortinet that
usually runs for about a week. The length of the assessment and
demographic mix of participating organizations fluctuate quarter to
quarter, but we can still get an overall sense of infrastructure usage
trends as seen through this program. As indicated in Figure 1, this
process is neither sudden nor unidirectional; major shifts will resolve
over the course of years rather than months.

Q1 2016

Q2 2016

Q3 2016

Q4 2016

Q1 2017

6.3G
52.5%
216
33
26
17
14
4
4
2
1
600
3

7.7G
49.8%
215
35
22
24
19
4
4
3
2
590
3

7.3G
52.4%
211
35
23
21
17
4
4
3
2
571
3

8.5G
50.8%
211
36
27
20
17
4
5
3
1
595
3

8.5G
54.9%
195
33
29
16
14
4
4
2
1
502
2

FIGURE 1. QUARTERLY INFRASTRUCTURE TRENDS. VALUES REPRESENT THE MEDIAN PER ORGANIZATION.

According to Figure 1, the median ratio of HTTPS to HTTP traffic
hit a high mark in Q1 2017. Figure 2 reveals the distribution
around that median value and reminds us that some firms encrypt
nearly everything and some encrypt very little. That’s important
because, while helpful to maintaining privacy, this trend presents

challenges to threat monitoring and detection. Organizations—
especially those with higher HTTPS ratios—cannot afford to turn
a blind eye toward threats that might be lurking within encrypted
communications.

Percentage of
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FIGURE 2. DISTRIBUTION OF HTTPS TRAFFIC PROPORTION ACROSS FIRMS.
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The topic of cloud adoption is of interest to many firms that are
currently migrating that way or deciding whether/how to do so.
As with every such decision, there is a give and take that spans
business, human, economic, operational, and security factors.
While they cannot make those decisions, trends related to cloud
adoption can certainly help inform them. This is especially true as
potential out-of-band threat vectors like shadow IT, personal cloud
services, etc., become more pervasive. Per Figure 1, the median

MSSP
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Agriculture
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Manufacturing
Transportation and Logistics
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Technology
Banking/Finance/Insurance
Nonprofit
Telco/Carrier

number of cloud applications used per organization in Q1 was
62 (33 SaaS + 29 IaaS), which is just shy of the record set in the
previous quarter. IaaS apps actually did hit a new high point. Figure
3 gets more specific by comparing cloud application usage across
sectors. Looking over the list, we see a fair amount of variation and
some rather counterintuitive neighbors (e.g., MSSP and Education;
Retail and Government).
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FIGURE 3. MEDIAN NUMBER OF CLOUD APPLICATIONS BY INDUSTRY.
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The concept of “neighbors” brings up an intriguing question—
which industries share closely related profiles when it comes to
infrastructure usage? More importantly, how do the underlying
policies and practices relate to and alter security posture?
Ostensibly, similar cloud application numbers in MSSPs and EDUs
surprise us because we assume they’d be different in both security
policies and resulting posture. But why and on what do we base
that assumption? Is it possible to compare industries along the
fuller set of infrastructure elements listed in Figure 1? Yes it is, and
Figure 4 does just that in a visually impactful way.
If you’re not familiar with cluster analysis, Figure 4 may confuse
more than clarify at first glance. We’ll remedy that. Each bubble

represents an industry and the size of the bubble corresponds to
the number of organizations within each industry. The placement
of the industries is decided by the clustering algorithm based on
the similarity of their infrastructure profiles. The profiles, in turn,
are based on normalized values (z-scores) for the infrastructure
elements listed in Figure 1. Industries placed close together are
“neighbors” in terms of having very similar infrastructure profiles.
Industries distant from each other boast very different infrastructure
usage patterns. It is worth mentioning that a particular firm may
actually differ greatly from others in its sector and that is not
evident here; this aggregates them all and places the “center” of
the group accordingly.

Agriculture

Education
Food & Beverage
Retail/Hospitality

Construction

Healthcare

Consulting
Banking/Finance/Insurance
Technology

Media/Communications
Government

Transportation and Logistics
Manufacturing

Energy & Utilities
Nonprofit

Automotive

Legal

MSSP

Environmental

Aerospace & Defense
Telco/Carrier

FIGURE 4. CLUSTER ANALYSIS OF INFRASTRUCTURE USAGE BY INDUSTRY.

Armed with that explanation, we see that the majority of industries
reside in a loosely packed grouping toward the upper center of
Figure 4. These live in the same neighborhood, so to speak. We
also notice some that live a few blocks from the town center, such
as Automotive, Agriculture, and MSSP. Continuing on from there,
we come across several industries living way out in the boonies
like Aerospace & Defense, Education, and Telco/Carrier3.

At this point, you’re hopefully wondering what in the world those
outlying sectors are doing with their infrastructure that makes them
so...out there4. If not, perhaps reading the last two paragraphs
again is a good idea. Everyone else can proceed to Figure 5.

3

A joke about the difficulties of “the last mile” seems appropriate here, but we’re afraid it wouldn’t connect.

4

Prepping for the zombie bot apocalypse, obviously.
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Figure 5 compares infrastructure usage values to the crossindustry mean for the outliers in Figure 4. From this, we can
determine one thing that makes Telcos unique is their lower-thantypical app usage across the board. Education, on the other
hand, reveals abnormally high counts for pretty much everything.
Admittedly, we like this kind of stuff as data analysts, but there’s
more to this line of inquiry than mere analytical joyriding.

As stated earlier, IT infrastructure shapes the environment in which
threats occur and evolve, but it also acts as a window into broader
security policies and governance models. Some firms maintain
strong centralized control over the applications users can install
and use, while others are more lenient. We suspect such policies
(and many other factors) may have a lot more impact on industry
and organizational threat landscapes than many believe. We hope
this initial glimpse into infrastructure profiles piques your interest,
as it’s something we plan to expound upon in future versions of
this report.

Streaming apps
Social apps
SaaS apps
Aerospace & Defense

RAS apps
Proxy apps
P2P apps
IaaS apps

Telco/Carrier

HTTPS ratio

Education

Gaming apps
Daily website visits
Daily Total Apps
Daily malicious websites
Daily bandwidth
−2

−1
0
1
2
3
4
Standard Deviations from Mean

FIGURE 5. INFRASTRUCTURE USAGE VARIATION AMONG OUTLIER INDUSTRIES FROM FIGURE 4.
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EXPLOIT TRENDS
of exploit activity is fully automated via tools that methodically scan
wide swaths of the Internet probing for opportunistic openings.
Thus, exploit detection datasets like the one we examine in this
section tend to be a bit noisy. We’ve tried to compensate for that
by restricting our analysis to critical and high-severity events, and
Figure 6 shows those making the top 10 list for either volume or
prevalence (or both).

Application exploits are an important aspect of the threat
landscape because they reveal adversary attempts to identify
and compromise vulnerable systems. It should be noted up front
that triggering one of these exploit signatures does not mean the
attack was successful or even that the requisite vulnerabilities were
present within the target environment. What’s more, it doesn’t even
necessarily mean the attacker conscientiously chose to use that
particular exploit against that particular target. A huge proportion

Volume

Prevalence
35.2% [1]

MS.RDP.Connection.Brute.Force

26.7% [2]

Netcore.Netis.Devices.Hardcoded.Password.Security.Bypass
Telnet.Login.Brute.Force

13.3% [3]
9.9% [4]

Worm.Slammer
SSH.Connection.Brute.Force

5.5% [5]

1.3% [101]
8.6% [13]
0.2% [300]
7.7% [19]
0.5% [183]

HTTP.URI.SQL.Injection

1.2% [6]

Bash.Function.Definitions.Remote.Code.Execution

0.4% [13]

Apache.Struts.2.DefaultActionMapper.Remote.Command.Execution

0.1% [26]

OpenSSL.Heartbleed.Attack

0.1% [29]

PHP.CGI.Argument.Injection

0.0% [32]

SSLv2.Openssl.Get.Shared.Ciphers.Overflow.Attempt

0.0% [33]

26.3% [3]

Joomla.Core.Session.Remote.Code.Execution

0.0% [44]

13.4% [8]

Multiple.CCTV.DVR.Vendors.Remote.Code.Execution

0.0% [55]

AWStats.Rawlog.Plugin.Logfile.Parameter.Input.Validation

0.0% [61]

10.0% [10]

0.0% [129]

10.2% [9]

Obfuscated.Flash.Exploit

26.1% [4]
45.9% [1]
20.1% [5]
18.6% [6]
40.4% [2]

18.0% [7]

FIGURE 6. TOP EXPLOIT DETECTIONS BY VOLUME AND PREVALENCE. FILTERED TO HIGH OR CRITICAL-SEVERITY RATING.
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After topping the list in Q4 2016, we’re glad to see the SQL
Slammer slack off a bit this quarter. Even so, the 14-year-old
worm is holding its own remarkably well in a world where new
threats emerge every second of every day. In fact, the top 6
exploits by volume all show strong staying power; they’re a copy
of last quarter in a slightly different order. Of those, we find the
security bypass detection in Netcore/Netis devices to be the
most noteworthy. It is the only one that comes close to making
the top 10 for both volume and prevalence (falling just short at
#11 by prevalence). This trigger (as well as Multiple.CCTV.DVR.
Vendors…) is associated with scans for vulnerable IoT devices to

100m

join in massive DDoS attacks—a trend almost as popular as fidget
spinners with the kiddies these days.
We say “almost as popular” because exploit attempts against
things comprising the IoT were a little less of a thing in Q1.
Detection volume, plotted in Figure 7, fell an order of magnitude
for the most-targeted device categories. This was most notable
within the DVR/NVR category, which sprang to life last quarter and
neared 100 million daily detections at one point during the Miraifueled DDoS attack again Dyn. We know the gazillion vulnerable
things on the Internet weren’t fixed after the last quarter, so we
can’t help but interpret this as a slight calm between storms.
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FIGURE 7. FIVE-DAY ROLLING AVERAGE OF EXPLOIT DETECTIONS BY IOT DEVICE CATEGORY.
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On the prevalence side of Figure 6, we see close to half of
organizations reporting an attack attempt to exploit a remote code
execution vulnerability in Bash. It leverages CVE-2014-7169 (and a
few others) to grant attackers the ability to execute arbitrary code
and is one of the main reasons for the spike in critical vulnerabilities
for 2014 in Figure 8. Another 40% of firms recorded an argument
injection vulnerability in PHP CGI that’s been around (and fixed)
for five years. It’s largely responsible for the peak of high-severity
vulnerabilities seen in Figure 8 for 2012.

While we’re on the topic of Figure 8, it answers a simple
question of “what percentage of firms detected exploits against
vulnerabilities from year X?” Readers of our last report may notice
that results skew toward more recent CVEs this go-around. The
message is still the same, however—old vulnerabilities can still
learn new tricks. There is absolutely zero evidence that “security
through antiquity” is a thing.
This quarter’s dose of irony came when attackers sent their “be
mine” invitations in the form of a resurgence in Heartbleed exploit
attempts on...wait for it...Valentine’s Day. It’s good to remember
that even bad guys have hearts (and humor, apparently).
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FIGURE 8. PREVALENCE OF CVES TARGETED BY EXPLOITS. GROUPED BY CVE RELEASE YEAR AND COLORED BY SEVERITY RATING.
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EXPLOITS BY REGION
To elaborate on our statement above that exploits are “automated
via tools that methodically scan wide swaths of the Internet,” one
might wonder if any strong regional trends exist within this activity.
If exploits are generally narrowly focused at or within particular
geographic regions, we’d expect to see large differences when
viewing the prevalence of those attacks globally. If they are largely
random or universal, we would expect to see little difference.
Figure 8 will help us determine which conclusion best fits the data.
All in all, Figure 9 does not prompt us to recant our original
assertion about the indiscriminate nature of exploit activity. What’s
highly prevalent for one region appears to, for the most part, be
highly prevalent for them all. We certainly see signs of variation,
but we suspect most of that falls within a reasonable margin of

error. Where we do find seemingly meaningful differences—e.g.,
fewer DVR remote code execution attempts in Africa and
Latin America—they likely speak to differences in the regional
technological footprint than the attacker’s discretion.
A practical takeaway from Figure 9 is remembering there is
nowhere to hide on the Internet. It is no respecter of place or
distance. There are definitely some adversaries with regional
missions, but most of them don’t much care where they score
their next payday. If anything, they are incentivized to maintain a
large and geographically diverse cohort of compromised devices
and victims. The ability to cheaply replicate attacks fast and far is a
pillar of modern cyber crime and well-reflected in Figure 9.

Bash.Function.Definitions.Remote.Code.Execution

45.5%

39.1%

51.3%

45.2%

40.3%
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46%
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33.2%
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29.9%
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28.1%
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27%
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24.4%
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26.2%

22.8%

17.1%

21%
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17.1%

25.2%

28.8%
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17.7%
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14.5%

19.5%
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20.8%
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16.6%

14.7%

18.2%
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17.5%

4.1%

16%
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10.3%

WordPress.Slider.Revolution.File.Inclusion

19.5%

14.2%

21.1%

21.5%

15.8%

15.5%

18.7%

Web.Server.etc.passwd.Access

16.9%

9.4%

18.5%

13.9%

10.5%

13.9%

12.2%

Joomla.Googlemaps.Plugin.Multiple.Vulnerabilities

17.7%

11.6%

15.9%

16.8%

12.3%

12.7%

14.9%

WIFICAM.P2P.GoAhead.Multiple.Remote.Code.Execution

21.2%

13.5%

15.1%

19.6%

11.1%

11.3%

19.2%

Joomla.Core.Session.Remote.Code.Execution

15.8%

9.7%

15.9%

17.7%

12.5%

11.5%

11.6%

MS.Windows.EMF.Record.Information.Disclosure

18.6%

8.8%

13.4%

13.1%

16.8%

9.8%

12.9%
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FIGURE 9. TOP 20 EXPLOITS BY PREVALENCE ACROSS REGIONS.
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MALWARE TRENDS
Want to know what cyber criminals value and assess their ability to
attain it? Then look no further than the malware they create. Just
like all physical tools reflect something of their maker, malware tells
us a lot about attacker mindsets and skill sets.

bitcoins and doubles that demand if the user does not pay within
seven days. We’ve included more on the topic of ransomware in
the Mini Focus at the end of the Botnet Trends section, and some
sage advice on Sage 2.0 can be found in this blog post.

We’ve elected to present malware in Figure 10 according to
higher-order families rather than particular variants. We feel this is
more suited to the purpose of studying overall trends due to the
enormous numbers of variants within many families. But those
wanting variant-level statistics are not left hanging; our Weekly
Threat Briefs are chock-full of them.

Another topic worth mentioning is an increased presence and
volume of mobile malware samples. Only one family of Android
malware broke into the top of the charts in Q4 2016, but Figure
10 includes three of them for Q1. Furthermore, Android/Generic’s
volume of 3.9% this quarter swamps last quarter’s 0.6%. We
include more on mobile malware in the Mini Focus at the end of
this section.

Given that we are looking at families, it shouldn’t be too surprising
that we’ve seen many of Figure 10’s entrants before. JS/Nemucod
takes the double crown by winning in both volume and prevalence
measures, though volume backed off significantly from the high
mark of 54% set last quarter. Nemucod has the dubious distinction
of being the tool of choice for distributing ransomware and other
Trojans. In Q1, variants of Nemucod were observed downloading
and running a new incarnation of the Sage ransomware (creatively
named Sage 2.0). This iteration of Sage extorts around $2,000 in

Volume
JS/Nemucod
WM/Agent
JS/Agent
W32/Injector
Android/Generic
W32/Kryptik
MSIL/Injector
Riskware/Agent
Riskware/Asparnet
Adware/AirPush!Android
PHP/Rst
Android/Qysly
W64/Egguard
Riskware/NetFilter
W32/Kapser
JS/Backdoor
Friday13
W32/Stration
Android/Android_Minimob
W32/Dloadr
W64/Agent
Riskware/Kuping
W32/Rootkit_BlackEnergy

Comparing the prevalence and intensity measures in Figure 10
reveals an interesting pattern. The most intense malware families
show very low volume and prevalence, indicating that extremely
“chatty” varieties do not typically spread across large numbers of
organizations. Many of the leaders in Figure 10’s intensity column
have noisy functionality such as establishing remote connections,
capturing user activity, downloading/uploading files, and launching
DDoS attacks.

Prevalence

5.0% [4]
2.1% [7]
0.9% [15]
4.0% [5]
1.9% [9]
0.3% [45]
0.1% [91]
11.6% [3]
0.5% [24]
1.6% [10]
1.9% [8]
12.7% [2]
2.5% [6]
0.4% [36]
0.3% [44]
0.0% [187]
0.0% [466]
0.0% [540]
0.0% [534]
0.0% [154]
0.0% [310]
0.0% [168]

19.4% [1]

Intensity
31.1% [1]
29.3% [2]

20.2% [3]
14.9% [4]
14.5% [5]
10.0% [6]
9.1% [7]
8.7% [8]
6.7% [9]
6.2% [10]
3.5% [24]
1.6% [57]
0.8% [103]
0.5% [181]
<0.1% [1017]
<0.1% [1087]
<0.1% [1154]
<0.1% [1154]
<0.1% [1247]
<0.1% [1247]
<0.1% [1247]
<0.1% [1429]
<0.1% [1703]

10 [323]
9 [428]
9 [406]
9 [453]
11 [289]
14 [207]
7 [542]
4 [1082]
55 [45]
8 [507]
7 [642]
29 [90]
26 [99]

298 [9]
287 [10]

1.9k [1]
781 [3]
546 [4]
347 [6]
368 [5]
324 [8]
1.7k [2]
343 [7]

FIGURE 10. TOP MALWARE FAMILIES BY VOLUME, PREVALENCE, AND INTENSITY.
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MALWARE BY REGION
Compared to exploits, malware appears to have a slightly
more regional focus in Figure 11. The most and least prevalent
varieties are relatively consistent across the regions but things get
interesting between those extremes. Some differences jump out,
such as Android/Generic for Africa vs. Europe. Other patterns are
more subtle, yet definitely there, and probably meaningful. Notice
how Asia’s heat map stays warm deeper into the top 20, indicating
a larger assortment of malware reaching more organizations in that
region at higher levels. The Middle East’s heat signature is more
intermittent and posts significantly higher values toward the end of
the list.

We mentioned it at the beginning of this section, but those
experiencing a defensive reaction to these results should keep in
mind that we’re dealing with malware families here, not individual
instances. If we dove down to that level, a) this list would be long
and monotonous and b) we’d almost certainly see more regional
variation (which may simply be a product of randomness rather
than targeting or geographically isolated outbreaks).

Oceania

31.3% 25.8% 25.6% 23.6% 10.7% 12.7% 9.3%

6.7%

9.2%

5.3%

6.4%

3.6%

5.2%

6.6%

5%

4.7%

4.7%

3.3%

4%

4.4%

Northern America

28.2% 26.2% 21.1% 18.3% 13.9% 11.4% 8.5%

6.7%

8.5%

6.3%

6.9%

6.6%

4.2%

5.6%

4.2%

3.3%

4.1%

4.3%

3.1%

7.8%

8%

0.1%

Middle East
Latin America
Europe
Asia
Africa

29.3% 33.7% 25.3% 17.9% 14.9% 23.6% 10.5% 18.2% 7.7% 13.9% 6.8%

7%

13.5% 4.2%

3.7% 10.5% 10.5% 4.5%

5.6%

7.5%

4.8%

7.5%

9.8%

2.9%

2.3%

3.2%

2.6%

5.5%

6.7%

2.3%

0.4%

9%

6.1%

8.6%

6.4%

3.2%

6.6%

8.8%

9.1%

5.6%

5%

1.6%

6.2%

0.4%

20.3% 17.1% 16.9% 19.1% 15.8% 9.6% 10.3% 8.8%

9.4%

4.7%

5.6%

6.2%

3.3%

4.1%

5.5%

3.8%

6.8%

4.7%

2.1%

29.5% 26.2% 25.3% 22.6% 30.1% 18.4% 20.5% 8.4% 19.9% 11.7% 6.9% 18.7% 6.9%

3.9%

4.5%

5.4%

8.4% 12.7% 3.6%

0.3%

26.4% 23.3% 17.9% 19.5%

21%

9%

11%

44.5% 43.9% 19.9% 22.9% 6.2% 17.6% 10.1%
23%
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FIGURE 11. TOP 20 MALWARE FAMILIES BY PREVALENCE ACROSS REGIONS. COLOR SPECTRUM RELATIVE TO EACH REGION.
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MINI FOCUS: MOBILE MALWARE
We’ve learned that more Android malware families made the top

The spread of mobile malware across
organizations was remarkably steady from
Q4 2016 to Q1 2017, with about 20% of
organizations detecting it.

10 list by volume and/or prevalence this quarter, but what about
their overall ratio among all types of malware? Per Figure 12, that
statistic stands at 8.7% for Q1. Comparing that to Q4’s 1.7% begs
a reason behind the seemingly dramatic rise. The explanation is less
dramatic—the increase is largely attributed to a reduction in total
malware volume. But it still represents a high mark on our radar that
warrants attention.

We analyzed time-series data for the quarter, but found no unusual
patterns or surges other than a generally higher volume toward
the beginning of the year. The spread of mobile malware across
organizations was remarkably steady from Q4 2016 to Q1 2017,
with about 20% of organizations detecting it.

All Malware

Figure 13 breaks this down by region, and we see that mobile
Android
Malware

malware prevalence rose in every region except the Middle East.
What’s more, the rate of growth was statistically significant in all
cases rather than simply random variation. Compared to some other
regional threat comparisons in this report, Android malware appears
to have stronger geographic tendencies.

FIGURE 12. VOLUME OF ANDROID MALWARE VS. ALL MALWARE.

This Quarter

Africa

Last Quarter

Latin America
Asia
Middle East
Northern America
Oceania
Europe
0%

10%

20%

30%

Prevalence of Android Malware

40%

FIGURE 13. PREVALENCE OF ANDROID MALWARE BY REGION IN Q4 2016 AND Q1 2017.

The malicious Android application Qysly (aka Ztorg) is a big part of what’s plaguing African organizations over the last two quarters. It
undermines the security of the device it infects and compromises the privacy of the user. Like other Android malware variants, Qysly
attempts to steal personal or account information, gain access to device functions via back doors, send text messages or dial premium
numbers, and lock or encrypt the device so the user has to pay to unlock it. FortiGuard Labs decided to analyze one of its Q1 incarnations,
which turned out to be very advanced in hiding its behavior. Read more: Part 1, Part 2.
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BOTNET TRENDS
Despite criminals behind the Necurs botnet pushing out a
multimillion-email message campaign in January that gave it
a boost, Necurs activity fell off by a third in both volume and
prevalence over the course of Q1. Necurs is infamously affiliated
with the Locky ransomware and Dridex banking Trojan families, but
seems to have developed a taste for spam and DDoS over the last
several months.

Exploits and malware provide views into the preparation and
intrusion stages of an attack, but botnet detections grant
visibility into active breaches. Whether a compromised host is
beaconing out, downloading additional malware, or receiving
commands, active botnets spell bad news for defenders. On the
good news side, we’re able to detect and sever those malicious
communications and then share our findings with you in Figure 14.

Volume
Andromeda
Pushdo

Necurs

Conficker
H−worm

2.0% [6]

0.6% [17]

Jeefo

0.4% [19]

Dorkbot

Cerber

0.1% [37]

Neutrino

1.4% [9]

0.7% [13]

Nivdort

0.2% [26]

Sinowal

0.0% [54]

IMDDOS
Mikey

Shiz

24.6% [3]

1.1% [12]
1.5% [8]

0.0% [61]

0.0% [97]

70 [79]

19.0% [3]

11.9% [5]

10.1% [6]

9.7% [7]

6.7% [8]

5.9% [9]

5.9% [10]

5.0% [12]

30.7% [1]

1.8% [32]

1.7% [33]

1.1% [41]

0.8% [47]

0.8% [48]

0.2% [86]

0.2% [93]

<0.1% [131]

<0.1% [180]
<0.1% [180]

359 [27]

153 [49]

15.6% [4]

1.4% [10]

XorDDOS
Jenxcus

37.1% [1]

31.3% [2]

0.3% [24]

0.0% [46]

Zeroaccess

23.8% [2]

1.8% [7]

TorrentLocker
Sality

Intensity

4.0% [4]

3.5% [5]

Bedep

Ramnit

Prevalence

182 [42]

79 [73]

993 [8]

139 [53]

38 [106]

100 [61]

15 [140]

156 [47]

996 [7]

988 [9]

723 [13]

1.8k [4]

1.1k [6]

970 [10]

1.3k [5]

6k [1]
6k [2]

4.8k [3]

FIGURE 14. TOP BOTNET FAMILIES BY VOLUME, PREVALENCE, AND INTENSITY.
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Andromeda
Ramnit
Dorkbot
Pushdo
11.9
Conficker
11.7
Nymaim
11
CKMP
9.9
Gh0st
9.1
Chanitor
6.5
Bunitu
5.9
Lethic
4.4
H−worm
Jeefo 3.5
Mazben 3.2
2.1
njRAT
2
Sality
2
PhotoMiner
1.9
Kelihos
1.7
Neutrino
Gozi
1.6
0

10

25.1
23.1

20

48.9

34.7

30

40

Average new organizations infected per week

FIGURE 15. AVERAGE NUMBER OF NEW FIRMS REPORTING BOTS PER WEEK.

Andromeda was reported by more organizations than any other
botnet this quarter (from the #11 spot in Q4) and only ZeroAccess
racked up a greater percentage of total volume. It also exhibited
the fastest growth rate over the quarter, affecting an average of
49 new firms each week, according to Figure 15. Andromeda is a
modular botnet that installs components as needed on Windows
machines, injects itself into trusted processes, and remains
dormant until connection to a C&C server becomes necessary.
Returning to ZeroAccess for a moment, it and H-worm (aka
Houdini Worm) earned some airtime even though they’ve been
around for a while now. Both give cyber criminals control of
affected systems, but ZeroAccess supports click fraud and bitcoin
mining operations while H-worm dedicates itself to surreptitiously
collecting information. H-worm is protected by several layers
of code obfuscation to prevent common security tools from
identifying it during scans. As it was last quarter, H-worm is the

only botnet that breaks into the top 10 across all three measures in
Figure 14.
The Pushdo botnet—also known as Cutwail or Pandex—is at least
a decade old now, but it soldiers on remarkably well for its age.
It is essentially an advanced downloader that infects a targeted
system, downloads the Cutwail spam module, and then phones
home to receive instructions about the emails it should collect and
send. Pushdo is also used to launch DDoS attacks by sending
thousands of malformed SSL connections to port 443 on the
victim’s website in a very short time. The server responds with SSL
negotiation errors and eventually gets exhausted.
The log scale used for the intensity column in Figure 14 is a bit
visually deceiving, but pay attention to the numbers. IMDDOS,
Mikey, and Shiz would literally be off the charts if we didn’t scale
the bars. That hyperactive characteristic is probably why they
affect such a small proportion of firms.
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BOTNETS BY REGION
To sum up regional Figures 9, 13, and 16 in a sentence: “We
share each other’s burdens, but we each carry our own.” There’s
evidence supporting the value of global intel sharing as well as the
need for regional expertise and research.

Inspecting botnet activity by region in Figure 16, we see that the
top 3—Andromeda, Pushdo, and Necurs—were predominant
across all regions. Andromeda impacted a much lower proportion of
European organizations by comparison. The Nymaim ransomware
botnet sticks out as curiously high for Europe. Zooming out, Figure
16 appears considerably “cooler” than the regional heat maps for
exploits and malware, meaning activity concentrates globally around
the top botnets.

Oceania
Northern America

34% 35.8% 23.7% 10.8% 6.7% 6.2% 8.1% 4.6%
35%

7%

6.2% 2.4% 4.3%

33% 22.8% 13.5% 11.1% 9.4% 7.5% 5.3% 4.4% 4.8%

4%

7%

3.8%

4%

8.1% 2.7% 5.7% 1.6% 4.6%

3.9% 3.6% 3.6% 3.5% 3.2% 3.1% 2.9%

Middle East 55.1% 17.3% 30.8% 16.3% 13.6% 10% 13.2% 10.1% 6.8% 13.4% 8.2% 4.2% 3.8% 5.3% 4.4% 2.2% 5.2%
Latin America 48.7% 16.5% 33.4% 18.5% 21.2% 18.1% 5.1% 5.2% 5.9% 4.2%

4%

8%

5.3% 6.6% 6.2% 3.2%

Africa 57.1% 25.7% 35.7% 16.9% 29.5% 16.9% 22.3% 17.6% 11.6% 3.8% 7.2%
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Europe 16.5% 35.5% 11.8% 16.4% 6.6% 9.5% 5.9% 3.2% 3.1% 6.6% 2.7% 4.4% 12.9% 3%
Asia 44.6% 24.8% 30.2% 18% 11.7% 8.2% 14.2% 8.9%

3%
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FIGURE 16. TOP 20 BOTNETS BY PREVALENCE ACROSS REGIONS. COLOR SPECTRUM RELATIVE TO EACH REGION.
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There is currently much ado in the infosec industry about
WannaCry, a massive ransomware attack that rapidly spread
across the world causing a great deal of panic until someone
flipped the kill switch. Keep in mind that WannaCry hit in May of
2017, and this report covers January through March. If that makes
you wanna cry, you can read our ongoing WannaCry research
anytime on our blog.

All told, just under 10% of organizations in our
botnet dataset detected activity associated
with ransomware at some point over the
quarter. On any given day, an average of
1.2% dealt with ransomware botnets running
somewhere in their environment.

To sate our curiosity, we checked our Q1 collections to see if there
was evidence of any welling up before the WannaCry tears began
to flow. The associated IPS signatures DoublePulsar.Backdoor

scant activity during Q1. Not terribly surprising and no cause for

(released February 27) and MS.SMB.Server.SMB1.Trans2.

despair—there’s still plenty we can learn about ransomware from

Secondary.Handling.Code.Execution (released March 14) showed

what is there.

Prevalence

Volume

1.6%

400k

300k

1.2%

200k
0.8%
100k

Jan

Feb

Mar

Apr

Jan

Feb

Mar

Apr

FIGURE 17. DAILY PREVALENCE AND VOLUME OF RANSOMWARE BOTNETS IN Q1.

All told, just under 10% of organizations in our botnet dataset

If your eyes sense similar activity patterns between prevalence and

detected activity associated with ransomware at some point over

volume in Figure 17, they’re guiding you well. As the average traffic

the quarter. On any given day, an average of 1.2% dealt with

volume of various ransomware botnets increases, the average

ransomware botnets running somewhere in their environment (see

number of firms impacted by them appears to rise as well. That may

the blue trendline in Figure 17). The peak days of activity (spikes in

seem intuitive, but validating our assumptions with data is always a

Figure 17) rhythmically fall on weekends, perhaps with the hope of

good thing. Plus, the more we understand about how ransomware

slipping traffic past lighter weekend security operations staff.

works and spreads in the Cyber Crime-as-a-Service era, the better
we can avoid grief caused by the next WannaCry.
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EXPLORATORY ANALYSIS: INDUSTRY THREAT PROFILES

Earlier in this report, we presented the concept of
infrastructure profiles and showed how they compared across
industries. We want to explore a similar notion here, but instead
profile organizations and industries based on their shared threat
characteristics. The main questions we’re trying to answer are
“do organizational threat profiles cluster according to industry
and, if so, which ones are similar?”

There are several valid options for creating threat profiles using
the data available to FortiGuard Labs. We’ve chosen to take the
top 30 threats within the exploit, malware, and botnet datasets to
create a common set of 90 data points that form the basis for an
organization’s threat profile. The clustering algorithm compares
these 90 markers between organizations and calculates a measure
of how similar they are to each other. Figure 18 plots these

organizations (each represented by a dot) on a two-dimensional
plane with the distances between them corresponding to the
degree of similarity. Organizations near each other exhibit similar
rates for each of the 90 threats in scope for this analysis—i.e., they
have similar threat profiles. Farther apart means the opposite. We
also color-coded firms according to industry.
Don’t worry about which organizations/colors go with which
industries at this point. Let’s simply digest what the figure conveys
about threat profiles. The primary observation is that we do NOT
see a series of distinct unicolor clusters. Instead, we see one large,
dense mass of organizations, another loose grouping to the upper
right, and the rest scattered around with no apparent pattern. A
straightforward interpretation of these results is that organizational
threat profiles do not cluster strongly according to industry. To the
extent that there is clustering at all, something(s) besides industry
seems to be forming them.

FIGURE 18. CLUSTER ANALYSIS OF ORGANIZATIONAL THREAT PROFILES. COLOR-CODED BY INDUSTRY.
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Now let’s consider a few possible interpretations of Figure 18. One
is that threats are random and have nothing to do with industry
designation. That would seem overly simplistic and not in line with
what we see in Figure 19 (more on this in a moment). Another
option is that industry is interrelated with other demographic
factors such that its independent contribution to a firm’s threat
profile cannot be readily isolated. It’s also possible that our method
of creating profiles suppresses the expression of distinctiveness;
perhaps using fewer threats or selecting a mix other than the top
30 from each dataset would achieve different outcomes. This
being an exploratory section, we unfortunately can’t conduct a
thorough sensitivity analysis. Stay tuned for future reports, though.
Before cancelling your industry-focused threat intelligence service
or letting your ISAC membership lapse, please take a look at
Figure 19. It’s a corollary of Figure 4, except it’s based on threat
profiles instead of infrastructure profiles. Dots are industries, size
is based on the number of firms in that industry, and nearness of
industries equates to similarity of threat profiles.
There are many things we could discuss about this figure and it
may well bring up more questions than it answers (e.g., why are

Nonprofit

Manufacturing and Banking right on top of each other?)—but
we’re exploring rather than mapping here, remember ;-). On the
surface, it seems to conflict with Figure 18 because threat profiles
clearly show some divergence among industries. But what we
see here is more a different side of the story than a different story
altogether. Figure 19 picks up some statistical subtleties that
basically get lost in the wash in the scope of Figure 18.
The thing that really caught our attention about Figure 19 is
how it compares to Figure 4. Many of the same industries fall
within the nexus of the “mega-cluster” in each of those charts.
More interesting is the fact that they also share many of the
same outliers (e.g., Education, Telco/Carrier, MSSP). We don’t
have sufficient space to explore where this falls on the spectrum
of spurious correlation to direct causation, but we find the
results compelling either way. Could it be that an organization’s
infrastructure usage has a stronger relationship to its threat profile
than its industry? A fascinating and important question to be
sure—but one that we cannot do justice to in this report. In the
meantime, we hope you’ll agree that it deserves a spot in the
“that’s worth some additional research” bucket.

MSSP

Legal

Aerospace & Defense

Energy & Utilities

Healthcare

Education

Technology

Manufacturing
Banking/Finance/Insurance
Consulting
Construction

Transportation and Logistics

Media/Communications

Retail/Hospitality

Environmental

Government
Agriculture
Automotive
Telco/Carrier

FIGURE 19. CLUSTER ANALYSIS OF INDUSTRY THREAT PROFILES.
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We appreciate you taking the time to review the Q1 2017 threat landscape with us. Hopefully, you have a better feel
for its contours and hazards and came away with some helpful ideas to lead your organization in the right direction.
As we mentioned in the beginning of this report—the challenge facing cyber security leaders and professionals
certainly isn’t lessening year over year. While time might not be on your side, all of us here at FortiGuard Labs stand
ready to assist in any way we can. We’ll start with some thoughts and recommendations based on the findings in
this report.

01

Determine whether encrypted network traffic might be hampering your
ability to detect lurking threats. Many defensive tools have poor visibility
into encrypted communications, and this may represent a blind spot in your
environment.

02

We presented views into threats that span the kill chain from pre-attack
reconnaissance (exploits) to weaponization (malware) to post-compromise
command and control (botnets). It is a reminder that defenses should be
spread along that chain as well. We recommend reviewing your current
security posture to assess capabilities at each phase.

03

While targeted attacks often grab the headlines, this report reminds us
that the bulk of threats faced by most organizations are opportunistic in
nature. Minimizing the externally visible and accessible attack surface will
effectively remove you from the attackers’ radar as a target of opportunity.

04

In addition to reducing unwanted accessibility, it is imperative to minimize
exposed vulnerabilities as well. That has long been standard practice, but
sometimes routine and complexity combine to breed overlooked systems
that fall out of the patch cycle. Automated attack tools are unfortunately
adept at uncovering such oversights.
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05

The days of AV software being the lone or primary layer of defense
against malware are gone. As our findings suggest, the variety, volume,
and velocity of modern malware will simply overwhelm legacy AV. Build
advanced malware defenses into (what’s left of) the perimeter, throughout
the network, and across endpoints that can detect both known and
unknown threats.

06

Protecting against mobile malware is particularly challenging because
devices are not shielded on the internal network, frequently joining public
networks, and often are not under corporate ownership or control. Mobile
security strategies must acknowledge these conditions and yet still thwart
malware through mobile application controls and malware protections
integrated into the network.

07

We learned that ransomware affected 10% of firms over the quarter and it’s
reported by a little over 1% on any given day. Furthermore, this is true of all
industries and regions to some degree. This is a complex threat that won’t
go away with simplistic approaches. See our ten-step program for ways
to protect your organization against ransomware. Protections specific to
WannaCry can be found here.

08

Our findings pertaining to botnets serve as a reminder that monitoring
what’s going out of your network is just as important as what’s coming in
(likely more so). Protecting all hosts and users from all inbound threats is
an impossible task, but severing C2 communications at key chokepoints in
your network through a combination of smart tools and good intel is much
more achievable.

09

If threat actors do manage to establish a beachhead, they will next
begin a land-grabbing phase into other parts of the network. An internal
segmentation firewall strategy can help contain threats and minimize this
lateral movement.
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