Securing Operational Technology
Against Cyberattacks
Protect critical infrastructure with NTT and Fortinet
Increasing Number of Cyber Threats Require Immediate Action

The increase in cybercrime is hard to ignore, and the number of recent attacks on critical infrastructure
like fuel pipelines and water systems is alarming. The convergence of operational technology (OT) and
information technology (IT) networks has exposed critical operational assets to an expanding attack
surface with advanced threats.

OT Networks Attract Cyberattacks
Critical infrastructure systems that protect public safety
and quality of life require 100% uptime. The nature of these
systems also makes them attractive targets for bad actors
who recognize the potential for disruption because of
inadequately secured OT systems. Attacks that specifically
target OT networks and components are becoming more
sophisticated and destructive.
As more OT systems interact with IT systems, and therefore
the internet, this IT/OT network convergence increases the
level of risk. Although IT solutions can add unique value
when integrated with OT operations, the main issue with
IT/OT network convergence is that when OT controls for
physical equipment are connected to broader IT computer

networks and the internet, malware and cyberattacks can
penetrate industrial organizations in new ways. The loss of
the “air gap” between IT and OT expands the attack surface
and increases the number of breaches.
Industrial control systems (ICS) are a main component of
OT, and according to IBM, ICS vulnerabilities reached a new
high of 468 in 2020, up from only 315 a year earlier.1 An ICS
includes different types of devices, systems, controls, and
networks that manage a variety of industrial processes. The
most common are supervisory control and data acquisition
(SCADA) systems that capture, monitor and control realtime data. SCADA systems use IP networks to transmit data
upstream for retention and analysis, which leave the entire
system vulnerable to cyber threats.

Challenges of securing OT
The difficulties in security OT systems include:
Rising ransomware attacks
Ransomware accounted for
33% of attacks against OT
in 20201
Out-of-date tools
OT environments rely
on legacy devices
and servers that are
harder to update and
protect

Exploding ICS vulnerabilities
ICS related attacks in 2020
were up 49% from the prior
year1
Expanding surface of attack
Introducing 5G to factory floors
expands the attack surface.
Organizations are allowing other
technologies to connect to their
networks, which adds a new potential
attack vector and source of malware.

Insider threats
Insider incidents made up
13% of all OT-related incidents
in 2020, with 60% involving
malicious insiders1
Lack of security
expertise
Companies do not have
the cybersecurity talent
or skills to defend their
organizations.

Industries Considered Critical Infrastructure

Oil and Gas

Manufacturing

The oil and gas sectors provide fuel
from remote and distributed locations
that are scattered across the globe.
The energy sector ranked third in the
top attacked industries in 2020, up
from ninth in 2019. NTT and Fortinet
provide OT security solutions that
use the Fortinet Security Fabric,
FortiGate next-generation firewalls
(NGFW), FortiWeb web application
firewall (WAF), FortiNAC, FortiSIEM,
and FortiEDR to deliver OT security
across the entire environment from
production to distribution.

Power and Utilities

The manufacturing sector ranked
second in top attacked industries
in 2020, up from eighth in 2019.
Attacks in this sector doubled from
a year earlier to 17.7% of attacks
with ransomware making up 21%.1
NTT and Fortinet deploy FortiGate
NGFWs to provide visibility into
manufacturing networks with the help
of FortiManager’s single-pane-of-glass
and comprehensive reporting tool.

Power and utility OT networks are
distributed environments with millions
of meters, sensors, monitoring
centers and production facilities. The
expansive nature of the networks
and the use of unmanaged devices
make it easier for bad actors to exploit
outdated, hard-to-upgrade and less
protected systems. NTT and Fortinet
secure power generation, transmission
and distribution using the Fortinet
Security Fabric, FortiGate NGFW,
FortiAnalyzer, and FortiNAC. OT teams
can use these solutions to secure their
environment and gain better visibility
with centralized management.

Fortinet and NTT Have You Covered
Securing OT systems requires holistic integrated physical and cyber protection. NTT and Fortinet offer the elements
enterprises need to secure converged IT/OT networks. Together, they are helping organizations like yours protect critical
infrastructure that keep the public safe.
Couple this with NTT’s proven experience with advanced threat intelligence, which provides better visibility into threats
and vulnerabilities across your IT and OT infrastructure.
Use case:

Protecting
auto OT
networks at a
global scale

A leading global car manufacturer sought to implement OT machine-level security to protect
more than 50 locations. NTT’s global reach, OT expertise, broad capabilities in networking and
security helped the customer gain trust in the NTT and Fortinet solution. The solution included
FortiGate, FortiManager, FortiAnalyzer and FortiNAC. The success of the pilot led to future
global deployments.

Use case:

Keeping water
safe with
secure OT

A municipal water and wastewater systems operator in the United States had difficulty
balancing limited resources against their OT security needs. They needed to keep critical
water sites operational and reduce operational cyber risks while meeting corporate guidelines.
The company had not yet implemented an OT cybersecurity roadmap to address cybersecurity
requirements or focused their IT budgets on high-impact OT assets.
• The NTT Security Consulting team helped the customer
build a comprehensive OT cybersecurity roadmap.
• NTT worked collaboratively with Fortinet to provide
a complete solution to address all of the OT security
requirements, including establishing perimeter protection
and systems baselines.

• The Fortinet-NTT solution proactively limited OT network
risks through dynamic network segmentation and
enforced security policies across all OT devices.
• The solutions also analyzed traffic for ongoing threats
and vulnerabilities.

NTT and Fortinet IT/OT Security Expertise

NTT and Fortinet partner to provide a wide range of expertise to help organizations protect their IT
and OT networks and operations:

Consultation on emerging threats
and security best practices to enable
your business goals with industryspecific knowledge of OT networks.

Designing and implementing the
right solutions globally by aligning
controls that best suit your
environment.

Implementation of the Fortinet Security
Fabric, which is an integrated security
platform that delivers visibility, control,
and real-time traffic analysis.

Global managed services to help
overcome resource gaps and
implement and manage security
technologies.

The NTT and Fortinet partnership helps organizations assess, design, plan, implement and manage
their converged IT/OT networks and protect them from threats.

Next steps

For additional information on cybersecurity solutions, visit NTT Security and explore how you can
protect the digital and physical assets in your converged IT/OT systems.
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