Ransomware
Risks and
Cyber Threat
Recommendations
Predictions
for 2022
Another Banner Year for Cyber Crime

“Threat actors continue to pound away at
organizations with a variety of new and previously
Advanced
Persistent
seen ransomware
strains, often
leaving a trail of
1
destruction in their
wake.”
The U.S. Treasury says
Cyber Crime
ransomware payouts in 2021 could top the entire
past decade. Understand today’s risks and take
action based on FortiGuard recommendations.

Risks and Damages

Cyber criminals will invest time
and strategy in reconnaissance,
weaponization of zero-days in
APT-like fashion.

Crime-as-a-Service offerings
will expand.

20K

CVEs will break
for the first time.

1100% Increase

$5.2 Billion

The rise of incidents
in 20212

The ransom payouts
tied to the top 10
hacker groups in
20213

150,000
Detections

The number of
individual ransomware
detections
per week4

New Year Will Bring
New Targets

Digital crypto wallets and credentials
will be of
targeted for robbery. 38%
62%

Quantum computers will be
hijacked to break
encryption.
36%
of

of
Organizations

Organizations

Concerned about
losing data due to
ransomware5

Worry about
productivity loss6

OT will be directly targeted as
attack kits become commoditized
and widespread.

Organizations

Concerned about
interruption of
operations7

Esports will attract a new
variety of threats.

9 MONTHS

The time it could take to recover
from a ransomware attack8
Linux/Linux subsystem in
Windows will be targeted.

Not to mention the negative financial
impacts and reputational damage that
ransomware can cause.

Satellite Networks
Under
Fire
The overall frequency of ransomware detections
might be leveling off, but the sophistication,
aggressiveness, and impact of this threat
continues relentlessly.9

Actions and Recommendations

Satellites and base stations will
be targeted attack vectors.

New PoC exploits will target
satellite networks.

By 2024, organizations adopting a cybersecurity
mesh architecture to integrate security tools
to work as a collaborative ecosystem will reduce
the financial impact of individual security
incidents
by an
average
of 90%.10
Organizations
relying
on satellite-based
connectivity = the biggest targets.

Top cybersecurity leaders
Artificial Intelligence Will
recommend these 4 critical
Be Weaponized
strategies to address ransomware:11
1 Defend:

Starting with access identity management, including MFA, know
who and what is on your network. Compartmentalize access
AI will
further
weaponizedto slow and Deepfakes
will enhance
andbeuse
segmentation
isolate malware.
And social
basic IT
to thwart security defenses.
engineering attacks.
hygiene, such as patching, needs to be prioritized.

2 Triage:

Slow the attack, slow the attacker. Limit privilege access to
buy critical time, segment the network, and maintain good
cyber hygiene. Edge Access Trojans will surface
that subvert smart edge devices.

3 Recovery:
Prevention
tactics should
be included in recovery plans,
No Rest
foralso
Ransomware
such as quickly pivoting to the cloud to ensure business
continuity and creating a “clean room” that replicates
infrastructure to ensure faster recovery times.

4 Effective strategies start from
Ransomware
will become
more
Ransomware with DDoS will
the
top
down:
destructive with wiper malware.
force victims to act faster.

Company executives, legal, corporate communications, and
HR all need to be involved in planning and executing a crisismanagement strategy.
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Review our ransomware
protection checklist to assess
your own readiness.
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