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Introduction

Consumers expect high-quality application experiences on every device. Fueled by innovative, modern development 
practices, achieving this has never been easier for businesses of all sizes. These practices are allowing developers 
to build exceptional web applications at breakneck speed.

At the same time, unsecured web applications represent an easy point of entry for attackers, and thus, they have 
become the number one source for security breaches.1 It is critical for businesses to take a comprehensive approach 
to keeping web applications secure and in compliance with regulatory standards. However, they must do so without 
diverting critical resources away from building and delivering high-quality applications. 

This eBook will provide guidance to help you meet this initiative, by explaining today’s threat landscape, then 
prescribing a solution to help you protect web applications against modern threats.
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Threat Landscape

As an AWS customer, you are responsible for securing your web-based applications and data on the cloud 
(per the AWS Shared Responsibility Model). This is no different than you would in your own data center. With 
application-layer attacks and regulatory pressures becoming more prevalent every day, diligence is key to 
protecting your web applications and complying with regulatory requirements.

To keep up with the volume and variety of potential vulnerabilities, without being overburdened with managing 
security controls, it is imperative to establish efficient security processes across your application environments. 
The first step in doing so is understanding what threats exist in today’s landscape.

of all websites  
have at least  
one severe  

vulnerability2

60% $4.24M86% 287
estimated total  
average cost of  
a data breach4

of breaches  
are financially 

motivated3

days on average to 
identify a breach5

https://aws.amazon.com/compliance/shared-responsibility-model/
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Common Web Application Threats

Injection Attack
An attack in which bad actors supply 
untrusted inputs to a web application, 
which get processed by the app as part 
of a command, altering the course of that 
program’s execution.

Examples
SQL Injection. An injection typically used 
to attack data-driven applications, in which 
malicious SQL queries are inserted into a 
web application entry field to manipulate 
databases into revealing sensitive 
information.

Cross-Site Scripting (XSS). A type of 
injection in which attackers use web 
applications to send malicious code (typically 
in the form of browser side scripts) to 
different end-users. This malicious code 
can be used anywhere that a user’s input 
is leveraged to generate output without 
validating or encoding it.

Inclusion Attacks
Attacks designed to manipulate web 
applications to include malicious files within 
your programs, often by taking advantage 
of a web application’s ability to dynamically 
include files or scripts. Consequences of a 
successful attack are usually information 
disclosure or remote code execution.

Examples
Remote File Inclusion (RFI). Attacks against 
web applications that dynamically accept 
external files or scripts where the attacker 
inserts a malicious remote file.

Local File Inclusion (LFI). Attacks where 
malicious parties trick a web application 
into including files on the web server by 
exploiting its functionality to dynamically 
include local files or scripts.

Malicious Bots
While they may be utilized to perform 
repetitive jobs, such as indexing a search 
engine, they often come in the form 
of malware. These bots are used to 
continuously search for weaknesses in web-
based applications for hackers to exploit.

Examples
Spiders seeking vulnerabilities. Malicious 
data mining tools designed to scan your 
website for areas of weakness, informing 
attackers on where they can exploit your web 
applications.

Content scrapers. Websites that run scripts 
to steal original content for their own usage, 
without your permission. Most of the time, 
this is executed by automated software that 
rips content from your RSS feed and posts it 
to their site.
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OWASP Top 10

OWASP, or Open Web Application Security Project, 
is a worldwide not-for-profit charitable organization 
focused on improving the security of software. 
OWASP regularly publishes articles on the most 
common application security threats, as well as 
suggestions on how to fix them.

OWASP Top 10 is an awareness document for web 
application security developed by security experts 
from around the world. Knowledge of the OWASP 
Top 10 can help you better protect your applications. 
Moreover, it is the cornerstone of numerous industry 
and regulatory standards, such as the Payment  
Card Industry Data Security Standard (PCI DSS), 
which is required for any application handling  
credit card transactions.

Web Application Firewalls (WAFs)

WAFs are the de facto standard for securing 
business-critical web applications, especially 
regulated applications (PCI, HIPAA, etc.) and 
applications that transact with personally identifiable 
information (PII). At their core, WAFs apply rulesets 

to HTTP conversations. They are designed to protect 
your applications from common attacks, such as 
cross-site scripting and SQL injection, and other 
threats outlined in the OWASP Top 10.

Simplifying and Enhancing the Security of 
Your Web Applications

AWS WAF

AWS Web Application Firewall (WAF) is an easy-
to-deploy solution that meets the basic needs of 
many organizations out of the box. To simplify the 
management of your web application security, it 
provides a full-featured application programming 
interface (API) that you can use to automate the 
creation, deployment, and maintenance of web 
security rules. With these rules, you can control your 
application traffic flow and create rules tailored to 
your unique needs.

You can further simplify the management by 
leveraging AWS WAF Partner Rules. This solution 
allows you to offload the creation of security rules to 
third-party specialists and makes it easier for you to 
focus on building and delivering web applications.
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WAF (Cont.)

Fortinet Managed WAF Rules on AWS

Fortinet Managed WAF Rules packages enable you to quickly and easily establish more robust security controls 
on top of your AWS WAF, without having to manage infrastructure. Rules will be automatically updated as new 
vulnerabilities and bad actors emerge, so your security policies are up to date, and you can spend your time 
building applications, rather than maintaining your WAF.

There are multiple options to choose from, starting with our entry-level SQL injection and cross-site scripting rules 
to the Complete OWASP Top 10 package.

Fortinet FortiWeb WAF
For Complete OWASP Top 10 protection and other more advanced functionality  

that is not available with AWS WAF, check out FortiWeb. It includes robust API protection,  
bot mitigation, and advanced analytics. Get your 14-day free trial of FortiWeb Cloud through  

AWS Marketplace. Learn more at aws.fortiweb-cloud.com.

http://aws.fortiweb-cloud.com
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Fortinet Managed WAF Rules on AWS Options

Complete OWASP Top 10 Rule Group

This rule group serves as a comprehensive package for all Fortinet Managed Rules for the AWS WAF (SQLi/
XSS, General and Known Exploits, and Malicious Bots rulesets) to help protect against the OWASP Top 10 web 
application threats.

SQLi/XSS Rule Group

The SQLi/XSS ruleset provides protections against SQL Injection and Cross-Site Scripting, two of the primary 
application threats identified in the OWASP Top 10.

General and Known Exploits Rule Group

This ruleset detects some of the most common and advanced threats highlighted in the OWASP Top 10, including 
numerous Injection attacks, Remote File Inclusion (RFI), Local File Inclusion (LFI), HTTP Response Splitting, 
Database Disclosure Vulnerabilities, and other Common Vulnerabilities and Exposures (CVEs).

Malicious Bots Rule Group

The malicious bots rule group analyzes, requests, and blocks content scrapers, spiders, and other unwanted 
automated clients identified by OWASP as bots that pose risk to your web applications.

API Gateway Rule Group

This rule group provides the same protection as the Complete OWASP Top 10 Rule Group, however, it is tailored to 
secure AWS API gateways.

https://aws.amazon.com/marketplace/pp/B0779D3JYV/ref=_ptnr_WAFRules_EBTop10_q12019nam
https://aws.amazon.com/marketplace/pp/B0779DR4DV/ref=_ptnr_WAFRules_EBSQLI-XSS_q12019nam
https://aws.amazon.com/marketplace/pp/B07797R61R/ref=_ptnr_WAFRules_EBGen_q12019nam
https://aws.amazon.com/marketplace/pp/B0779CDNCH/ref=_ptnr_WAFRules_EBMal_q12019nam
https://aws.amazon.com/marketplace/pp/B07KCNVW68/ref=_ptnr_WAFRules_EBAPI_q12019nam
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Benefits of Fortinet Managed Rules for AWS WAF

Simplified Deployment 
and Management

Getting started only takes a few 
clicks on AWS Marketplace. Once 
subscribed to a ruleset, you 
simply configure it through the 
AWS WAF console. From there, 
you can view traffic logs and take 
action accordingly.

Fortinet Partner Rulesets

Fortinet partner rulesets provide you with simplified deployment and virtually no WAF management. All you need 
is AWS WAF and a Fortinet ruleset to get started, and Fortinet handles all your WAF protections.

Advanced Security Protections

Fortinet supplements your existing 
AWS WAF, maintaining your basic 
application security needs, and 
adding advanced functionality 
to protect against more complex 
threats—helping you protect 
against the OWASP Top 10.

Always Up to Date

Fortinet’s award-winning 
FortiGuard Labs is the backbone 
for the Fortinet rule group 
signatures. As long as you 
are subscribed, updates are 
automatically administered to 
your rule groups, so you always 
have the Fortinet Managed Rule 
protections.

https://aws.amazon.com/marketplace/pp/B0779D3JYV/ref=_ptnr_WAFRules_EBTop10_q12019nam
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Getting Started in 4 Easy Steps

Here’s how to deploy Fortinet Managed Rules for AWS WAF from AWS Marketplace:

1.  Name the web ACL: Choose a name for the web access control list (web ACL), specify the region you’d like it to 
reside in, and the AWS resource to deploy on.

2. Create conditions: Select one of Fortinet’s predefined AWS WAF conditions to protect your web applications.

3. Create rules: Establish the rules in your environment by adding them to your web ACL.

4. Review and create: Finalize your deployment.

Test drive Fortinet Managed Rules for AWS WAF, Complete OWASP Top 10.

Get Started Today

https://aws.amazon.com/marketplace/pp/B0779D3JYV/ref=_ptnr_WAFRules_EBTop10_q12019nam
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