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Fortinet Managed IPS Rules for
AWS Network Firewall

Leverage the power of AWS Network Firewall with Fortinet 
Managed IPS Rules for AWS Network Firewall based on the latest 
threat information from FortiGuard Labs.  FortiGuard Labs is one of 
the industry’s largest threat intelligence and research organizations. 
Its global team of threat hunters, researchers, analysts, engineers, 
and data scientists use advanced artificial intelligence tools to 
ingest over 200 different information feeds and over 100 billion 
security events every day to generate the actionable intelligence 
you need to face an ever-evolving threat landscape.
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Available in:

Cloud

Highlights

Filter malicious traffic at the perimeter of your VPC with Fortinet 
Managed IPS rules powered by FortiGuard Labs

AWS Network Firewall

Fortinet Managed IPS Rules
for AWS Network Firewall

Deploy automatically updated IPS rule sets
for AWS Network Firewalls to protect your
VPCs. FortiGuard Labs offers rule sets tuned
for common deployment scenarios.

Powered by
FortiGuard Labs
Global Threat Research and Response

	n Essential network security 
controls for AWS Network 
Firewall

	n Based on threat intelligence from 
FortiGuard Labs 

	n Updated automatically
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HIGHLIGHTS

ORDER INFORMATION

Fortinet Managed IPS Rules for AWS Network Firewall  provides multiple rule set options to address common use cases, such as:

Client Vulnerabilities
Ruleset for detecting attempts to exploit vulnerabilities in 
common client applications, including desktop software.

Malware Detection
Ruleset for detecting communication attempts from malware 
backdoors, worms, and remote access trojans (RATs), 
including command and control traffic.

Server and Operating System 
Vulnerabilities
Ruleset for detecting vulnerabilities targeting operating 
systems and common server applications, including DNS, 
email, and remote access.

Web Client Vulnerabilities
Ruleset for detecting exploits targeting vulnerabilities in web 
browsers, including Chrome, Firefox, Internet Explorer, and 
Edge.

Web Application Vulnerabilities
Ruleset for detecting exploits targeting vulnerabilities 
in common web applications, including popular content 
management system platforms such as WordPress and 
Joomla.

Web Server Vulnerabilities  
Ruleset for detecting exploits targeting web server 
vulnerabilities, including web servers, such as Apache, and 
proxy web servers, such as Squid.
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Global Threat Research and Response
Fortinet’s award-winning FortiGuard Labs is the backbone 
for the Fortinet rule group signatures. As long as you are 
an active rule group subscriber, you automatically have the 
latest protections and updates without having to do anything 
further.

For a limited time, customers can use Fortinet Managed IPS 
Rules for AWS Network Firewall at no additional cost. See 
https://www.fortinet.com/offers/ips-rules-trial for details. 
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