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“With Fortinet, we achieved the 
visibility, availability, control, 
and security impacts we were 
looking for. Today, we have 
an excellent, fully functional 
platform implemented.”

Fernando José da Silva
IT Coordinator
Zilor

Established in 1946, Zilor Energy and Food is a Brazilian multinational company 
with a 76-year history that diversifies its portfolio into two divisions: Agribusiness, 
which operates in the cultivation and processing of sugar cane, for the production 
of sugar, ethanol, and clean and renewable electric energy; and Natural 
Ingredients, which operates through the Biorigin business unit, specializing in 
biotechnological processes for the production of natural ingredients for human 
food and animal nutrition. Zilor is the largest shareholder of Copersucar, Brazil’s 
largest sugar and ethanol company and one of the world’s leading exporters of 
these products. 

Today, Zilor has two main offices and three agro-industrial facilities in São Paulo, 
Brazil, with about 3,500 employees. Biorigin has three plants in Brazil, an industrial 
unit in the United States, a research and development center in Brazil, and an 
office and distribution center in Belgium, which enables the distribution of natural 
ingredients to more than 60 countries, making its presence possible in all continents.

In 2020, the company determined its need for an integrated information-
protection plan. Failed experiences in the past, which involved tools that were 
ineffective and complex, motivated Zilor to look for simple and optimized 
alternatives to address today’s threat landscape.

Supported by Fortinet’s technology partner Safetyware, Zilor analyzed several options 
in the market and chose the Fortinet Security Fabric to implement a converged 
network and security infrastructure for its worldwide operations. “Fortinet is cost-
effective and offers us a comprehensive strategy that integrates multiple tools from a 
single vendor,” says Fernando José da Silva, IT Coordinator at Zilor.

Converged Security and Network Infrastructure
The initial deployment of the Fortinet Security Fabric took place at Zilor’s São 
Paulo office. Then the deployment was carried out in the primary data center in 
Lençóis Paulista, hosting most of the company’s information, core applications, 
and outgoing internet links. Later, Zilor added all the offices and production units 
to its network, including those in the United States and Belgium.

The Fortinet implementation included a FortiGate Next-Generation Firewall 
(NGFW) at each site to protect all inbound and outbound information traffic. Thus, 
the company achieved a consolidated infrastructure for all its locations, which 
now operates in a consistent environment. Before Fortinet, Zilor had only one 
firewall for all its sites, preventing the company from knowing what was happening 
on its networks or understanding the behaviors of users connecting remotely or 
in the offices. By integrating the sites with NGFWs, Zilor’s IT team has gone from 
almost zero control to complete visibility of the security and data flowing through 
the network.
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Business Impact

	n Convergence of network and 
security infrastructure on a 
single platform

	n Complete network visibility from 
a single location

	n Centralized management serving 
multiple sites around the world
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Business Impact (cont.)

	n High network availability with the 
Fortinet Secure SD-WAN solution

	n Lower investment when 
integrating new solutions into the 
unified platform

Products and Solutions
	n FortiGate Next-Generation 
Firewall

	n Fortinet Secure SD-WAN

	n FortiSwitch

	n FortiAP

	n FortiManager

	n FortiNAC

	n FortiAnalyzer

	n FortiClient

	n FortiAuthenticator 

“Fortinet’s platform is 
very intuitive. With the 
information collected, we 
can understand how to 
optimize network resources 
and avoid security incidents.”

Fernando José da Silva 
IT Coordinator 
Zilor

The deployment was enhanced by the security capabilities for Ethernet connections 
provided by the FortiSwitch solution. Also, Zilor needed to upgrade its wireless 
connection at facilities. Before, employees working from there had daily issues 
accessing business applications and doing online activities. Integrating a secure Wi-Fi 
network through FortiAP access point devices allowed the company to integrate the 
wireless local-area network (WLAN) into the entire Fortinet infrastructure, providing 
stable and secure connectivity.

With these improvements, Zilor realized it needed a tool for a unified administration 
of the entire network. The company added FortiManager, which has provided 
centralized management of the Fortinet Security Fabric and resulted in complete 
visibility and protection against security threats. Network management is critical 
for Zilor, particularly as it has production centers in rural areas of Brazil as well as 
overseas offices. 

With the unified operation of the Fortinet Security Fabric solutions, Zilor has 
complete infrastructure administration and can take instant action to implement 
rules and policies, optimize processes, and manage users, all from a single 
point. “Fortinet’s platform is very intuitive. With the information collected, we can 
understand how to optimize network resources and avoid security incidents,” says 
da Silva.

Zilor also uses the FortiNAC solution to better control all the devices and users that 
access the network and the FortiAnalyzer solution to optimize reporting, visibility, 
control, and automated response for everything that connects to the network.

FortiClient and FortiAuthenticator provide security to all users, regardless of 
where they connect to the network, which was very useful for the company as 
remote work increased during the COVID-19 pandemic. Today, no matter where 
they work, users can connect to the company’s network with the same security 
and control level, improving their performance.

Infrastructure Growing at the Company’s Pace
Zilor’s business needs have required the company to have at least two internet 
links from different providers at its sites. The backup link was almost always 
unusable and had to be manually enabled when the primary connection failed. 

By leveraging the Fortinet Secure SD-WAN solution built on the FortiGate NGFWs, 
the company has established a redundant network that offers high availability in 
case of any eventuality with the internet links. If one of the two fails, the other is 
instantly activated and acts automatically to guarantee a connection backup.

For Zilor, integrating all network and security solutions into the Fortinet Security 
Fabric platform represents cost savings and ease of infrastructure growth. 

“We previously needed multiple vendors for every requirement. With Fortinet, 
we have all the solutions operating in an integrated way, which is essential for 
us,” says da Silva. The Fortinet platform added significant value, considering the 
organization’s size and projected business growth.
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With such large production plants and offices in other countries, it was necessary to have staff with extensive knowledge in 
each location to resolve issues. Each deployment took a long time. Now, the network is managed from a central point, without 
requiring experts at each site. In addition, new deployments only require connecting the device, and its integration to the 
network is fast, simple, and seamless. 

“With Fortinet, we achieved the visibility, availability, control, and security impacts we were looking for. Today, we have an 
excellent, fully functional platform implemented,” concludes da Silva.


