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Established in Abu Dhabi almost 40 years ago, Zakher Marine International (ZMI) 
is a premier provider of marine services to the offshore oil, gas, renewables, and 
marine construction industries across the Middle East. 

With a clear focus on client satisfaction, retention, and continued shrewd 
investment in vessels and infrastructure, ZMI has grown to become an 
internationally recognized leader in its field, operating over 60 offshore support 
vessels and jack-up barges.

The company prides itself on a strong commitment to environmental sustainability 
and to always providing safe and healthy working conditions for all staff and client 
personnel aboard its fleet. 

Safety and Security First
With responsibility for the hundreds of staff and client personnel who may be out 
at sea at any given time, ZMI is continually working to ensure compliance with 
the latest international and regional maritime standards, regulations, and best 
practices for Safety, Security, Health, Environment, and Quality (SSHEQ) through 
an integrated management system.

And while traditionally this work has focused mainly on the more obvious physical 
hazards of working in the sector, increasing digitalization and the growing use 
of onboard cyber-physical systems are gradually pushing cybersecurity to the 
forefront of all such maritime SSHEQ initiatives.

Indeed, since January 2021, International Maritime Organization (IMO) resolution 
MSC.428(98) now requires the presence of cybersecurity controls in all shipping 
company management systems.

The Challenge of Maximizing Operational Efficiency at Sea
In addition to safety concerns, operational efficiency now relies more than ever 
on the security and availability of a diverse range of IT systems and services. 
And while this may be true for all sectors, the maritime industry faces several 
additional challenges, some of which started to prove problematic for ZMI’s 
previous cybersecurity infrastructure.

The first challenge with provisioning IT services offshore is that all wide area 
network (WAN) connections need to rely on satellite links, which are typically 
many times slower than their terrestrial equivalents. 
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“When we analyzed our 
network traffic, we soon 
realized that the previous 
SD-WAN solution was 
not handling our limited 
bandwidth efficiently, and, 
due to its failover limitation 
provisions (based solely 
on ICMP), we were seeing 
intermittent false failovers 
leading to unnecessary and 
avoidable service dropouts. 
Even more concerning, was 
that when traffic is close 
to the firewall’s security 
processing capacity, some 
data could pass through 
unchecked, effectively 
bypassing the firewall 
altogether.”

Wadie Farah
ICT Manager
Zakher Marine International 
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Business Impact
	n Improved reliability and quality 
of service for all onboard 
applications and services 
leading to:
	l 65% reduction in total user 
support tickets
	l 40% reduction in mean time 
to respond
	l 35% reduction in average 
resolution time

	n Increased operational efficiency 
and business value through 
improved network visibility and 
control, along with automated 
threat response
	n Minimized company exposure to 
cyberthreats through enhanced 
security and reduced reliance 
on manual processes

Solutions
	n FortiGate Next-Generation 
Firewall

	n Fortinet Secure SD-WAN

	n FortiAuthenticator

	n FortiManager

	n FortiAnalyzer

“Some of our larger barges 
carry 200+ people, and we 
have to ensure a minimum 
guaranteed quality of service 
for everyone on board, even 
with very limited overall 
bandwidth. Fortinet made 
this easy to achieve, and the 
results were amazing. There 
was an immediate increase 
in client satisfaction reported 
through our feedback portal 
and a massive 65% drop in 
user support tickets.”

Wadie Farah
ICT Manager
Zakher Marine International 

To overcome such challenges, ZMI implemented a software-defined WAN (SD-
WAN) architecture in which a combination of firewall and router technology is 
deployed to create a private WAN using public internet connections. When users 
need direct access to the internet or public cloud services, the traffic is passed 
straight through. When they need access to another location on the WAN, a 
secure connection is established dynamically using the best available path.

Ideally, such solutions include sophisticated quality of service (QoS) capabilities 
and seamless failover mechanisms to ensure that traffic from key, latency-
sensitive applications such as IP telephony, which ZMI uses extensively across its 
fleet of vessels and barges, is never delayed or interrupted.

But as ZMI’s overall bandwidth requirements increased, such applications and 
services were starting to fail, leading to a rise in user support cases.

“When we analyzed our network traffic, we soon realized that the previous 
SD-WAN solution was not handling our limited bandwidth efficiently,” explains 
Wadie Farah, ICT Manager at ZMI. “And due to its failover limitation provisions 
(based solely on ICMP), we were seeing intermittent false failovers leading to 
unnecessary and avoidable service dropouts. Even more concerning was that 
when traffic is close to the firewall’s security processing capacity, some data 
could pass through unchecked, effectively bypassing the firewall altogether.”

Another problem was that critical software and security updates, which don’t 
always originate from the same IP addresses, were being routinely blocked by 
the firewall, forcing Farah and the team to download and apply them all manually, 
wasting the valuable time and resources of an already small team and further 
increasing risk from security exploits. 

On further investigation, it soon became apparent that ZMI desperately needed 
a more reliable, better-performing network security infrastructure with increased 
visibility and much more granular management and control.

High-Performance, Scalable, Secure SD-WAN
After extensive evaluation of available options, ZMI chose the Fortinet Secure 
SD-WAN solution based on FortiGate Next-Generation Firewalls (NGFWs) and 
managed through FortiManager and FortiAnalyzer.

By maintaining a sufficiently granular awareness of the real-time state of all 
network paths, Fortinet Secure SD-WAN can intelligently reroute traffic in the 
event of link failure, providing seamless failover at the interface level to minimize 
service disruption.

Its dedicated custom security processing unit (SPU) technology allows the 
FortiGate NGFW to identify thousands of different applications quickly and 
accurately, enabling fast, intelligent traffic steering; enhanced quality of service; 
and rapid application-aware security processing that never needs to be bypassed.

In addition to the FortiGate granular bandwidth control by application, as well 
as by source and destination IP address, Zakher Marine wanted to ensure that 
resources were shared fairly among users. To help achieve this and to maximize 
existing bandwidth, Farah and the team leverages the integration between 
FortiGate and FortiAuthenticator to assign users, once authenticated, to 
predefined groups in FortiGate for traffic shaping.
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“Some of our larger barges carry 200+ people, and we have to ensure a minimum guaranteed quality of service for everyone 
on board, even with very limited external bandwidth,” explains Farah. “Fortinet made this easy to achieve, and the results 
were amazing. There was an immediate increase in client satisfaction reported through our feedback portal and a massive 
65% drop in user support tickets.”

To improve visibility and simplify overall management, FortiManager was deployed at Zakher Marine’s headquarters to provide 
single-pane-of-glass visibility and control over the entire infrastructure and minimize the time taken to maintain the network.

“Since our vessels may be out at sea for months at a time, the ability to reconfigure and control devices remotely is especially 
important,” adds Farah. “Through FortiManager, we can now solve many problems directly, without having to wait for the 
vessel to return to port. And even when on-site intervention is required, for example to swap out an appliance, the new device 
can immediately pull down its configuration from a pre-saved template, saving valuable time.”

For enhanced analytics and reporting and to help ensure IMO and other regional compliance mandates, FortiAnalyzer was 
also deployed. Using threat intelligence from FortiGuard Labs to identify problems in real time and leveraging its built-in 
analytics engine to correlate that with data collected from across the network, FortiAnalyzer also gives Zakher Marine the 
power to automate responses to many potential problems.

“Not only has the Fortinet Secure SD-WAN solution solved our immediate WAN connectivity and security challenges,” 
concludes Farah, “it’s also radically transformed the level of service we’re able to provide to the business. In addition to the 
65% reduction in total support tickets, average resolution time has dropped by 35%, and the mean time to respond to new 
tickets has gone down by a staggering 40%.”

Secure Foundation for Convergence of Information and Operational Technology 
With IT services now running smoothly and the ICT group freed from their daily firefighting, Farah and the team can focus 
their attention on future projects that drive value for the business, such as examining the potential operational efficiency 
benefits of IT/OT integration.

As is common within the sector, the two environments are currently air-gapped at ZMI, but with the integrated ability 
of FortiGate to create secure network segmentation based on multiple factors, including identification of many of the 
custom application protocols used by industrial control systems, the Fortinet solution provides a secure foundation for this 
convergence once the company is ready to make that transition.


