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Unnoticed by most drivers, state tollway authorities perform essential work in 
funding the upkeep of major roads. They maintain the systems that automatically 
collect data and payments from toll road users, smooth trips for drivers, and 
lower costs for taxpayers. The challenge is keeping that data secure, as one state 
tollway agency recently experienced.

“Our systems contain information for every driver who travels on our toll roads—
credit card information, contact information, license information, vehicle make, and 
other personally identifying data,” says the tollway agency’s Director of Enterprise 
Infrastructure and Security. “This information is not limited to the residents of our 
state. We have a transponder that works here and in a neighboring state, so we 
share information with that state’s tollway agency.”

The tollway agency places a premium on its reputation and standing in the public 
eye. A successful cyberattack would be a major problem, which might cross 
state lines. Not only that, but the agency could take a serious hit to revenue if a 
ransomware attack shut down systems. “I know of another toll road agency whose 
system was taken offline for a couple of months due to a ransomware attack,” 
says an Infrastructure and Security Network Engineer on the tollway agency’s 
infrastructure and security team. “That agency was not able to collect revenue 
during that time. If that happened here, it would cost us millions of dollars.”

The engineer even sees a potential safety risk for drivers in the event of a breach. 
“This is far-fetched, but there is some risk that a hacker who got into our systems 
could create chaos with our reversible toll road, where certain lanes allow people 
to travel one direction for part of the day and the other direction at other times. In 
the worst-case scenario, an attack on that system could possibly lead to loss of 
life. That is highly unlikely, but our cybersecurity team must make sure nothing like 
that could ever happen.”

Staff Training and Technology Provide a Two-Pronged Defense
For all these reasons, the tollway agency IT team takes cybersecurity very 
seriously. It relies on an outsourced security operations center (SOC) for some 
functions, but, ultimately, the Director of Enterprise Infrastructure and Security 
and his team are responsible for the agency’s cybersecurity. This makes visibility 
into incidents crucial.

The agency’s network engineer emphasizes the importance of staff education. 
“We need everyone in our organization to be well-trained on the threats and 
risks of a cyberattack,” he says. “That is our first line of defense in limiting our 
exposure.” However, he adds, “a voluminous number of threats are coming at 
our environment on a daily basis. Even the most well-trained individuals may 
inadvertently make a mistake and click on something they should avoid.”

“Fortinet has integrated 
defense into the networking 
technologies. The fact that 
Secure SD-WAN was already 
integrated into our firewalls 
made SD-WAN a more viable 
option for us.”
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Business Impact
	n Improvement in cybersecurity 
posture the moment firewalls 
were turned on

	n Centralized visibility into 
cybersecurity events for the 
internal IT team

	n VPN connectivity streamlined the 
transition to remote work during 
the COVID-19 pandemic
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Business Impact (cont.)
	n Simplified deployment of new 
approaches to networking, such 
as SD-WAN and ZTNA

Solutions
	n FortiGate Next-Generation 
Firewall

	n FortiClient

	n FortiAnalyzer

	n FortiNAC

Services
	n FortiCare Professional Services

FortiGuard Security 
Services
	n IPS

	n URL Filtering

	n Antivirus

Thus, cybersecurity technology is the agency’s second line of defense. And, in 
2017, as the agency was moving from one office location to another, IT leaders 
determined that they needed to upgrade their cybersecurity infrastructure. They 
worked with an external consulting firm that recommended transitioning most of 
the agency’s infrastructure to Fortinet solutions.

Better Security, Better Visibility
The tollway agency rolled out FortiGate Next-Generation Firewalls (NGFWs) with 
artificial intelligence (AI)-powered FortiGuard Security Services to protect its four 
office locations and its data center. The agency deployed FortiClient for endpoint 
protection and FortiAnalyzer for post-incident analysis of any cybersecurity 
events. All operate as part of the Fortinet unified security framework.

The agency is using FortiGuard Security Services, including intrusion prevention 
system (IPS), malware detection and enforcement, and web filtering. “Our 
security posture improved the moment we turned on the firewalls,” the Director of 
Enterprise Infrastructure and Security says.

The network engineer agrees. “I look through the log files from time to time, and 
the IPS and antivirus are both functioning as they are supposed to,” he says. “The 
logs also show that the comprehensive web filtering capabilities are preventing 
employees from going to certain problematic websites. That adds an important 
layer of protection for our organization.”

Another layer of protection comes from the virtual private network (VPN) 
connectivity that the agency provides to remote employees through the 
combination of FortiClient and FortiGate NGFWs. “All agency-issued laptops—so, 
nearly 250 machines—are running FortiClient,” the director says. “That was the 
ideal solution for our endpoints. It has been particularly valuable over the past two 
years, as the pandemic has increased employees’ need to work remotely.”

Moreover, he adds, “Our legacy vendor did not offer the level of insight into cybersecurity events that Fortinet provides or the 
integration among different products. With our legacy vendor, every product worked independently without communicating 
with the rest of the infrastructure. By contrast, Fortinet solutions talk to each other. FortiGuard Security Services are delivered 
across fabric components: threat intelligence updates to anti-malware or web filtering on our NGFWs are made available to 
clients automatically. And every tollway agency client now has telemetry, so FortiClient gives us much deeper visibility than 
our legacy solution.”

The tollway agency also uses the FortiGate Next-Generation Firewalls to provide Internet Protocol security (IPsec) VPN 
tunnels into the agency’s network for certain vendors. “The firewalls are very successful at filtering out any known threats,” 
the engineer says.

“One additional advantage of our security infrastructure,” the director adds, “is Fortinet’s preventative and proactive approach 
to updates. When Fortinet comes out with a firmware update, it addresses emerging security vulnerabilities to protect our 
systems as soon as possible.”

Extending the Benefits into Azure
A year ago, the agency’s IT team saw an opportunity to improve efficiency by moving many of its core applications into the 
cloud. The director explains: “We had a Microsoft Azure tenant that we were not fully utilizing, so we reached out to some of 
our key application vendors to see whether they had cloud-ready versions of their applications. About 80% did.”

The agency undertook a large-scale migration to the cloud and was eventually able to close its data center. As they planned 
the migration, the IT group realized they needed an enterprise firewall to protect the business-critical information that would 
reside in Azure. “We decided to use a FortiGate-VM [virtual machine] to achieve the same level of protection in the cloud that 
we were used to having in our data center,” the director says.
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The Future Features NAC and Zero Trust
The tollway agency continues to expand its Fortinet footprint. After considering several options for improving network access 
control, the agency recently rolled out FortiNAC (network access control). The solution is running in audit mode, which 
enables the cybersecurity team to “account for everything that is on our network,” the engineer says. “At some point, we will 
move to an enforcement phase, and we will scrutinize everyone who tries to log on to the agency’s guest network. We are 
currently planning that process—we are very careful about any major change in the user experience.”

FortiCare Professional Services supported the rollout, which took place over several weeks. “The FortiCare Professional 
Services team was very thorough and knowledgeable,” the engineer says, “and they went the extra mile to make sure we 
had FortiNAC configured properly. The deployment was extremely educational as well. They did not just take the wheel and 
configure the solution; they explained everything they were doing.”

Now, the agency is considering FortiAP access points to provide wireless connectivity throughout its two locations. It is also 
considering zero-trust network access (ZTNA). “We are looking at using the FortiGate firewalls and FortiClient to roll out ZTNA 
under the same security and management framework,” the director says. “Our VPN is secure, but we want to know who our 
users are.”

The agency is also in the process of implementing software-defined wide-area networking (SD-WAN) through the FortiGate 
firewalls at four locations. “Fortinet has integrated defense into the networking technologies,” the director says. “The fact that 
Secure SD-WAN was already integrated into our firewalls made SD-WAN a more viable option for us as we look to improve 
application performance.”

Partnership Improves Protection for Tomorrow’s Threats
“In the field of IT, you never want to be left behind,” the engineer says. “You do not want to find yourself using outdated 
technologies. Our relationship with Fortinet helps us lean forward into whatever is coming. Our Fortinet representatives take 
every opportunity to let us know about upcoming updates in their technologies,” he adds. “Even if an improvement is months 
out, they will tell us what is on the horizon. That enables us to plan our infrastructure down the line.”

The director agrees. “We have a good rapport with our Fortinet representatives,” he says. “We do not look at them just as 
a vendor. We bounce ideas off them, and, if there is an issue, anybody on the IT team can call them directly. Fortinet is our 
primary security partner. Our applications, data, and network are more secure because we have Fortinet as a partner.”


