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RES Americas is part of RES Group, which is headquartered in the U.K. and is the 
world’s largest independent renewable energy company, supporting 9 gigawatts 
of operations assets. RES Americas was established in the U.S. in 1997, and today 
helps deliver renewable energy projects across the U.S. and Canada covering 
development, construction, and operational activities. 

Renewing the Enterprise Network
In 2018, RES Americas corporate network was coming to the end of its operational life. 
JP DiCicco joined the company around that time as IT manager for its infrastructure 
operations. “The network was not in great shape,” he recalls. “The security systems 
were particularly in need of a refresh. The legacy platform was one I had used 20 
years previously, and while the vendor had made incremental changes, the system 
had not noticeably improved in all that time.”

The opportunity for change arrived when RES Americas realized the time had come 
to migrate its on-premises data center to a co-location facility, which would require a 
new approach to networking and network security.

However, this was not the only challenge facing RES Americas. Given the nature 
of its business, the company regularly needs to build new networks to support its 
construction sites. DiCicco explains: “We add new sites at a rate of about one per 
week during the busy summer months. These sites, which are usually connected 
through 4G or fixed wireless, need to be every bit as secure as our enterprise 
network. However, given the relatively slower bandwidth at these sites, it is important 
that the security tools do not affect network performance. Additionally, we need an 
approach that can get these sites connected and operational in short order.”

Consolidating Onto the Fortinet Security Fabric
RES Americas’ parent company, RES Global, had been using Fortinet Security 
Fabric solutions in its U.K. operations for over a decade, so it was logical for 
DiCicco and his team to evaluate Fortinet’s products. The result of a benchmarking 
comparison of competing vendors was clear: Fortinet offered the best 
technologies to meet RES Americas’ needs. “Across high-performance security 
functions and cost, Fortinet was head and shoulders above the other systems we 
reviewed,” says DiCicco.

Today, RES Americas leverages a Fortinet Security Fabric solution that centers 
on the FortiGate Next-Generation Firewalls (NGFWs). The FortiGate NGFWs 
provide industry-leading enterprise security at the edge, inclusive of an intrusion 
prevention system (IPS), and next-level application control. In addition, RES 
Americas uses FortiManager for automation-driven centralized management of its 
devices, and FortiAnalyzer for logging and reporting.
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Migration Made Easy
RES Americas has benefitted from the Fortinet Security Fabric from day one. “The 
versatility of the platform is excellent,” comments DiCicco. “We put in place a 
10-gigabit connection between our headquarters and our new co-location facility. 
With Fortinet, we were able to establish an IPsec [Internet Protocol security] 
tunnel over a Layer 2 site-to-site connection and make the same network 
addresses available in both locations. That meant we could move over one server 
at a time, rather than having to lift and shift the entire data center in one go. The 
result was an amazingly effective, efficient, and low-downtime migration.”

Since then, DiCicco and his team have found the Fortinet solutions to be 
extremely easy to use and manage. As a result, they are able to spend more time 
on work that delivers value to the business. “The platform was incredibly easy to 
learn,” says DiCicco, “which made training my team that much more efficient.”

A Template Approach to Site Set-Up
Fortinet also makes the process of setting up new construction site networks 
with 4G and fixed wireless much faster, more efficient, and more effective. The 
FortiGate NGFWs enable RES Americas to deliver a “network in-a-box” to its new 
sites, leveraging a templated approach to firewall configuration to reduce the time 
needed to get the networks up-and-running. This includes the needed FortiGuard 
AI-powered Security Services and policies to safeguard each jobsite. “We know 
our ideal FortiGate configuration, so all we need to do for a new site is update our 
standard configuration text file with the new local network and public IP to load 
onto the site’s firewalls, and it is good to go.”

This approach to deploying new sites has reduced the time it takes to configure 
each new network from four hours to just 30 minutes.

Enhanced Security, Seamless Integration
The feature set that comes with Fortinet solutions has helped RES Americas 
improve its overall security posture. “The FortiGuard UTP [unified threat 
protection] Bundle that comes with the FortiGates provides us the depth of 
protection we need and makes it simple for us to deploy IPS, which we did not 
have in place previously. In addition, we can leverage FortiAnalyzer to look through 
our logs and identify suspicious traffic. Taken as a whole, Fortinet’s solutions mean 
that we are better protected today than we were in the past,” says DiCicco.

Beyond threat protection, RES Americas is seeing a significant benefit from 
the high levels of integration that come with Fortinet Security Fabric products. 
For DiCicco it is a welcome change from legacy approaches to security: “The 
received wisdom in security has long been that one should choose best-of-breed 
products and stitch them all together. Across the industry, the prevailing wisdom 
has changed as people increasingly realize that it makes more sense to have an 
integrated stack where different components work seamlessly together to create 
a proactive and automated security posture, and it is great to see this approach 
reflected in Fortinet’s Security Fabric.”

Solutions

	n FortiGate Next-Generation 
Firewall

	n FortiManager

	n FortiAnalyzer

	n FortiSwitch

FortiGuard Security Services

	n IPS

	n URL Filtering

	n DNS Filtering

	n Application Control

Professional Services

	n FortiCare Premium Support 

“The received wisdom in 
security has long been that one 
should choose best-of-breed 
products and stitch them all 
together. Across the industry, the 
prevailing wisdom has changed 
as people increasingly realize 
that it it makes more sense to 
have an integrated stack where 
different components work 
seamlessly together to create 
a proactive and automated 
security posture, and it is great 
to see this approach reflected in 
Fortinet’s Security Fabric.”

– JP DiCicco, IT Manager 
Infrastructure Operations, 
RES Americas

A Flexible Network View
RES Americas stands to benefit from further levels of integration as it migrates onto FortiSwitches, a process that is now well 
underway. Integrating its FortiGate NGFWs with FortiSwitches means that DiCicco and his team can manage a local-area 
network (LAN) from a single interface. 
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The FortiGate NGFW interface also allows information to be provided either as a traditional command-line view, or as a 
graphical interface. “At times I need the command-line view in order to make bulk changes, but it is much faster to view 
status and existing configuration through graphical interfaces. With Fortinet, I can use whichever view is best suited to my 
immediate need, as well as see my entire stack of switches,” adds DiCicco.

The integration provided by Fortinet also improves security, as DiCicco and his team can consider the network from the 
perspective of ingress and egress points for a given subnet or virtual local area network (VLAN). As a result, the company has 
more control of its network. For example, it can enable guest Wi-Fi access as a VLAN, thereby ensuring that guests cannot 
access any other part of the network. 

A Partnership for the Future
Overall, RES Americas recognizes the benefits of extending further on the Fortinet Security Fabric, such as cross-system 
log analysis, faster reaction to security events, and greater network visibility. In addition to the features and capabilities of 
the Fortinet product set, RES Americas appreciates the strength of its relationship with the Fortinet team. As a result, the 
company is considering expanding its Security Fabric footprint. “We are considering a range of solutions including FortiEDR 
and FortiClient,” says DiCicco. “And because Fortinet products come bundled with so many features, the more we move onto 
it, the more I can do away with the multiple other software clients on users’ devices, providing a far more secure, supportable, 
and performant end-user experience.”


