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Founded in 1960, Oxford Properties Group (“Oxford”) is a global real estate investor, 
asset manager, and business builder headquartered in Toronto, Canada. Oxford and 
its businesses manage over C$80 billion of assets across four continents. Oxford’s 
portfolio includes office, industrial, residential, life sciences, retail, credit, and niche 
alternatives including hotels. 

Management of Operational Technology in Property Management
Across select parts of its North American portfolio, where Oxford is both the 
owner and property manager, Oxford’s network and security team are tasked with 
orchestrating a series of technology options to connect, manage, and secure its 
customers’ operational technology (OT). Tarun Patel, Product Director at Oxford, 
comments: “We need to provide a flexible set of solutions that can cost-effectively 
support multiple go-to-market models.”

Oxford is responsible for managing networks that can support a vast array of 
technologies and vendors. In many cases, this can be a labor-intensive process 
involving on-site technicians to ensure the right controls are in place. As a part of 
this process, it was key to identify opportunities for synergy to ensure there was a 
repeatable, scalable process in place to efficiently right-size securities based on the 
risk profile of each individual site and minimize the need to impede the day-to-day 
operations on the ground. 

“We decided to create a baseline framework for all our properties,” says Patel. 
“A key pillar of this approach was to develop a network infrastructure that could 
be centrally managed to reduce operating costs and more swiftly respond to the 
growing number of external threats. This made zero-touch provisioning, access to 
comprehensive threat feeds for signature-based detection, and effective anomaly-
based threat detection and response critical.”

The Desire to Provide Cost-Effective Visibility for the OT Network
In order to ensure that Oxford’s networks could provide a secure, scalable 
infrastructure to support its partners, the OT technology team wanted to identify  
a next-generation firewall (NGFW) solution that would be able to support visibility 
for both IT and OT assets.

The OT network managed by Oxford is highly complex and needs to support a 
diverse set of technology assets, which can make it challenging to identify new 
devices that join the network. Curtis Jack, Technical Product Manager at Oxford, 
explains: “We support many different types of devices on our OT networks, such as 
HVAC [heating, ventilation, and air conditioning] systems, lighting, parking, guest 
Wi-Fi, building management systems, CCTV [closed-circuit television] security 
systems, advertising panels, and more. However, traditional IT-based auto-
discovery tools can typically only identify approximately 20% of these devices, and 
in many cases, can only provide a limited amount of metadata, such as the MAC 
[media access control] address.”
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“Our goal is to help our customers 
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enhance value. Fortinet has 
played a key part in modernizing 
our OT network infrastructure 
and security posture.”
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Business Impact
	n A unified view of the network 
boundary for more efficient and 
cost-effective management

	n Zero-touch provisioning 
and remote management of 
FortiGate NGFWs reduces the 
administrative burden

	n New levels of network 
intelligence to quickly identify 
configuration issues within 
vendors’ systems with regard  
to network access

	n Streamlined planning of new 
sites and network refreshes  
by being able to offer a 
reference architecture to  
drive decision making

Solutions
	n FortiGate Next-Generation 
Firewall

	n FortiAnalyzer

	n FortiSwitch

	n FortiAP

	n FortiManager

FortiGuard Security 
Services
	n Intrusion Prevention System (IPS)

	n Intrusion Detection System (IDS)

	n URL Filtering

	n Application Control

Integrating OT with the Fortinet Security Fabric
For the requirements needed for the solution, Patel comments: “Key evaluation criteria 
included the ability to deploy NGFW firewalls with intrusion prevention system  
[IPS]/intrusion detection system [IDS] capabilities, afford seamless integration with  
other vendor platforms to prevent lock-in, and offer secure SD-WAN [software-
defined wide-area networking] functionality to enable greater integration between 
building networks.”

Oxford’s OT network infrastructure is founded on the use of core components 
of the Fortinet Security Fabric. Centered on FortiGate NGFWs for security at the 
network edge, the NGFWs counter threats in real time with artificial intelligence 
(AI)-powered, coordinated protection from FortiGuard Security Services. Some of 
these services Oxford uses include the following: IPS and IDS, where FortiGuard 
AI/machine learning (ML)-powered IPS provides near-real-time intelligence with 
thousands of intrusion prevention rules to detect and block known and zero-day 
threats before they reach devices; URL filtering to monitor and protect data and 
applications against web-based attack tactics; and application control to allow, 
deny, or restrict access to applications.

The solution also comprises FortiSwitches, FortiAPs (access points), FortiAnalyzer 
for analytics and automation, and FortiManager, which provides a single pane of 
glass for Oxford’s team to manage its OT network devices. 

The Power of Insight-Based Networking
One of the key benefits of Fortinet’s solution is that it provides additional insights 
into Oxford’s various OT networks. The FortiGate NGFWs allow Oxford to identify 
applications, users, and devices beyond Layer 3 and Layer 4. FortiGate NGFWs 
are also able to identify application Layer 7 traffic with signatures and behavioral 
heuristics, identify users beyond IP address and active directory, as well as identify 
devices, operating systems, and hardware extending into the latest Internet-of-
Things (IoT) and OT data.

“The FortiManager and FortiGate devices offer a high degree of visibility and a unified 
management pane for all our networks,” adds Jack. “This capability helps provide a 
holistic view of our OT systems. It is almost like a lightweight SIEM tool in that it allows 
us to correlate events and view traffic patterns to help identify suspicious activity.”

With the new levels of network intelligence provided by the Fortinet Security Fabric, 
Oxford can quickly identify configuration issues within vendors’ systems with 
regard to network access. “Deploying the FortiGate NGFW enables our team to 
directly respond to threats and retain greater ownership of our networks. Shortly after 
deploying the new firewalls, we were able to identify a compromised device with 
one of our third-party vendors and notify our partners, which would not have been 
possible without this enhanced visibility of our networks.”

A Leaner Approach to Networking
The centralized pane helps to reduce the time and resources needed to manage 
Oxford’s OT network. Jack comments: “Fortinet gives us a single management tool 
that lets us create and manage all of our policies and conduct firmware upgrades in 
one place.”

Now that the company has started to deploy FortiSwitches, its control of the 
network is increasing further as well, as it can manage its switches centrally using 
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FortiManager. “The ability to manage the downstream devices using that single 
license and that single management pane is extremely useful. The ability to deploy 
really rapidly has helped a lot,” says Jack.

Patel adds: “With Fortinet, we instantly benefit by not having to rely on outsourced 
technology support to maintain vendor systems, as we can centrally manage our 
networks, which helps reduce our TCO and reduces the strain on our technical team 
by allowing them to manage multiple OT networks from a single location.”

For Jack, the key value-add is that when working with buildings on the Fortinet 
system, he no longer needs to deal with three different LAN technicians providing 
support for three different technologies. “Having a single platform is a huge benefit,” 
says Jack. “I know that there is just one person that I need to call to help with any 
issues across any of the sites.”

When planning new sites and network refreshes, there are also advantages that 
Oxford can offer its properties based on its experience with FortiSwitches and 
FortiAPs. “It is much simpler to convey the operating costs and maintenance as well 
as capital planning. We can be more proactive with the sites and provide them a 
reference architecture to help drive their decisions,” says Patel.

Flexibility and Ease of Management
The ease of use and simple management of the Fortinet systems proves particularly 
useful when Oxford acquires a new property. Patel reports that swapping over the 
legacy firewalls is a straightforward process that can often be completed in less 
than an hour without disrupting operations.

The FortiGate NGFWs have proven to be highly flexible, and the team at Oxford 
appreciates the ease of rolling back deployments when required. 

Enhanced Device Recognition
Given the number of devices on Oxford’s OT network, the team finds the device identification capabilities of the FortiManager 
particularly useful. Jack explains: “We can fingerprint devices and see what kinds of devices are connecting to our network. This 
allows us to immediately spot unauthorized devices and provides information right down to the detail of the device manufacturer.” 

The FortiManager also provides a view of east-west traffic within the network perimeter, enabling Oxford and its customers 
to quantify how the network is being used. “Fortinet provides us with tools that can help our business partners make more 
informed decisions. We are now able to segment traffic to understand how our stakeholders use the network and allow this 
information to be incorporated in the planning process.”

A Better Customer Proposition
Oxford retains a portfolio of network equipment and security vendors in order to provide choice to its customers. “We are 
focused on helping provide our customers flexible toolsets that maximize business agility. Our role is to explain the pros and 
cons of each approach and let the customer decide according to their business model. We deployed the first set of FortiGate 
NGFWs in late 2020 and the feedback has been very positive.” Patel concludes: “Our goal is to help our customers manage 
business risk and enhance value. Fortinet has played a key part in modernizing our OT network infrastructure and security posture.”

“The FortiManager and 
FortiGate devices provide 
complete visibility and a unified 
management pane for all 
our networks. This capability 
helps provide a holistic view 
of our OT systems. It is 
almost like a lightweight SIEM 
[security information and event 
management] tool in that it 
allows us to correlate events 
and view traffic patterns to help 
identify suspicious activity.”

– Curtis Jack,  
Technical Product Manager, 
Oxford Properties Group


