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The Public Ministry of Mato Grosso (MPMT) is the institution that operates in the 
justice department of the state of Mato Grosso in Brazil. Mato Grosso is the third 
largest state in the country, with an area of 900,000 square kilometers; however, it 
is one of the least populated states, home to just 3.5 million inhabitants.

Because of the state’s sparse population, communication among cities is complicated. 
In fact, this is one of the biggest challenges for MPMT, which has its main judicial 
districts in Cuiabá, the state capital, and maintains 75 other prosecutors’ offices in 
remote towns. Some of them are even located in the middle of the Amazon rainforest.

Under this challenging scenario, MPMT’s network infrastructure and information 
security struggled to meet demands. In some small towns, the internet connection 
was barely functional. There was no network linking all the sites—nor did they have 
control of the network. If the IT team installed antivirus software, they were forced to 
blindly hope it worked, as there were no methods to track what was happening.

MPMT needed a reliable network connecting all its prosecutors’ offices to enable 
the 2,400 staff to effectively fulfill the organization’s mission to serve citizens 
efficiently. In addition, MPMT wanted to ensure maximum security in all its 
communications. This is crucial, as prosecutors use these networks to initiate 
penal actions, police investigations, and other criminal prosecutions.

The entity also needed technology that would bring it closer to its citizens in 
minutes. MPMT served users in the state capital and strongly wanted to do the 
same for those in distant locations.

After a public bidding process, MPMT selected the Fortinet Security Fabric 
platform to establish a secure and reliable network that links all its districts today. 
“We have a manufacturer that is recognized worldwide and adds value to us,” says 
Pedro Henrique Cavalcante, Network and Information Security Manager of MPMT. 
“Fortinet is a technology partner who not only allows us to have scalable security 
and communications solutions, but also helps us to improve the operation of the 
most important areas of the institution.”

Consolidated Communications and Security Infrastructure
To get started, MPMT implemented FortiGate Next-Generation Firewalls (NGFWs) 
at all its judicial districts across the state. FortiGate enabled the IT team in 
the capital’s judicial district to communicate directly, securely, and stably with 
any prosecutor’s office, even those in very remote locations. The convergence 
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between network security and communications was enabled by the Fortinet Secure 
SD-WAN solution. This solution, based on the FortiGate NGFW, supports inter-office 
communications by enabling the automatic traffic balancing between redundant links, 
so connections are never lost. The prosecutors’ offices have access to a closed VPN 
connection with FortiGate NGFWs from the capital, which provides security for the 
entire information flow.

With FortiManager centralized manangement, MPMT added complete control 
of connected equipment and devices. In addition to having full visibility of 
the network, now MPMT can better manage its infrastructure, preventing the 
installation of unauthorized applications and access to restricted content. The 
institution can now implement security policies from a single point to protect data, 
establish rules, and balance network resources to meet business requirements.

MPMT also performed an important overhaul of its network support and 
administration. Before Fortinet, support for the districts of the interior of the state 
of Mato Grosso was provided by phone, which made it impossible to monitor what 
was happening. Today, because all sites are linked under the same platform via 
the FortiGate firewalls, access to any computer is easy and instantaneous.

Network security is also stronger with FortiAnalyzer as part of the MPMT’s Fortinet 
Security Fabric platform. The entity estimates that it receives close to 150 million 
attacks per month. FortiAnalyzer provides a consolidated overview of the network, 
sending real-time alerts to the MPMT network security team. This enables staff 
to discover, investigate, and respond to security incidents faster, even as they are 
happening. “Fortinet gives us more power over what is circulating on the network, while 
increasing control of our devices. This is critical for the institution,” notes Cavalcante. 

FortiManager and FortiAnalyzer provide a single pane of glass for all network 
and security visibility and management. Another solution MPMT uses to gain  
advanced threat protection is FortiSandbox. The sandboxing solution ensures that 
anomalous behaviors found on the network are analyzed and blocked if they are 
classified as threats.

With the help of Network Secure, a local Fortinet partner, the security and 
communications platform deployment process was completed in less than three 
months with a seamless experience for users, who did not suffer from service 
interruptions at any time during the process.

Enhanced Security That Adapts to Public Institution Needs
Aside from internal users, MPMT had to consider users who access the 
institution’s resources its website, and the Integrated System of the Public 
Prosecutor’s Office (SIMP) portal. SIMP is an online space that connects users to 
web applications that have sensitive, confidential data for judicial processes. 

SIMP used to be accessed locally in MPMT districts, as the IT team did not trust 
the installed solution’s security enough to take it to the internet. However, the 
pandemic forced the entity to publish SIMP on the web as prosecutors began 
working from home. To ensure that information did not fall into the wrong hands, 
MPMT added FortiWeb as part of the Fortinet Security Fabric. FortiWeb is a 
firewall for web applications that protects the SIMP and its website from attacks.  
The FortiWeb web application firewall protects the SIMP and its website from 
attacks. “FortiWeb helps us mitigate multiple vulnerabilities and operate trouble-
free,” emphasizes Cavalcante.

Business Impact (cont.)
	n Enhanced security for sensitive 
data transmission

	n Secure remote access to 
corporate networks

	n Optimized speed, reliability, and 
secure access to web services



CASE STUDY  |  Public Ministry of Mato Grosso

Copyright © 2022 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product 
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other 
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser 
that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any 
such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise 
revise this publication without notice, and the most current version of the publication shall be applicable.

www.fortinet.com

November 4, 2022 10:13 PM

1806225-0-0-EN

MPMT hardware got security upgrades, too. As part of the modernization process, MPMT acquired around 400 laptops 
for prosecutors and procurators. The institution acquired FortiClient endpoint protection to keep the new computers’ data 
safe through a VPN that protects them from malware attacks. Staff members log in with their network user credentials and 
automatically initiate the VPN connection. “We have control of content and devices, no matter where the person connects 
from. Internet traffic passes through our infrastructure secured with Fortinet solutions,” adds Cavalcante.

Fortinet Security Fabric solutions have enabled MPMT to establish a secure, reliable, and highly available platform. The stable 
connectivity has been essential, guaranteeing access to applications and the internet from any part of the institution. What’s 
more, Fortinet tools provide the kind of security that keeps MPMT infrastructure safe from threats.

MPMT is now considering the implementation of additional solutions such as FortiAuthenticator, FortiToken, FortiSASE, 
FortiSIEM, FortiCASB, and FortiSOAR. The purpose is to further strengthen the platform to meet the growing security and 
connectivity demands required for the justice sector. “We see a positive impact throughout the organization thanks to Fortinet 
solutions. They allow us to provide our services in an optimal, secure, autonomous, and effective manner. We have brought 
our users from distant districts closer. Likewise, we have greater control and management of our infrastructure and devices. 
Regarding security, today it is guaranteed,” concludes Cavalcante.


