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The Portuguese city of Felgueiras has a total population of around 59,000 and lies in 
the Felgueiras municipality in the District of Porto.

In 2017, the municipality began a major renewal and redevelopment program aimed 
at improving the overall quality of life for the inhabitants of Felgueiras. 

The renewal program included new investment into road infrastructure, education, 
leisure, the arts, and various other municipal services.

New Services, New Network Infrastructure 
From a central data center, the municipality ran a combination of IT services, 
including web portals that were accessible both publicly and by staff from seven 
remote offices around the district.

Recently, however, these services had suffered increasingly frequent outages 
and other disruptions that were beginning to hinder the municipality’s plans for 
modernization. Many of the issues stemmed from the performance impact of 
security processing as well as an overall lack of protection resulting in costly,  
time-consuming cleanup tasks for the admin team.

“Over time, as the network grew, various security measures were added piecemeal, 
resulting in a mix of different products from multiple vendors,” explains Hélio Sousa, 
CIO for the municipality. “This not only made it hard to manage, but it also severely 
reduced our ability to provide adequate data protection.” 

So, as part of the broader renewal and redevelopment project, Felgueiras City 
Council issued an executive directive to modernize the whole IT network and 
security infrastructure.

Rather than first upgrade the network and then renew each of the current 
layers of defense independently, Sousa and the team sought a solution in which 
advanced, comprehensive security could be integrated into the underlying network 
infrastructure and managed as a single unified system from a central console.

Integrated Security with the Fortinet Security Fabric
After careful evaluation of multiple vendors, the council chose an approach based 
on the Fortinet Security Fabric platform.

To help address the inevitable increase in security complexity that arises from 
digital transformation, the Fortinet Security Fabric combines intelligent automation 
with a deep level of convergence between networking and security. Combined  
with consolidation to reduce the number of vendors present in the network, 
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Business Impact
	n Increased data protection for 
the community and council  
staff through improved security

	n Enhanced customer service 
levels across the municipality

	n Increased operational 
efficiency by reducing user-
support burden by 75%

Solutions
	n FortiGate Next-Generation 
Firewall

	n FortiSwitch

	n FortiAP

	n FortiClient

	n FortiADC

	n FortiAuthenticator

	n FortiToken

	n FortiAnalyzer

individual security events and threat data from all over the network are collated  
and interpreted automatically, allowing for faster detection and mitigation of even 
the most stealthy and pernicious cyberattacks.

At the core of the council’s solution is the FortiGate Next-Generation Firewall,  
which	uses	a	custom-designed	security	processing	unit	(SPU)	to	offload	 
critical processor-intensive security functions, ensuring the highest possible  
data	throughput,	even	while	performing	deep-packet	inspection	of	SSL-	 
encrypted traffic.

“We used to experience some latency issues, especially with Voice over IP,” recounts 
Sousa. “But since moving to Fortinet, everything just works together beautifully.”

To further improve the security, performance, and availability of applications and 
services in the data center, the council deployed FortiADC, a dedicated application 
delivery controller combining sophisticated load balancing with advanced web 
application	firewall	capabilities,	antivirus	(AV),	and	distributed	denial-of-service		
(DDoS)	protection.	

To better secure the devices for the council’s own staff, whether working from the 
office	or	remotely,	the	previous	endpoint	protection	(EPP)	solution,	which	relied	
solely on AV client software, was replaced with Fortinet’s comprehensive endpoint 
protection solution, FortiClient. 

As a key component in the Fortinet Security Fabric, the lightweight FortiClient 
software was deployed to all the council’s endpoints, such as laptops and mobile 
devices, to provide better visibility and control of those devices and enable   
secure, remote network connectivity from anywhere.

“Before FortiClient, we often had to spend a lot of time reconfiguring and cleaning 
malware from user devices,” adds Sousa. “Now, many of those routine tasks are 
taken care of automatically, and most of the others can be done centrally.”

In	addition	to	the	EPP	features,	the	zero-trust	network	access	(ZTNA)	functionality	
within FortiClient, working in conjunction with FortiGate, allows the council to create 
an identity- and context-based, logical access boundary around their applications, 
effectively hiding them from public discovery and restricting access to only those 
who are approved to access it.

At each of the council offices, FortiSwitch and FortiAP were deployed to provide a 
consistent, seamless user experience for staff, whether plugging in or connecting 
via Wi-Fi. Furthermore, due to their tight integration with the FortiGate operating 
system, FortiOS, both FortiAP and FortiSwitch can be managed as logical 
extensions to the FortiGate Network Firewall, enabling simplified management  
and improved security from a single console.

To help Sousa and the team consolidate network and security operations across 
the resulting infrastructure, FortiAnalyzer was also deployed. Combining powerful 
log management, automation-driven analytics and reporting, FortiAnalyzer provides 
deep insights with context and meaning into network activity, risks, vulnerabilities, 
and attack attempts, allowing Sousa and the team to investigate operational 
anomalies and monitor both sanctioned and unsanctioned user activity for all  
their applications.

“It’s like a small NOC and SOC 
rolled into one. We only have a 
relatively small team, but  
through FortiAnalyzer and its 
integration with the rest of 
the Fortinet solutions, we’ve 
been able to reduce time spent 
responding to user-reported 
issues by at least 75%. This 
means we can now focus on 
improving the services we  
deliver to the people  
of Felgueiras.”

–	 Hélio	Sousa,	CIO, 
Felgueiras City Council
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“It’s like a small NOC and SOC rolled into one,” comments Sousa. “We only have  
a relatively small team, but through FortiAnalyzer and its integration with the rest   
of the Fortinet solutions, we’ve been able to reduce time spent responding to  
user-reported issues by at least 75%. This means we can now focus on improving  
the services we deliver to the people of Felgueiras.”
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