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Having competed in the Vendée Globe in 2020, Romain Attanasio has set a 
course to return in 2024 with a new boat and a commitment to technology, high 
performance, speed, and resilience. Romain Attanasio teamed up with Fortinet on 
an innovative project to bring cybersecurity to the oceans in the next Vendée Globe 
race in 2024. During this single-hand, around-the-world sailing race, reliable and 
secure communications are a critical technology. 

In preparation for the solo, non-stop, no-assistance race starting from Les Sables-
d’Olonne in the Vendée region of France, Romain and the Fortinet team are taking 
a cautious, phased approach to be ready for November 2024. The first competitive 
test is the Route du Rhum.

First phase implementation ready for the Route du Rhum race
The 18m IMOCA Fortinet-Best Western boat is a foiling monohull at the pinnacle 
of ocean racing. With numerous sensors to monitor performance and safety, the 
skipper uses data from the boat and external feeds, such as weather, to decide 
upon strategies and tactics in a similar way to an F1 race car. The big difference is 
that in the middle of the ocean during the 3,500 miles race crossing the Atlantic 
Ocean from Saint-Malo, France, to Guadeloupe in the Caribbean Sea on the Route 
du Rhum, connectivity is critical. 

To ensure that everything works as planned, extensive testing and evaluation at sea 
have taken place in preparation for the race. 

Key objectives were identified in this first phase, which included the  
implementation of a Fortinet FortiAP wireless access point and a ruggedized 
FortiGate Next-Generation Firewall.

The FortiAP provides Romain with reliable Wi-Fi throughout the boat. The solution 
enables 24x7 scanning while providing access on both the 2.4 GHz and 5 GHz 
bands. The integrated Bluetooth Low Energy (BLE) radio can be used for beacons 
and location-based applications. 

With weight and energy consumption key considerations in such an environment, 
the fanless ruggedized FortiGate provides durability and energy efficiency. Running 
on the proven FortiOS operating system, it is a perfect solution with robust, 
lightweight components, ensuring reliability in the harsh marine environment. 

Initially, the FortiGate had been set up to simply monitor all traffic via the internet 
connection managed by the Oceanbox bandwidth management system. With safety 
a paramount factor, Romain and the project team wanted to get a full understanding 
of all traffic before blocking anything. Missing a critical inbound message in the 
middle of the ocean because of an overly enthusiastic firewall setting is not an 
option. Although the FortiGate features a bypass port to enable uninterrupted 
communication in case of emergency, it was decided to let everything flow initially 
to understand the environment. Once malicious content is seen, the team can 
configure the FortiGate to block for future instances.
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“Today, reliable and secure 
communications technology is 
vital for staying in touch with 
friends, family, and colleagues, 
but it becomes critical when I 
am alone on a solo ocean race. 
As momentum builds towards 
the tenth Vendée Globe, I’m 
working closely with Fortinet to 
achieve the goal of being reliable 
and secure wherever I am. This 
exciting project is intended to 
be a sea trial of my required 
capabilities, and I’m looking 
forward to seeing the results of 
the first phase as I set out on the 
Route du Rhum.”

– Romain Attanasio, Skipper, 
Fortinet-Best Western
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Business Impact
	n Ensure reliable and secure 
internet connectivity and  
on-board Wi-Fi

	n Improve visibility of data traffic

	n Enhance safety in one of  
the harshest environments  
on the planet

Solutions
	n FortiGate Next-Generation 
Firewall

	n FortiAP

Building a knowledge base for a secure solo round-the-world race
Another reason for the caution is the current limitation on live monitoring. Due to 
limited bandwidth on the expensive satellite link, logging data is only shared and 
reviewed once Romain is back in coastal waters with improved connectivity. 

The FortiGate can hold several days of logs in memory. With the record crossing for 
the Route du Rhum standing at just over seven days, Romain and the Fortinet team 
intend to grow the Fortinet implementation as it gets closer to the Vendée Globe 
race in 2024.

Once Romain is at sea, he is on his own. The extensive testing, both in trials and 
shorter races, is all part of the preparation for the 24,000 nautical miles of the 
famous challenge, which sees sailors at sea for more than 70 days. In the Southern 
Ocean, uninterrupted access to the onshore team and data, including the latest 
weather, is critical. The Fortinet team is working closely with Romain over the next 
two years to build on the experience of this first phase in the Atlantic to secure his 
Vendée Globe challenge.


