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CASE STUDY

BYOD Support and 
Security

“For us, it was all about the 
throughput. That’s why we 
chose the Fortinet integrated 
security platform. We needed 
comprehensive support for 
our current BYOD needs and 
increased scalability for the 
coming years through 2020.”

— Frankie Jackson,  

Chief Technology Officer

Business Challenge
Cypress-Fairbanks (TX) Independent School District wanted to build 
a network to support a BYOD culture for 113,000 students in 87 
schools. Fortunately, it is a district with both vision and funding as 
their community approved a $1.2 billion bond referendum that  
included $217 million earmarked for technology. The district needed 
a comprehensive technology upgrade that would address firewalls, 
content filtering, and protection against adware, malware, and data 
leakage. The district wanted to support an initial volume of student 
devices while continuing to scale the network for increasing  
demands through 2020. 

District leaders sent out an RFP for best-in-breed solutions that focused on 
capacity, reliability, ubiquity, security, redundancy, resilience, and mobility. A 
network of this size and complexity requires more extensive frontline security 
measures that can support increased traffic and growth of concurrent sessions. As 
the district transitioned to an all-digital curriculum, technology planners felt that it 
was time for a comprehensive, enterprise-grade solution.

Texas School District Upgrades  
Network to Accommodate Thousands 
of Student Devices Through 2020
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Business Impact
nn Added significant network capac-
ity without increasing IT staff.

nn Improved operational efficiencies.

nn Separated network device traffic 
from BYOD traffic.

nn Centrally administered BYOD 
policies.

nn Implemented world-class security 
to combat malware and other 
attacks.



CASE STUDY: TEXAS SCHOOL DISTRICT UPGRADES NETWORK TO ACCOMMODATE THOUSANDS OF STUDENT DEVICES

In addition to scaling their infrastructure, districts need 
to manage bandwidth, connectivity, speed, and security 
without increasing staff time. Enterprise-grade software can 
help districts create operational efficiencies by consolidating 
multiple solutions and providing additional protection while 
reducing staff time. 

Preparing for BYOD
Although the district faced some pressure to purchase 
devices, their research showed that students already had 
devices, even if they were just smartphones. Tech leaders 
estimated that their network would need to support one 
device for each elementary student, two for each middle-
school student, and three for each high-school student. “To 
provide the level of support required for this many devices, 
we needed more firewalls,” says Frankie Jackson, chief 
technology officer for the district. “We now have eleven 
firewalls.” 

Cypress-Fairbanks’ BYOD traffic is managed in a separate 
data center from their mission-critical operations and is 
filtered and managed for optimal security and reliability. 
Because their research showed that virtually every 
student had at least one device, the district created a 
“neighborhood-based” network so that there is high-speed 
Internet access everywhere on every campus, both inside 
and outside the buildings. This network allows the district 
to provide access to students who do not have home 
Internet service. 

“We needed one, integrated system to manage the entire 
network and maximum processing power to avoid traffic 
bottlenecks with students logging in and out all day,” says 
Jackson. 

Making the Switch
District leaders knew that for technology to be fully 
integrated into instruction, the curriculum piece of the plan 
had to come first. Then technology and content teams 
would need to make decisions about which content should 
or should not be accessed. This decision-making process 
helped enormously with COPPA compliance, which 
requires students younger than 13 to be treated differently. 
CIPA compliance also requires firewalls and content filters 
to restrict access to inappropriate content.

Cypress-Fairbanks ISD found that Fortinet’s FortiGate 
had all the components necessary to enable seamless 
self-service onboarding. It offered branded captive portals 
and executed device integrity checks, virus scans, and 
authentication set-up, with a variety of user authentication 
options from which to choose. With FortiGate, users 
are kept in a walled garden until they are properly 
authenticated. Network managers can also specify how 
many devices individuals can onboard, rather than simply 
allowing them to onboard whatever they like. 

Copyright © 2015 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law 
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other 
results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, 
except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in 
such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal 
lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most 
current version of the publication shall be applicable.

GLOBAL HEADQUARTERS
Fortinet Inc.
899 Kifer Road
Sunnyvale, CA 94086
United States
Tel: +1.408.235.7700
www.fortinet.com/sales 

EMEA SALES OFFICE
120 rue Albert Caquot
06560, Sophia Antipolis, 
France
Tel: +33.4.8987.0510

APAC SALES OFFICE
300 Beach Road 20-01
The Concourse
Singapore 199555
Tel: +65.6513.3730

LATIN AMERICA SALES OFFICE
Paseo de la Reforma 412 piso 16
Col. Juarez
C.P. 06600 
México D.F.
Tel: 011-52-(55) 5524-8428

September 23, 2015


