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Corporación Autónoma Regional (CAR) of Cundinamarca is the local office of the 
main environmental authority in Colombia. Through its wide reach, the institution 
oversees the natural resource protection of 1.8 million hectares—sustaining 
approximately 7.3 million inhabitants. CAR manages the entire rural area of Bogotá, 
the country’s capital, as well as 104 municipalities. It covers seven watersheds 
that supply drinking water to about 15% of the Colombian population.

For CAR, natural resource protection implies taking care of elements such as air, soil, 
flora, and fauna, alongside mining issues and infrastructure project development. 
The institution carries out this process by collecting data from multiple sources, then 
analyzing the information to make the best environmental decisions.

In 2012, CAR began a technological transformation process to support the 
amount of data and applications needed to carry out its purpose. This includes 
a tier-three data center connected to 14 remote main offices that send data to 
the headquarters, such as a monitoring station for the Bogotá River (the primary 
source of water for capital city), improving the communications architecture 
among all offices and the revision of information security protocols.

Prioritizing the Secure Network Infrastructure
Before implementing the Fortinet cybersecurity platform, CAR’s security system was 
fragile and susceptible to third-party intrusions. Although there were no information 
leaks, internal tests showed it was possible to access data from the locations or to 
breach applications. On this system, it was even possible to tap into the corporation’s 
active directory. At that time, the only protection was a firewall with limited 
performance, which merely scanned the network and did not offer enough security.

The organization reviewed proposals from several vendors and found that Fortinet 
offered a flexible, scalable solution that fit its requirements. “Our biggest concern 
was keeping all our information safe. Fortinet gave us the platform to create a 
secure network for the corporation,” says Luis Adolfo Romero, head of CAR’s 
information and communication technologies office.

The new network is protected by FortiGate Next-Generation Firewalls (NGFWs), 
which also guard the data center. The FortiGate NGFWs secure all incoming 
traffic from the offices to internal services, applications, databases, and financial 
information. In fact, no office has local internet access—everything connects 
directly to the headquarters.

CAR has also implemented two FortiGate NGFWs in specific locations to protect its 
critical infrastructure. The first is the Wastewater Treatment Plant, which centralizes 
all Bogotá River monitoring and has its own network. The other is the environmental 
laboratory, which develops multiple sensors, telemetry, and Internet of Things (IoT) 
projects. The individual firewalls serve to protect the sensitive information these sites 
handle. With these measures in place, they can also connect to applications that must 
be hosted on local servers rather than the central server.
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“We have cybersecurity as a priority. Fortinet gives us peace of mind that we have 
the right equipment and software to block any attack,” states Romero. Fortinet’s 
solutions are essential for CAR’s security and information management. In addition 
to the implementation of FortiGate NGFWs, the environmental public organization 
integrated other Fortinet Security Fabric solutions such as FortiWeb, FortiClient, 
FortiSIEM, and FortiSandbox tools to improve its cybersecurity posture.

CAR uses FortiWeb to protect public applications, enabling it to have a highly 
available network and ensure that all the internet traffic passes directly through 
this solution. With so many end users integrated into its network, the organization 
benefits from tools such as FortiSIEM for event correlation and abnormal behavior 
detection and FortiClient for monitoring, management, and deep real-time 
endpoint security. Furthermore, these solutions offer analytics that are actionable 
to tightly manage network security, performance, and compliance standards, all 
delivered through a single-pane-of-glass view of the organization.

With FortiSandbox, CAR has performed a few labs and real-time tests to get a 
robust combination of proactive detection and mitigation, and to enhance the web 
environment security.

Converging Security and Networking With Secure SD-WAN
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The network supports applications like Sidecar, a document management platform that handles most of the institution’s 
transactions and processes. At times, this tool can receive up to 400 requests per second. Because so much of CAR’s operations 
are reliant on connectivity, the company has also deployed the Fortinet Secure SD-WAN solution to replace the underperforming 
multiprotocol label switching (MPLS) link that connects remote offices with headquarters and links approximately 2,500 users.

With redundant network link communications at the 14 remote sites, the Fortinet solution is automated to sub-second failover to 
an additional WAN link in the event of a service outage at any of the providers. Fortinet Secure SD-WAN helped CAR to guarantee 
its remote users’ work and receive up-to-date information on the entire operation. In this way, CAR’s offices are always connected, 
and its headquarters have high availability, real-time access to relevant data for the business.

Tangible Benefits for a Growing Organization
With Fortinet’s AI-driven security operations center (SOC) analytics platform, CAR has access to real-time network monitoring, 
which makes it easy to detect possible security events and act instantly. This is complemented by automated, real-time 
reporting and analysis. “We have total control of the information and resources, so we can immediately consult any data 
associated with the network,” Romero shares.
In addition, the environmental authority can track each user’s activities and segment the network, which simplifies connection 
management and routes traffic for optimum security. For example, users no longer connect directly to an application’s server, but 
are linked specifically to the port associated with the application.
For the institution, centralized management also offers high availability of its communications channels. By having the entire 
network integrated under the same vendor, the corporation can also manage technical issues more easily, decreasing time and 
human resources demand.  
Optimizing the installed base is crucial for public organizations like CAR, which must follow specific parameters to ensure that its 
implementations do not become obsolete. Fortinet’s support has been key in consolidating a robust, highly available, and secure 
platform. CAR can now scale its infrastructure in a simpler way. “The scalability of Fortinet solutions gives me the confidence to 
grow without inconvenience, prioritizing the largest or most vulnerable sites,” Romero concludes. 


