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Atrius Health is a nonprofit, comprehensive ambulatory healthcare organization with 
36 clinical locations throughout eastern Massachusetts. With more than 10,000 
employees, including 900 physicians who cover 50 specialties, the organization provides 
comprehensive adult and pediatric care for over 740,000 patients. With a focus on 
technology and accountable care, Atrius Health strives to simplify healthcare services by 
providing on-site laboratories, medical scans, eye care, and more. 
 

The Challenge

Atrius Health relies on electronic medical records (EMR) to provide instant access to patient 
data, ensuring seamless service across a wide range of providers and departments. While 
Atrius Health had multiple layers of network security, a reliable barrier for physical network 
connections was missing. If an unauthorized individual slipped into a room at a facility, they 
could connect a computer, get an IP address, and access the network.

As with any medical group, preventing data loss and ensuring compliance with the Health 
Insurance Portability and Accountability Act (HIPAA) is a major concern for the organization. 
Lack of complete visibility across the network could result in an easy path for data loss.

The second key challenge involved operational issues. The organization’s many locations 
often acted as individual business centers, introducing new technology without consulting the 
IT group, whose team was then tasked with supporting unfamiliar devices. This behavior also 
led to duplicate purchasing of networked equipment. The organization needed to gain visibility 
into the entire network to ensure efficient, centralized management.
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“If you do not know about 
a device, there is no way 
to monitor and protect it. 
FortiNAC gives us a clear 
picture of the network and 
enables us to quickly find 
assets and shut down individual 
network ports.”

– Rob Fountaine, Manager of 
Information Security, Atrius Health
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Atrius Health evaluated multiple network access control (NAC) solutions to resolve these challenges. They chose the FortiNAC solution, 
as they found it to be outstanding in both its technical capabilities and its ease of management.1 With FortiNAC, Atrius Health has a clear 
picture of every device connected to its network. Now, if a user tries to connect an unregistered device to the network or even moves a 
computer from one port to another, the IT group is alerted and shuts down the IP address.

“If you do not know about a device, there is no way to monitor and protect it,” says Rob Fountaine, manager of information security for 
Atrius Health. “FortiNAC gives us a clear picture of the network and enables us to quickly find assets and shut down individual network 
ports. Adding this layer of visibility has helped us protect against data loss and ensure HIPAA compliance. I equate FortiNAC to having a
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Business Impact

nn Secured physical network 
connections to ensure HIPAA 
compliance and prevent data loss 

nn Gained complete visibility of all 
wired endpoints 

nn Detected and eliminated more 
than a dozen unregistered devices, 
including several unsecured wireless 
routers and hubs 

nn Reduced unnecessary and 
duplicate equipment expenses

Solution

nn FortiNAC

“Make everything as simple as 
possible. Implement the system 
and evolve it with time. If you 
have an agent, you get access. 
Without an agent, you can still 
access the systems with the 
login and the domain.”

– Rob Fountaine, Manager of 
Information Security, Atrius Health

lock on the doors and windows in your house. Without it, you are leaving your house wide 
open. We also no longer have to worry about lateral malware infections, as we can just kill 
the port. Now, only authorized devices can connect to the network, and every port can be 
located and controlled.” 
 

Speeding Up Reaction and Quarantine Keeps Clinicians on Schedule

Atrius Health has a hierarchical IT organization with teams for different functional areas, 
often in disparate physical locations. Before implementing FortiNAC, the network security 
team could not shut down a port without coordinating with the network team. “In the 
healthcare environment, you need to know if something is interrupting clinicians—their time 
and schedules are critical,” says Fountaine.

Atrius Health decided to go with the persistent agent method, deploying agents to every 
endpoint and profiling each medical device that could not have an agent. Then it locked 
down the network, limiting access to only Atrius Health devices.

The next consideration was developing policies that weren’t overly complex. “I learned from 
the medical groups that projects can get bogged down in myriad tiny policy decisions,” 
says Fountaine. His advice: “Make everything as simple as possible. Implement the system 
and evolve it with time. If you have an agent, you get access. Without an agent, you can still 
access the systems with the login and the domain.” Following this process enabled Atrius 
Health to quickly deploy FortiNAC. 
 

The Right Network Access Control Solution

After installing FortiNAC, Atrius Health found more than a dozen medical devices, wireless 
hubs, and routers that were not on its asset list. Several unsecured wireless hubs and 
routers had been installed by clinical staff without IT approval, creating holes in network 
security. Also, the purchase of duplicate or unnecessary devices wasted money. By 
introducing visibility and control, Atrius Health secured the environment from potential data 
loss and ensured HIPAA compliance.

In addition to the NAC technology, Atrius Health was very impressed with the customer 
service. “Everything went smoothly during installation,” Fountaine shares. “The installation 
engineers were incredibly knowledgeable and helpful. Most impressive was the technical 
support—they have been spectacular.”

Future Plans

Currently in the initial phase of its FortiNAC implementation, Atrius Health is controlling access for both network devices and temporary 
contractors. Today, the NAC solution integrates with the organization’s Cisco switch, and in the future, Atrius Health plans to integrate with 
a security information and event management (SIEM) solution to enable automated threat response. The NAC solution’s scalable design 
provides the flexibility Atrius Health needs to implement its solution in phases.

1 FortiNAC was acquired from Bradford Networks.


