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For decades, an African airline has been serving its home country’s air travel 
needs, driving economic growth and creating new jobs. Its modern fleet of aircraft 
connects destinations worldwide, including within Africa. It carries millions of 
passengers every year.

Increasing Operational Efficiency Through Cloud and SD-WAN

Facing rapidly increasing, state-subsidized competition in the African aviation market, 
the airline embarked on a bold re-investment strategy to reduce its cost base and 
increase operational efficiency.

In an industry heavily reliant on nonstop access to multiple applications and services, 
and the timely synchronization of data between disparate systems, the airline turned 
first to modernizing its IT infrastructure. Its IT department was keen to reap the 
benefits of digital transformation by adopting a cloud-first strategy for simpler, more 
cost-efficient deployment and management of key applications.

Certain key applications, including enterprise resource planning and staff travel 
management would remain in-house. Many of the other ubiquitous aviation-specific 
applications, such as SITA and Amadeus, as well as Microsoft 365, would be 
consumed as Software-as-a-Service (SaaS). Others, such as Airplane Information 
Management (AIM) systems, flight operations, and crew management applications 
would move to a Microsoft Azure cloud service along with the Oracle customer 
relationship management (CRM) system.

An obvious candidate for reinvestment was the airline’s data network. The wide-
area links that connected the airline’s central hub, data center, and more than 60 
remote sites, were based on costly and relatively inflexible multiprotocol label 
switching (MPLS).

The combined drivers of reducing cost and supporting the gradual migration of 
applications and services to the cloud led the airline to consider transitioning the 
network architecture to software-defined wide-area networking (SD-WAN).

“We knew that SD-WAN had the potential to both reduce costs and improve the 
performance of cloud applications at the branches,” explains the airline’s IS Risk and 
Security Manager, “but we had to be certain that it would not increase our exposure 
to the risk of cyberattack.”

This was a valid concern, since in the former network, all network traffic had been 
backhauled through the data center and was subject to the central security measures 
enforced there. With SD-WAN however, the branches would be connected directly to 
the internet, making use of faster, lower-cost broadband connections, which would 
greatly improve application performance. However, the new internet pathways would 
expand the potential attack surface.
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As a result, all necessary security measures would now need to be enforced at the 
network edge for the new SD-WAN. With such a complex mix of hybrid, cloud, and 
on-premises applications and services to protect, security would still need to be 
managed centrally.

Central Policy Management with Broad Visibility and Control
After a thorough evaluation of available options, the airline chose the Fortinet 
Secure SD-WAN solution. Combining the FortiGate Next-Generation Firewall 
platform with advanced SD-WAN networking capabilities, Fortinet Secure SD-WAN 
can be deployed both as a physical appliance and as a virtual machine to provide 
consistent security enforcement across the extended, flexible perimeters of a 
hybrid SD-WAN infrastructure. At a higher level, this solution allows the airline to 
follow a security-driven networking strategy, through which network and security 
operations can start to converge, enabling transformation at scale without 
compromising security.

As part of the SD-WAN rollout, the IT team replaced the majority of the MPLS 
connections with single-provider broadband connections. In a small number of key 
locations, they deployed dual-active links for greater throughput and resilience. 
All of the deployed Secure SD-WAN systems are centrally configured, automated, 
and monitored through the Fortinet Fabric Management Center, which includes 
FortiManager and FortiAnalyzer.

To extend their newly enhanced management, control, and protection to all wired 
and wireless network endpoints, the team selected FortiAP wireless access points. 
Finally, they added FortiClient Enterprise Management Server (EMS) for simplified 
endpoint protection and management.

Because all of these Fortinet solutions are tightly integrated into the Fortinet 
Security Fabric, they automatically share information about newly detected 
threats. This enables faster response and remediation. The airline’s Security Fabric 
also benefits from external threat intelligence, through a feed from FortiGuard 
Labs. As a specialized threat intelligence and research organization, FortiGuard 
Labs collates and processes data from hundreds of thousands of sensors and 
over 200 global partners around the world. Using this data, it applies artificial 
intelligence (AI) and other innovative technology to identify unique features of 
both known and unknown threats.

“With all the SD-WAN and security processing integrated into a single platform, 
the price-performance of the Fortinet solution is unbeatable,” adds the airline’s 
Communications and Networks Engineer, “but it is the Fabric Management Center 
that has made the biggest difference to our day-to-day network and security 
operations. With broad visibility from our remote network endpoints right into our 
data center and even into the cloud, we can see network and security issues as 
they arise and resolve them in a fraction of the time it used to take.”
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“Our initial objective was to increase operational efficiency through reduced network costs and simplified management,” 
concludes the IS Risk and Security Manager, “but in addition to achieving this, we have also greatly increased security and 
improved service availability.” 


