
AA Insurance drives digital leadership 
with wireless internet access

CASE STUDY

AA Insurance
Financial services

Challenges
  Today’s workforce demands ‘fair use’ of their 

digital devices during breaks and after hours
  Customers expect to be able to use their 

tablets and smartphones to access the 
internet without having to use the more 
expensive 3G and 4G mobile networks

  IT staff want to provide these capabilities 
without increasing operational overheads or 
compromising security

Objectives
 Provide secure, fast and reliable Wi-Fi 

connectivity at selected locations
 Ensure trouble-free remote management and 

operations 
 Minimise implementation costs while 

maximising functionality

Deployment
 FortiGate-280D-PoE Next Generation Firewall
 35 x FortiAP-320B Wireless Access Points 
 Professional services provided by Optinet
 Vodafone Broadband at all facilities

Deployment
 FortiGate-280D-PoE Next Generation Firewall
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Wi-Fi is an enabler. Staff want to use 
their personal devices during breaks, 
managers need the ability to roam 
and stay connected to the corporate 
LAN, guests and on-site contractors 
want to be able to access internet and 
application services from waiting rooms 
and lobbies. 

At AA Insurance, all of these reasons 
added up to make it an easy decision 
to install Fortinet Wi-Fi equipment and 
Vodafone Broadband at their Customer 
Service Centres and offices around  
New Zealand.

Staff-driven initiative 
“We value our staff’s suggestions, and 
having access to Wi-Fi was one of 
them,” says Dan Wilkinson, Head of 
Business Systems at AA Insurance, 
which has been a finalist in the Kenexa 
Best Workplaces Survey since 2008, 
and named New Zealand’s best 
workplace in 2011. “We have more 
than 500 staff, many of whom are in the 
under-30 age group, and they basically 
manage their lives on their smartphones.

“We not only pride ourselves on being a 
progressive employer offering proactive 
customer service, but we’re also proud 

Business Challenge
Enterprise-wide Wi-Fi is fast becoming an essential component 
for organisations looking to embrace BYOD (bring your own 
device) while ensuring tight security and highly-available access 
to web-based and network application services. 

AA INSURANCE

“Staff, customers and 
contractors expect Wi-Fi 
in the workplace. Now we 
have it. It was a trouble-
free installation, Wi-Fi runs 
smoothly at all locations and 
we don’t spend much time 
on operational management. 
This initiative has been a 
great experience for everyone 
involved.”

–  Dan Wilkinson,  
Head of Business Systems, AA 
Insurance
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Staff-driven initiative 	  
“We value our staff’s suggestions, and having access to Wi-Fi 
was one of them,” says Dan Wilkinson, Head of Business 
Systems at AA Insurance, which has been a finalist in the 
Kenexa Best Workplaces Survey since 2008, and named New 
Zealand’s best workplace in 2011. “We have more than 500 
staff, many of whom are in the under-30 age group, and they 
basically manage their lives on their smartphones. 
 
“We not only pride ourselves on being a progressive employer 
offering proactive customer service, but we’re also proud of our 
digital leadership. So Wi-Fi was the logical next step. We had 
already implemented Vodafone’s SuperNet Ultra Fast broadband 
at our facilities so we had the necessary internet access.  
 
“Vodafone partners with highly-skilled specialist systems 
integrators that add value to their network services, one of which 
is Optinet. We discussed our ideas with the team from Vodafone 
and Optinet and they came back with a Wi-Fi strategy that 
aligned with our corporate vision.” 
 

Security, ease-of-use and remote 
management	  
“AA Insurance had very specific requirements,” says Jason 
Nand, Business Development Manager at Optinet. “They had 
selected six facilities, the AA Insurance premises in Auckland 
and Hamilton and four Customer Service Centres, for 
implementation and wanted to be able to manage the entire Wi-
Fi network remotely from their main office. They wanted trouble-
free operations and application and web services visibility across 
the network in a highly-secure environment. And they wanted 
complete coverage, no dead spots or gaps within the facilities.” 
 
Nand continues: “After a thorough look at their requirements we 
selected the FortiGate-280D-PoE Next Generation Firewall as 
the gateway and controller and an array of FortiAP-320B access 
points. We chose Fortinet’s solution in this case as the 
FortiGate-280D  was the most cost-effective - 30% less than 
similar brands - and it combined high security with advanced 
functionality, such as application control, web filtering and 
malware scanning. Vodafone and Optinet prepared a proposal, 
including a preliminary design, and submitted it to AA 
Insurance.” 
 
“Vodafone and Optinet specified a solution that was a good fit 
for our requirements,” says Wilkinson. “The price was within our 
budget and they presented themselves as highly competent and 
thoroughly professional. So we approved their proposal and 
gave them the notice to proceed.” 
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Efficient installation	  
Placing the access points in the best location reduces the 
number of APs needed and guarantees optimal coverage. “We 
used Fortinet’s free FortiPlanner application to provide the 
preliminary placements,” says Nand. “Vodafone gave us the 
building and wiring plans for AA Insurance’s facilities in a CAD 
format. We plugged them into FortiPlanner and printed out 
detailed diagrams that showed where we should place the 
various APs. We followed with site surveys to field-check the 
proposed AP locations and found that they were 90% accurate. 
This exercise saves us many hours during the installation 
process.” 
 
Vodafone and Optinet delivered the Vodafone Broadband and 
Wi-Fi solution well within their nominated timeline. “We used our 
own contractors to run the cables. and had to drill through a 
couple of concrete floors and such,” notes Wilkinson.  
“However, by and large the whole installation process went 
extremely well. Wi-Fi is just one of the many application and 
network services that we support - another cog in the wheel, so 
to speak - and we appreciated the trouble-free implementation.” 
 
“Wi-Fi just works” 
On-going support is almost a non-issue. “Fortinet’s Wi-Fi just 
works,” says Wilkinson. “Hundreds of people - staff, guests and 
contractors - access the Wi-Fi network everyday without any 
issues what-so-ever. We have a staff ‘fair usage’ policy for 
downloads and access.” Fortinet provides real-time visibility on 
web usage and applications via FortiView, the latest feature on 
FortiOS operating system. 
 
Wi-Fi is now an integral part of AA Insurance’s workplaces. “We 
have managers using the Wi-Fi network to access the 
corporate LAN from their iOS-enabled smartphones and 
tablets,” says Wilkinson. “This gives them a secure method to 
stay connected as they move around during the day. And we 
like the security features on our network. We’re a financial 
services company and need to ensure that we maintain 
appropriate safeguards.” 
 
Digital leadership 
The implementation of Fortinet’s secure Wi-Fi has reinforced AA 
Insurance’s standing as a digital leader. “Staff, customers and 
contractors expect Wi-Fi in the workplace,” concludes 
Wilkinson. “Now we have it. It was a trouble-free installation, Wi-
Fi runs smoothly at all locations and we don’t spend much time 
on operational management. This initiative has been a great 
experience for everyone involved.” 
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Wi-Fi is now an integral part of AA Insurance’s workplaces. “We 
have managers using the Wi-Fi network to access the corporate 
LAN from their iOS-enabled smartphones and tablets,” says 
Wilkinson. “This gives them a secure method to stay connected 
as they move around during the day. And we like the security 
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need to ensure that we maintain appropriate safeguards.”

Digital leadership
The implementation of Fortinet’s secure Wi-Fi has reinforced 
AA Insurance’s standing as a digital leader. “Staff, customers 
and contractors expect Wi-Fi in the workplace,” concludes 
Wilkinson. “Now we have it. It was a trouble-free installation, 
Wi-Fi runs smoothly at all locations and we don’t spend much 
time on operational management. This initiative has been a great 
experience for everyone involved.”
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