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Fortinet Product Certifications
Organizations looking to expand, upgrade, or replace their security solutions often 
find themselves struggling to compare solutions from different vendors. In addition 
to consistent information about features and functions, they also need information 
about the compliance and certification level of individual solutions and whether they 
will enable them to meet regulatory requirements.

To help companies navigate this process, third-party labs and auditors conduct 
independent testing to enable a fair comparison between products for things like 
performance, compliance, and functionality. Using industry standards and advanced 
benchmarking technologies, such as independent validation of products and 
services, is essential for businesses to evaluate whether a solution will meet their 
unique business requirements.

Third-party Testing
Fortinet has actively participated in third-party testing since we first opened our 
doors. We are committed to the testing and certification process and believe that it 
provides three key benefits: 

nn It validates our design and development process. Third-party labs set standards 
for functionality, performance, and real-world use cases that help drive the 
development of key features.

Certifications At-a-Glance 
nn Fortinet’s commitment to 
innovation and excellence 
has earned the respect of 
independent test labs around 
the world

nn 25+ years of consistent  
testing and compliance 

nn A wide range of global 
certifications across verticals 

nn It helps improve our technology. Direct feedback from standardized benchmark testing helps us in our effort to continually 
improve our technologies.

nn It allows our customers to easily compare our technologies against solutions from other vendors. Annual testing helps us 
set the bar higher every year, with the objective of achieving a leadership position in every test in which we participate.

Certifications and Regulatory Compliance
Public and private sector organizations alike require solutions that meet regulatory and compliance requirements. Fortinet is 
committed to meeting a wide range of national, regional, and international requirements, and we subject our solutions and 
services to independent third-party audits and testing to guarantee compliance.

The Fortinet Certifications Resource Center (CRC) 
Fortinet’s CRC is the repository for product compliance reports, certifications, and independent validation results from 
unbiased agencies. The scope of Fortinet’s product certifications includes the following categories:

Product Certifications

Independent lab testing of Fortinet 
products using industry standards, 

best practices, and real-world 
testing environments

Information Security

Certifications and examinations of 
Fortinet’s infrastructure security 

and networking solutions

Compliance

Certifications attesting to  
Fortinet products’ compliance 
with public sector regulatory 
frameworks and standards

https://www.fortinet.com/corporate/about-us/product-certifications
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Product Certifications Overview 

Category Certification Description Latest Publication Date

Product 
Certifications

ICSA Labs

ICSA Labs is an independent division of Verizon. They provide third-party 
testing and certification of security and health-related IT products and 
network-connected devices to measure product compliance, reliability,  
and performance.

IPsec VPN 08/10/2021

Firewall 08/25/2021

WAF 09/27/2021

AV-Comparatives

AV-Comparatives is an independent lab offering systematic testing to 
determine whether security software—such as PC/Mac-based antivirus 
products and mobile security solutions—lives up to its claims. Using one of the 
largest sample collections in the world, they create a real-world environment 
for truly accurate testing. Certification by AV-Comparatives provides a globally 
recognized seal of approval for software performance.

Business Security Test: 
Mar-Jun 2021

SE Labs
SE Labs tests a range of solutions, including endpoint software, network 
appliances, and cloud services, on their ability to detect attacks, protect 
against intrusions, or both. 

Email Security Services 
Protection: Jan-Mar 2020

MEF 3.0

MEF 3.0 is an SD-WAN Certification Program that uses Spirent as their SD-
WAN Authorized Certification and Test Partner (ACTP). Certification involves 
rigorous tests of the service attributes and requirements defined in MEF 
70 and described in detail in the upcoming MEF SD-WAN Certification Test 
Requirements (MEF W90) standard.

MEF 3.0 SD-WAN:  
Jun 2020

Virus Bulletin
VB is a world leader in security software testing. Their publicly available test 
reports cover anti-malware protections of all types as well as enterprise-level 
email and web security solutions.

VBSpam Sept 2021

VB100 Sept 2021

MITRE Engenuity

MITRE Engenuity's ATT&CKTM evaluations assess the ability of a vendor's 
solutions to defend against specific adversary tactics and techniques. They 
openly publish these results to provide end-users with the information needed 
to make good purchasing decisions. These evaluations are not a competitive 
analysis. There are no scores, rankings, or ratings. Instead, they show how 
each vendor approaches threat detection in the context of the MITRE 
ATT&CK knowledge base to provide an unbiased assessment of detection 
and protection capabilities and highlight potential gaps to drive the industry 
forward.

Round 3: Fin7/Carbanak: 
Apr 2021

Information 
Security

SOC2

SOC2 is an auditing procedure that ensures that service providers securely 
manage their customers' data. It covers their security, availability, processing 
integrity, confidentiality, and/or privacy controls. Compliance is based on 
the AICPA's (American Institute of Certified Public Accountants) TSC (Trust 
Services Criteria).

SOC2 Type 2:  
Apr-Sept 2021

ISO

ISO/IEC 27001 is an international standard for managing information security. It 
defines requirements and controls for establishing, implementing, maintaining, 
and continually improving an organization's Information Security Management 
System (ISMS).

ISO/IEC 27001:  
Jun 2021-Jun 2024

Government 
Regulations

FIPS Validated

The Federal Information Processing Standard 140-2 (FIPS 140-2) is an 
information technology security accreditation program for validating 
cryptographic modules developed by vendors that meet well-defined security 
standards.

FIPS 140-2 
Level 1 Aug 2021

FIPS 140-2 
Level 2 Sept 2021

Common Criteria

Common Criteria is an international standard (ISO/IEC 15408) operated by 
17 certificate-authorizing nations. 31 countries have accepted it for their 
respective government acquisition requirements for their IT/networking 
infrastructures.

CC EAL4+ Oct 2021

FWcPP+IPS 
+VPN Jan 2021

https://www.fortinet.com/corporate/about-us/product-certifications/icsa-labs
https://www.fortinet.com/corporate/about-us/product-certifications/av-comparatives
https://www.fortinet.com/corporate/about-us/product-certifications/se-labs
https://www.fortinet.com/corporate/about-us/product-certifications/mef
https://www.fortinet.com/corporate/about-us/product-certifications/virus-bulletin
https://www.fortinet.com/corporate/about-us/product-certifications/mitre-att-ck
https://www.fortinet.com/corporate/about-us/product-certifications/service-organization-controls-soc2-compliance
https://www.fortinet.com/corporate/about-us/product-certifications/iso27001-compliance
https://www.fortinet.com/corporate/about-us/product-certifications/fips
https://www.fortinet.com/corporate/about-us/product-certifications/common-criteria
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Summary
Fortinet is committed to the independent testing and certification of its products and services. ICSA, AV-Comparatives, Virus 
Bulletin, and other independent testing organizations have consistently validated the effectiveness of Fortinet solutions. 
Fortinet earned ICSA’s prestigious Excellence in Information Security Testing (EIST) award for 15 years of participation in 2017 
and has been recognized by ICSA for outstanding achievement in information security certification testing 10 years in a row.

“Real-world third-party validation is an essential resource for enterprises considering security  
products, helping to cut through the confusion that can be caused by vendor marketing. Fortinet relies on  
a variety of third-party testing and compliance labs to provide reliable information to organizations making  

critical security purchasing decisions. They also demonstrate Fortinet’s commitment to meeting high  
industry standards for security detection, performance, reliability, management, and value.”  

- Fortinet CEO Ken Xie


