
Electric utilities subject to the North American Electric Reliability Corporation (NERC) 
Critical Infrastructure Protection (CIP) Standards have likely been placing bets and 
doing a bit of gambling. Not gambling in the traditional casino sense, but rather placing 
bets on which technologies and systems will best meet their current operational 
business requirements as well as satisfy the regulations in place to fulfill complex CIP 
requirements. These are complicated and often risky bets to make. Electric utilities must 
determine which vendors interoperate and which products provide the best-of-breed 
offerings to ensure reliability and security. Ultimately, they must select the unique mix 
of integrated products that can be defended in an audit. 

These decisions are not simply a one-time initiative during a capital project where a 
selection is made—they are an ongoing process of managing a program to ensure safe, 
reliable, secure and continuous compliance across a large, complex system of systems.

Each asset that will be implemented has unique individual capabilities and 
contributions to the larger program. Full evaluations need to be performed to ensure 
an appropriate fit across all areas of an active CIP program. Traditional systems used in 
CIP-applicable environments were often provided as a single delivered solution based 
on customer specification and hardware solutions selected by the vendor. In more 
recent years, however, many vendors have allowed some additional customer flexibility 
in selecting infrastructure components or security solutions. This flexibility facilitates 
existing system upgrades and new system purchases based on what customers believe 
is best for their organization. 
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Now that organizations can consider tailored architectures, products and security 
solutions, many vendors have begun to map product offerings to regulatory frameworks. 
This approach truly aids organizations in assessing the features of greatest importance. 
This paper is a unique review of a few key products and how those products align with 
existing CIP regulation requirements. This paper also takes a look at how those products 
might aid an organization in the process of maintaining compliance and explores the 
product features that will help defend the organization’s program during an audit. 

This paper does not review the entire suite of products available from the vendor; 
rather, we selected those that were core to an effective program and those associated 
with the NERC standards of highest concern to the entities.

Note: NERC uses specific terminology that has defined meaning in the context of its 
protocols and rules. Because NERC capitalizes that terminology, this paper often follows 
that convention to preserve NERC’s definitions.1 

NERC Background and Mission

The electric sector has long been recognized as the foundation that supports 
modern civilization as well as the underpinning to critical infrastructures. Following 
the November 9, 1965, Northeast blackout, the electric sector formed a voluntary 
organization called the National Electric Reliability Council (NERC). Later renamed the 
North American Electric Reliability Council in recognition of Canada’s participation, 
NERC operated for more than 40 years with the primary goal of promoting voluntary 
compliance with rules and protocols that aimed to ensure the reliable operation of the 
bulk power system. The emphasis at that time was on the operation and maintenance 
of the physical equipment 
that formed the electric grid 
and was largely driven by 
the physics of the operation. 
See Figure 1 for a timeline of 
NERC’s evolution.

By 2002, the industry was 
operating with a renewed 
understanding that large-
scale outages could happen 
and with the new realities 
of a post 9-11 world where 
intentional attacks on civilian 
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1   “Glossary of Terms Used in NERC Reliability Standards,” www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf

Figure 1. Timeline of NERC’s 
Evolution and Historic Milestones



infrastructure were no longer unimaginable. Recognizing the heightened threat level 
along with rising risks from an increasingly interconnected grid, NERC moved to adopt 
the Urgent Action Cyber Security Standard 1200 in August 2002. This new standard aimed 
to protect the Cyber Assets necessary for the reliable operation of the bulk electric 
system and would later become the basis for the NERC CIP standards that exist today. 

More rapid changes came after the August 14, 2003, Northeast 
blackout, which affected parts of the northeastern and 
midwestern United States and the Canadian province of 
Ontario. The outage was even more widespread than the 1965 
event, affecting an estimated 55 million people and having an 
estimated financial impact between $4.5 and $8.2 billion.    

A multiyear study of the blackout identified several causes and 
influences including human error, software failures leading to 
loss of view and inadequate vegetation management. These 
findings led to the development of the U.S. Energy Policy Act of 
2005, legislation aimed at combating growing energy problems, 
and called for the establishment of an Electric Reliability 
Organization (ERO) to develop and enforce compliance with 
mandatory reliability standards in the United States. In April 
2006, NERC was certified as the ERO and was again renamed, 
this time as the North American Electric Reliability Corporation.

Applicability Matters

A thorough understanding of the applicability of the NERC 
CIP standards is essential for both practitioners in the electric utility industry and 
vendors supplying critical products or services. The starting point should be an 
understanding that NERC CIP generally applies only to BES elements operated at 
100kV or higher. There are a few inclusions and exclusions depending on unique 
transmission system configurations as defined by NERC, but the 100kV limit is 
generally applicable for most discussions. 

As important as what is in the scope of BES applicability is what is not in scope—
specifically, facilities used in the local distribution of electric energy. The elements that 
operate under 100kV and are used to provide power to small industry, commercial, and 
residential customers are generally not subject to NERC CIP. There are some exceptions 
for special protection systems and load-shedding schemes that can directly affect the 
transmission system, but it’s otherwise safe to assume that distribution-level systems 
are not in scope. 

3

History of NERC CIP Standards 
A NERC Urgent Action standard expires after one year, with 
limits on extension terms, so the industry moved quickly to 
develop the version 1 set of the NERC Critical Infrastructure 
Protection (CIP) standards, which were approved in 
September 2005 and required staggered implementation 
by July 2009. Both the industry’s security practices and the 
NERC CIP standards themselves evolved quickly, moving to 
version 2 and version 3 even before the version 1 standards 
were fully implemented. 

Version 5, which became effective in July 2016, represented 
a major paradigm shift from the legacy model where 
organizations self-determined the risk to the Bulk Electric 
System (BES) if their systems were compromised. The new 
standards provided “bright line” criteria that removed 
subjectivity about the criticality of Cyber Assets and for the 
first time brought into scope of NERC CIP every Cyber Asset 
capable of affecting the bulk electric system. 

Also, unlike previous versions where applicability was 
essentially an “all or nothing” approach, version 5 and all 
versions that have followed it provide for classification of 
BES Cyber System risk as high, medium or low, with different 
standards and requirements applying to each level of risk.  
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Lastly, as mentioned earlier, the current NERC CIP 
standards require asset owners to identify the 
Cyber Systems with high, medium or low impact 
and the potential to affect the BES. The specific 
separation and applicability of the standards and 
requirements are beyond the scope of this paper 
because they are quite expansive and are covered 
in detail through industry training courses.2 Some 
of the applicability variables are shown in Figure 2.

Simply understanding that different standards 
and requirements may apply to the very 
same type of equipment installed in different 
locations and used to perform similar functions 
is key. In-depth discussions between the asset 
owners implementing new technologies and 
their vendors should reveal the nuances, lead 
to implementations, and support models that 
achieve both the cybersecurity objectives and the 
compliance objectives of NERC CIP. 

NERC CIP Requirements and 
Technology Solutions

The NERC CIP standards are a series of goals-based requirements specifying what 
an asset owner–operator must achieve. The standards do not provide prescriptive 
guidance on how the asset owner–operator needs to achieve strict compliance with 
a requirement. This omission is both a blessing and a curse in that it provides the 
flexibility for organizations to develop the “best fit” solution for 
their specific environments. The organization-specific tailored 
solution, however, will be evaluated through the lens of an 
auditor who will assess the solution to determine whether any 
potential violations result from that solution. This approach has 
often sent organizations in search of a “compliant solution” to 
purchase. Electric utilities and the vendor community need to 
know that there is no such solution. Many products are capable 
of being configured, managed and operated in a manner that is compliant, but there is 
not a solution in and of itself capable of making an organization NERC CIP compliant. 

Each organization needs to determine which standard and requirement it seeks an 
administrative or technical solution for and assess the various approaches available to 
determine which one fits its environment and satisfies the requirement language. This 
process is challenging for thousands of asset owners and operators to perform across 
each of their CIP domains; it is indeed a time-consuming but important decision to 
select the right solution. 
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2   SANS Institute, “ICS456: Essentials for NERC Critical Infrastructure Protection,”  
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Cyber Asset physical 
and  

logical  
location

Cyber Asset time  
in location

Data types  
on the  

Cyber Asset

Cyber Asset function

Cyber Asset 
communications

Asset 
function

Facility  
impact  
level

Figure 2. Major Applicability 
Variables of NERC CIP Standards 

and Requirements

Many products are capable of being 
configured, managed and operated in a 
manner that is compliant, but there is not a 
solution in and of itself capable of making 
an organization NERC CIP compliant.
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Organizations should review vendor product documents and whitepapers to determine 
if a particular device or solution meets their needs and how it will interoperate with 
existing solutions. Many vendors will map all products to all elements of CIP and 
attempt to provide a one-stop shop to solve all problems, even when an organization 
may just be looking for a particular component. In some unique cases, a third party 
can provide some valuable insights into product capabilities and specific use cases 
where an organization can obtain the information it seeks quickly. This information 
can potentially be retrieved from vendor case studies and from discussions with peer 
utilities. This paper examines some of the product solutions provided by Fortinet. 
Although the complete set of NERC CIP standards is potentially applicable to Fortinet 
customers, this paper seeks to confine its scope to only those standards that are the 
most violated (CIP-005, CIP-007 and CIP-010) and those that are coming into effect in the 
future (CIP-008 and CIP-013). Specifically, this whitepaper looks at four Fortinet products 
(FortiGate, FortiSwitch, FortiSIEM and the FortiManager) with direct associations to the 
standards being examined here. 

CIP-005
NERC CIP-005 is the cybersecurity standard focused on electronic security perimeters 
(ESPs). Think of this standard as the first line of defense for the BES Cyber Assets 
that have been determined to be critical. CIP-005 consists of two requirements, each 
containing numerous parts. Requirement 1 pertains primarily to the capabilities of 
the logical electronic security perimeter, and Requirement 2 addresses components of 
remote access into the logical electronic security perimeter. The Requirement 2 remote 
access solutions provided by Fortinet are not within the scope of this review, and 
this paper does not discuss them. Instead, this paper looks at Requirement 1 and its 
numerous parts in an effort to examine features and capabilities of devices being used 
to establish the ESPs. As we walk through the requirements of these standards, we will 
be summarizing the intent of the requirements; we will spare the reader the direct copy 
and paste of the potentially confusing requirement language. Requirement 1 contains 
five parts that direct an organization to achieve the following outcomes:

•   Protect all applicable network-connected routable Cyber Assets within an ESP.

•   Funnel all External Routable Communications in and out of the ESP through a 
defined interface on the ESP.

•   Identify, justify and document communications occurring in or out of the ESP and 
deny everything else by default. 

•   Examine inbound and outbound communications to detect known or potential 
malicious communications.

•   The last element is specific to dial-up access authentication and will not be 
looked at here, because it is traditionally associated with different product 
solutions than those used to satisfy the other requirement parts of CIP-005 R1.

How to Use NERC-CIP: An Overview of the Standards and Their Deployment with Fortinet 
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Once an organization understands the outcomes it must achieve, it can begin 
evaluating solutions from various vendors. It can choose from a variety of factors when 
determining what solutions to consider: 

•   Existing team product experience 

•   Solutions commonly used by peer organizations and therefore understood/
comfortable to auditors 

•   Solutions recommended or required by other vendors as an approved or 
supported product 

•   Solutions selected by price 

•   Solutions selected by features 

•   Solutions selected by supply chain preferences 

•   Solutions designed to achieve a diversity of defense for additional security 
protections 

Although all of these factors are common approaches to product selection, none is a 
prescriptive requirement within CIP-005. Organizations choose their own adventure as 
they assemble their unique CIP operating environments. 

CIP-005 R1 and FortiGate

This paper first examines the FortiGate firewall device from the perspective of feature 
alignment with the CIP-005 R1 requirement parts. Then, it looks at additional options 
that could be relevant, depending on specific technical requirements and administration 
needs. Table 1 presents the requirement mapping for FortiGate.
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R1.1 Establish logical ESP. 
 
 

R1.2 External 
communications must 
go through an identified 
Electronic Access Point (EAP) 
interface.
R1.3 Ingress and egress 
communications must have 
an identified operational 
and business justification, 
with a deny by default for 
anything not explicitly 
allowed. 

R1.4 Perform authentication 
for dial-up access.
R1.5 Detect known or 
suspected malicious 
communications of inbound 
and outbound traffic.

The FortiGate product models all have multiple 
network interfaces in which one can be 
established as a nontrusted external interface 
and as an internal trusted interface. 
The internal trusted interface that is identified 
as the EAP would be the interface that 
establishes the ESP. 
 

FortiGate allows for a variety of rule 
configurations: by application protocol, by 
source/destination port, by source/destination 
IP, and hybrid combinations of all of the 
above; if not specifically allowed, all else is 
prohibited.  
 

Not applicable 

The FortiGate firewall is a next-generation 
firewall capable of performing unified threat 
management going beyond traditional rules-
based traffic determinations and providing 
deep packet inspection capabilities to identify 
potentially malicious manipulated traffic over 
approved protocols, and detection capability 
through signature-based traffic inspection 
looking for known malicious communications.

All models include additional interface options and various 
interface types. The additional interfaces can be used as 
non-CIP interfaces to establish additional external networks; 
however, this may add complexity of ruleset review during audit.
Features of next-generation firewalls allowing virtual interfaces 
and utilizing multiple interfaces as EAPs will complicate audit 
reviews and could potentially move toward potential violations. 
Simple is better for EAP. Non-CIP interfaces can make use of 
more advanced features.
Capabilities within the management tool allow for the inclusion 
of comments and metadata for each rule that can assist in 
the documentation of why a rule was created or why it is a 
necessary operations or business justification. The organization 
workflow or ticketing system record that approved the specific 
rule should be referenced, because this reference in the ruleset 
will point to the appropriate documentation of why the rule 
exists and the approval chain as well.
Typically solved by different products specific to dial-up 
implementations.
Additional capabilities to identify potentially anomalous 
traffic can be pursued, but these additional options go beyond 
strict compliance requirement language intent and should be 
pursued with an acknowledgement that appropriate tuning and 
training is in place to reduce false positives and alarm fatigue, 
as well as ensure that support teams are focused on items of 
interest. This is especially important for the new access attempt 
reporting requirements of CIP-008 later in this document.

Table 1. FortiGate Review

CIP-005 R1 FortiGate Review Essential Capability Demonstrated Relevant Additional Capabilities and Option Considerations
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Figures 3, 4 and 5 are system 
screen shots providing a 
reference for organizations 
and some interesting options 
for CIP programs as well 
as considerations beyond 
compliance to provide 
additional security options.

A wide variety of FortiGate 
product solutions are 
available for specific 
implementation requirements. 
For power generation and 
substation environments, a rugged version with a small form factor, or DIN (Deutsches 
Institut für Normung or “German Institute for Standardization”) rail mounting kits 
or the variety of traditional rack mount models based on features, and interface/
throughput needs may be of interest. An Information Technology (IT)/Operational 
Technology (OT) team within an organization responsible for supporting CIP-005 within 
a vertically integrated utility may very well find a need to support FortiGate Rugged 30D 
devices throughout low-impact substation environments and some low-impact power 
generation sites, as well as some Rugged 60D models throughout various medium 
substation environments and FortiGate 600E series devices within control center 
environments. Across these various models of devices that may have been selected for 
environment-specific reasons, the support teams will find some benefits of common 
administrative tools, management tools and skill sets applicable across the various 
models. (Visit the Fortinet website for a complete list of FortiGate models.)3 
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Figure 3. FortiGate Rugged 30D Model

FortiGate Rugged 30D

Interfaces
1. 1x USB Port
2. 4x GE RJ45 Ports
3. 2x GE SFP Slots
4. 2x DB9 Serial Interface/Console

Figure 4. FortiGate Rugged 60D Model

FortiGate Rugged 60D

Interfaces
1. USB Management Port for FortExplorer
2. Console Port (RJ45)
3. 4x GE RJ45 Ports

Figure 5. FortiGate 600E/601E Model

FortiGate 600E/601E

Interfaces
1. USB Port
2. Console Port
3. 2x GE RJ45 MGMT/HA Ports

4. 8x GE RJ45 Ports
5. 8x GE SFP Slots
6. 2x 10 GE SFP+ Slots

3   www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf
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Considering the necessary CIP-
005 requirements to establish 
an ESP, identify an EAP and 
develop ingress and egress 
rules required for operations, 
Figures 6 and 7 show some 
system screen shots taken while 
performing these tasks in a test 
environment.

A basic setup would utilize 
two of the available interfaces: 
the WAN interface designated 
as untrusted, and an internal 
interface 1 as the identified EAP that establishes the ESP and 
disables all other interfaces. Additional interface configuration 
options can be pursued for security purposes, as shown in Figure 6.  
The example leverages the interfaces to create Purdue model 
enforcement zones across interfaces. Note that this creates multiple 
EAPs and ESPs in the scope of an audit.

Adding ingress or egress rules is achieved within the rule editor, 
which applies to the designated physical interfaces and includes 
the specifics of what traffic is being allowed and from/to which 
device objects. If not specifically allowed, all other traffic is denied 
by default, as shown in Figure 8.

CIP-005 R1.5 gives an organization flexibility about how it can 
achieve compliance with the requirement to detect known 
or suspected malicious communications of ESP inbound and 
outbound traffic. In early CIP programs, many organizations pursued 
implementations of Intrusion Detection Systems (IDSs) inside and 
outside the ESP to satisfy the need for inbound and outbound 
malicious communications detection. Other organizations chose to 
place an IDS inside or outside the ESP only and argued during audit 
that the combination of the ESP and the IDS provided the necessary 
malicious communication detection. These traditional approaches 
to satisfy the requirements for malicious communications 
detection often result in high administrative burdens to manage 
multiple devices and pursue signature update processes across 
multiple devices. Additionally, it creates a need for entities to 
defend multiple compliance processes during an audit. Stronger 
compliance and security positions are being pursued across the 
industry that take advantage of next-generation firewalls’ unified 
threat management capabilities to ease the management burden 
of independent solutions and potentially limited traffic inspection 
visibility. Fortinet supports a unified security appliance to assist 
entities in their efforts to improve their security positions and 
ease audit efforts. Many configuration options are available in 

How to Use NERC-CIP: An Overview of the Standards and Their Deployment with Fortinet 

Figure 6. Establishing the ESP, Single 
EAP and Rule Creation

Figure 7. Example of a Rule Identifying 
Its Applicable Interfaces, the Source 

and Destination Objects, When It 
Applies and What Services It Allows

Figure 8. Example of the Necessary Deny 
All Other Communications By Default Rule 

Placed at the Bottom of the Ruleset
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FortiGate for CIP-005–responsible 
teams to pursue, and a wide 
variety of existing application 
control inspection and validation 
capabilities exist, including:

•   Inspection capabilities of 
SSL/SSH traffic into and out 
of the ESP and numerous 
other applications (shown in 
Figure 9)

•   AntiVirus security profile and 
the capability to scan files 
being moved into and out of 
an ESP (shown in Figure 10)

•   Intrusion prevention system 
(IPS) options to configure 
as log-only (IDS) (shown in 
Figure 11)

•   Capability to develop specific 
application control rulesets 
to examine Industrial Control 
System protocol traffic 
and take action on specific 
functions or actions (shown in 
Figure 12)

We will highlight some additional 
logging, reporting and analysis 
features of FortiGate later within 
this paper. 

It is difficult to rank the importance 
of the standards or compare the 
benefits of one standard with 
another, but from a cybersecurity 
perspective, you will rarely come 
across a reported breach or 
vulnerability report that does not 
mention the need for improved 
perimeter defense, segmentation 
and remote access controls. CIP-005 
addresses all of these items and is 
your first line of defense against an 
adversary. It establishes the logical 
grouping of Cyber Assets primarily 
affected by the majority of the 
requirements.
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Figure 9. Application-Specific Inspection Capabilities

Figure 11. Traffic Signature–Based Inspection Through IPS  
(Likely Configured as Log-Only IDS for CIP ESPs)

 Figure 10. Capabilities to Assemble Data Payload and Inspect for Malware 

Figure 12. ICS Protocol-Specific Inspection
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CIP-007
We now turn our focus to one of the 
most violated NERC standards. The 
purpose of the CIP-007 standard 
is to address the security of the 
Cyber Assets within the ESP through 
system security management 
and the collection of control 
requirements put in place to harden 
and secure the Cyber Assets directly, 
as well as the need to log and 
monitor them. CIP-007 contains five 
unique requirements, each with 
numerous requirement parts that 
have various degrees of applicability 
to the Cyber Assets within the ESP. 
The CIP-007 requirements address the topics shown in Figure 13.

First, let’s look at network infrastructure products that are used to establish the 
routable communication network within the ESP. When evaluating these network 
devices, consider them initially as Cyber Assets. In most cases, further classify them as 
BES Cyber Assets, because they can have an impact on reliability tasks performed by an 
organization if the network devices are unavailable, degraded or misused. As BES Cyber 
Assets, infrastructure devices like FortiSwitch will need to comply with the requirements 
of CIP-007. Table 2 on the next page presents the requirement mapping for FortiSwitch. 

This section walks through a review of how some of the CIP-007 requirements apply 
uniquely to BES Cyber Asset infrastructure devices. Additionally, this section highlights 
the FortiSIEM product and the specific capabilities aligned with one of the CIP-007 
requirements: R4 Security Event Monitoring. This section does not uniquely call out 
each requirement part and subpart because there are 27 items identified, depending on 
Cyber Asset applicability. Instead, it captures areas that are relevant to the products in 
this review’s scope.
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Figure 13. Topics of CIP-007 
Requirements

R1 
Ports and 
services

R2 
Security patch 
management

R3 
Malicious code 

prevention

R4 
Security event 

monitoring

R5 
System access 

control

CIP-007
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Figures 14, 15 and 16 are examples of FortiSwitch 
system configuration elements in support of CIP-007 
requirements.

CIP BES Cyber Assets often rely on external assets 
to support extended compliance obligations. This is 
the case with numerous devices in achieving ongoing 
compliance with the CIP-007 R4 requirement to log 
and alert on specific event types as an applicable 
asset. Specific BES Cyber Assets are not capable of 
generating the logs required within the requirement 
language, or the device cannot alert or perform 90-day 
retention of those logs or alerts. 
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Table 2. FortiSwitch Review

CIP-007 FortiSwitch Review Essential Capability Demonstrated Relevant Additional Capabilities and Option Considerations

R1 Enable only required 
network-accessible ports 
and protect unnecessary 
physical ports.

 
 
 
 
 
 

R2 Identify a patch source; 
evaluate patches for 
applicable security-related 
patches; review, apply or 
mitigate identified security 
patches.
R3 Malicious code 
prevention approaches that 
deter, detect or prevent 
malicious code. Processes 
to mitigate detected threats 
and update/test/install 
signatures if applicable to 
solution 
 
 
 

R4 Log applicable events 
and alert on specific activity. 
 

R5 Account management

The FortiSwitch device is available in a variety of 
models depending on need. The reviews performed 
in this effort focused on managed switch feature sets. 
Accordingly, the managed switch models offer the 
capability to configure management interfaces and 
select the appropriate protocols that the organization 
determines are required for administration. Options 
include HTTPS, HTTP, SSH and TELNET. Typical CIP 
deployments would pursue SSH and HTTPS only, 
depending on administrator preference of command-
line interface or web-based GUI. Additionally, the 
physical interfaces can individually be disabled if 
they are not in use or required.
 
Supported products receive firmware updates from 
Fortinet. 
 
 
 

Network infrastructure devices like FortiSwitch 
cannot typically load traditional antivirus software 
as a method of complying with malicious code 
prevention requirements. A malicious communication 
inspection capability exists within FortiSwitch to 
examine the payload of traffic traversing each switch 
port; however, the requirement language of CIP-007 
R3 applies to the BES cybersystem and is typically 
demonstrated at the system level if the BES Cyber 
Assets are grouped appropriately. Additionally, the 
requirement measures provide examples of system 
hardening approaches as malicious code prevention.
User and system event logs can be generated and 
sent to a syslog server. The system and user logs will 
capture successful logins, failed login attempts and 
detected switch traffic events.
Individual user accounts and groups are configurable 
on FortiSwitch, and the device can be configured 
to point to remote authentication servers through 
LDAP, RADIUS or TACACS. The default admin account 
password is blank, but the default account can be 
disabled, and the password can be managed if the 
account is used.

Ensure appropriate documentation of any additional 
logical monitoring or accounting ports enabled: Ping, 
RADIUS or SNMP.
Treat any established VLANs as segments within the ESP 
and all subject to similar CIP-applicable requirements. 
Ensure ICS vendors confirm the acceptable use of switch 
port spanning or mirroring prior to enabling. 
If using out-of-band management capabilities, treat 
the network where out-of-band connections reside 
as an equivalent-level ESP. Most CIP environments 
would connect directly to a management interface 
with a Transient Cyber Asset (TCA) when traditional 
management access is unavailable.
Customers with active support contracts will receive 
notification of firmware updates that can be reviewed 
through the support page. The readme associated with 
the firmware update will specify security-related items. 
 
 
Although not unique to malicious code prevention, 
a wide variety of asset protections are in place to 
deter, detect or prevent malicious actions to affect the 
FortiSwitch functions.
FortiSwitch includes features to protect from traffic 
storm events, DHCP snooping and IGMP snooping. It also 
provides features for dynamic ARP inspection, router 
advertisement guard and quality of service. 
 
 

FortiSwitch can also be configured to utilize SNMP for 
additional monitoring capabilities beyond syslog. 
 

The capability to leverage external authentication 
systems can also help entities who wish to integrate 
default and shared account management with additional 
third-party account management systems.

Figure 14. Ports and Services Configuration



This mixture of device capabilities and limitations is acknowledged in the requirement 
language. As many organizations implement solutions to satisfy the CIP-007 R4 
requirements, they identify the need to have a log management and alerting system 
to collect and aggregate the wide variety of data feeds from the diverse set of BES 
Cyber Assets in scope. A wide variety of solutions exist within the Security Information 
and Event Management System category, and the best fit solution will generally be 
determined by the out-of-box features available, solution pricing, architecture of 
deployed solution across environments being monitored, interoperability across 
environment, agent-based or native collection capabilities supported, customizations 
required, ease of use and potential vendor solution approvals. 

With such a wide range of selection criteria, organizations are best served by examining 
BES Cyber Asset lists to determine asset types and the capability to collect the required 
generated logs and generate the necessary alerts. Too often, SIEM solutions are selected 
based on the look and feel of dashboards and overall situational awareness capabilities 
across an environment. (Figure 17 shows a common dashboard view in FortiSIEM.)  
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Figure 15. Device-Supported Log Categories and Syslog Support

Figure 16. Configurable 
Options for Remote System 

Access Control

Figure 17. Example of a Common Dashboard View



For CIP solutions, organizations 
should prioritize functional 
criteria to create a basic CIP-only 
dashboard that quickly displays 
the active collection of the CIP-
007 R4.1 logs from Cyber Assets. 
(Figures 18–21 show CIP-specific 
dashboard views in FortiSIEM.) 
The SIEM solution needs the 
capability to generate the logs; it 
also needs to offer an alert window 
that displays the required alerts 
from CIP-007 R4.2. Table 3 on the 
next page covers the features of 
FortiSIEM that were reviewed. This 
information should be viewed as a 
starting point for an organization—
when evaluating SIEM solutions, 
each organization needs to 
consider the uniqueness of its 
diverse asset list. 
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Figure 18. CIP-Specific Dashboard Views for Help in Audits

Figure 19. Premade CIP-Specific Dashboard Views for Account Activity

Figure 20. Premade CIP-Specific Dashboard Views for Account Activity

Figure 21. Premade CIP-Specific Dashboard Views for Device Activity



Since it was first introduced, CIP-007 has been in the top three most violated 
standards every year. It is a high-risk area for most entities because of the number of 
Cyber Assets it applies to and the wide array of controls that need to be performed 
continuously—and there is zero tolerance for failure to enforce. In an effort to obtain 
active policy enforcement tools to assist in maintaining a strong compliance program, 
organizations will often invest in compliance programs with capabilities beyond the 
direct requirements. Although it may not be required to have a central logging and 
aggregation system, neither is it prescriptive to have a SIEM utilized for alerting; asset 
owners and auditors alike have come to realize that ongoing continuous compliance is 
nearly impossible without these technologies.
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Table 3. FortiSIEM Review

CIP-007 FortiSIEM Review Essential Capability Demonstrated Relevant Additional Capabilities and Option Considerations

R4.1 Log events at the BES 
Cyber System level.
 
 
 
 
 
 
 
 
 
 

R4.2 Generate alerts for 
specific security events.
 
 
 
 
 
 
 
 

R4.3 Retain logs for 90 days. 
 
 
 
 
 
 
 

R4.4 Review a summary or 
sample of logged events 
every 15 days at a minimum.

This requirement pertains to the Cyber Asset 
generating the log. The capability of the device to 
forward to the SIEM will enable the organization to 
perform R4.3 and R4.4 in a realistic and managed 
manner.
Despite multiple devices pushing their CIP-007 R4.1 
logs of successful logins, failed access attempts, 
failed logins and detected malicious code, we were 
pleased to find a series of premade report feeds to 
FortiSIEM’s dashboard builder, which quickly enabled 
the creation of a CIP-specific dashboard to include 
the CIP-007 R4.1 elements contained within the feeds 
from various BES Cyber Assets.
This requirement pertains to the Cyber Asset 
generating the log. The device’s capability to forward 
to the SIEM will enable the organization to perform 
R4.3 and R4.4 in a realistic and managed manner. 
FortiSIEM assists in demonstrating compliance with 
this requirement for all collected events. Some CIP-
specific reports are available to Fortinet customers to 
display alerts of interest. One detects malware from 
reporting nodes. The other is a custom report that 
can be created to track and alert when a monitored 
node fails to send logs to the SIEM.
A variety of FortiSIEM models exist and would need to 
be sized based on numbers and types of devices, as 
well as measured or estimated frequency of events to 
ensure 90-day retention is occurring. 
 
 
 
 

Dashboard builds and review procedures with screen 
shots would demonstrate a review cycle.

FortiSIEM supports agent and agentless collection 
capabilities, WMI, Syslog, raw text, and feeds from other 
non-Fortinet collection nodes.
 
 
 
 
 
 
 
 
 
 
In many cases, devices may have applications running 
with capabilities to generate application logs, but those 
logs may not be included in the traditional logs being 
collected. In such cases, additional scripting may need 
to be in place to move the application event into an 
appropriate log for forwarding.
 
 
 
 

FortiSIEM can filter and search through a tremendous 
amount of collected data, well beyond 90 days. The sizing 
of the solution will vary based on need; sizing for 90 
days will only have benefits for compliance. Exceeding 90 
days will have cybersecurity benefits specific to incident 
response and root cause analysis. The capability to 
auto-archive off data sets based on 90-day requirements 
will greatly support audit requests while not affecting 
cybersecurity benefits of long-term retention.
Leveraging the capability of FortiSIEM to connect with 
ticket management systems such as ServiceNow or 
Remedy would benefit a workflow by capturing evidence 
of the review performed from the SIEM into a work 
ticket. You can include ongoing investigations, close out 
previous investigations and track summary review over a 
15-day period.
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CIP-010
CIP-010 addresses a variety of topics: configuration change management, vulnerability 
assessments, and Transient Cyber Asset (TCA) and Removable Media management 
programs. Although some of the FortiNAC and FortiSandbox products could be of 
interest to organizations in search 
of solutions for TCA and Removable 
Media management, this section 
looks at the configuration and 
change management requirements 
as they apply to the Fortinet 
products covered previously within 
this document (FortiGate, FortiSwitch 
and FortiSIEM). 

The CIP-010 R1 requirement parts 
and subparts provide a listing of 
unique items that must be tracked 
for deviations from an established 
baseline. This section highlights 
capabilities of FortiManager as a 
method to perform configuration change management of the Fortinet products deployed 
within a CIP-applicable environment. The five items within the CIP-010 R1.1 baseline 
configuration address the topics shown in Figure 22.

The remaining CIP-010 R1 requirement parts address the change management processes 
that need to be implemented by organizations to ensure appropriate authorizations 
and documentation. They also provide guidance on change testing and verification 
in appropriate test environments when available, and how to perform and document 
baseline updates.

The FortiManager product provides impressive central management capabilities 
across Fortinet products through a single pane of glass, making documentation and 
change orchestration across 
large deployments easier. If an 
organization has multiple Fortinet 
products in use across multiple 
CIP environments, the benefits and 
usefulness of FortiManager truly 
stand out. Figures 23–26 show some 
examples of FortiManager’s change 
and configuration management 
capabilities.

CIP-010 change management 
capabilities have become one of 
the key methods of preventing a misconfiguration that affects operational capabilities. 
CIP-010 also identifies potential adversary actions against operational assets. When an 
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Figure 22. Topics Covered by 
CIP-010 R1.1

R1.1.1 
OS and FW

R1.1.2 
Commercial 

software

R1.1.3 
Custom 
software

R1.1.4 
Network ports 
and services

R1.1.5 
Security patches 

installed

CIP-010 R1

Figure 23. General Managed Asset 
Details, Including Firmware Version
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organization needs to troubleshoot 
an affected environment, it requires 
certain critical resources including 
change management products that 
maintain previous configurations 
and settings, and highlight when and 
what changes occurred. In addition, 
these tools can help during an audit 
when an organization must defend 
device modifications or distinguish 
between CIP-relevant changes 
that concern security patches (or 
security controls) and non-CIP-
relevant changes. Management 
suites capable of performing change 
management across a suite of 
products are extremely helpful from 
an operations, cybersecurity and 
compliance perspective. 

The last two standards discussed 
in this paper have less to do with 
individual products and more to 
do with how some of the NERC 
CIP requirements have a tendency 
to extend beyond a responsible 
organization and into the third-party 
vendors that provide solutions used 
within organizations’ CIP programs. 
As a result, the organizations’ 
security and compliance capabilities 
are directly entangled with their 
solutions providers. For this reason, 
it is important to understand the 
approaches and programs being 
offered by solution providers for CIP-
applicable organizations to leverage. 
The two standards covered within 
this paper are highlighted because 
they take effect in 2021 and contain 
requirement language applicable 
to organizations like Fortinet, which 
by the nature of the products 
and services that it provides are 
extensions of entity CIP programs.
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Figure 24. Device-Specific Configuration Information

Figure 25. Change Tracking Details for Previous Versions

Figure 26. Specific Configuration Edits Made
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CIP-008
The CIP-008 standard focuses on incident reporting and response planning. It requires 
organizations to establish processes that identify, classify and respond to Cyber Security 
Incidents. A Cyber Security Incident is defined by NERC as a malicious act or suspicious 
event that: 

-  Compromises, or was an attempt to compromise, the Electronic Security 
Perimeter or Physical Security Perimeter or, 

- Disrupts, or was an attempt to disrupt, the operation of a BES Cyber System

Fortinet products find themselves at key points in this definition. A compromise or 
an attempt to compromise the ESP would most certainly involve the FortiGate device 
within all incident response steps as 
well as any logs or alerts from the 
FortiGate device to the FortiSIEM. 

Similarly, any disruption or attempt 
to disrupt a BES Cyber Asset would 
most certainly involve the FortiSIEM 
within all incident response steps. 
As we examined the capabilities 
of the FortiSIEM to support an 
organization’s response team, we 
were again pleasantly surprised to 
discover numerous CIP-008-7–specific reports to assist in the building of a CIP-specific 
Security Incident dashboard to leverage and utilize during a response action. Example 
FortiSIEM reports that could be leveraged by an entity’s CIP-008 program are shown in 
Figures 27 and 28.

Leveraging the CIP-008 incident 
dashboards and CIP-007 dashboards 
(feature-rich dashboards providing 
security and event information 
well beyond the scope of the CIP 
requirements), examining change 
management data from the 
FortiSIEM, reviewing threat/detection 
data from FortiGate, and tying all 
analyst data back into a ticketing 
system to track response actions can truly help to organize actions during a potentially 
chaotic time.

The CIP-008 standard exists for the day when all of an entity’s other CIP defense-
focused programs and controls have been defeated—and that’s not when you want 
to find out whether your CIP-008 program is sufficient for incident response. Utilizing 
an entity’s tools, an organization should generate and validate alerts, and then walk 
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Figure 27. Available FortiSIEM 
Incident Response Reports

Figure 28. Available FortiSIEM 
Incident Response Reports
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through all elements of the incident response program to create test response service 
tickets and ultimately test incident reports through planned communications channels. 
In the chaos of a real incident, an organization will benefit from having the practice 
of test exercises, tools and procedures in place, as well as technology that aids in the 
management of an incident response.

CIP-013
In a large first step forward, NERC and the organizations have developed a cybersecurity 
Supply Chain Risk Management Standard in response to Federal Energy Regulatory 
Commission (FERC) directives to take action in an effort to address this growing risk 
to reliability. CIP-013 has a variety of obligations for organizations to address the 
risks associated with installing vendor equipment and software, as well as the risks 
in transitioning from one vendor to another. In addition to organization-specific risk 
management, organizations need to address procurement actions with their vendors. 
As organizations begin to perform these actions, they will have one plan and a desired 
approach that they would like to utilize across many vendors. In contrast, vendors would 
love to have one approach to utilize across many customers. In reality, there will be 
special case exceptions and a lot of back and forth between organizations and vendors 
to come to a unique approach satisfactory to both parties. 

Items that must be addressed to satisfy the requirements include the following:

•   Vendor notification of vendor incidents

•   Coordination of response to vendor incidents

•   Notification of remote or onsite access revocation

•   Vendor vulnerability disclosure

•   Verification of software integrity and authenticity

•   Coordination of controls for vendor Interactive Remote Access and system-to-
system remote access

We interviewed Fortinet customer support and internal CIP subject matter experts to see 
what actions were in place to support CIP-013 requests. This section covers these items 
in related topic groups. 

First is the notification of remote or on-site access revocation and coordination 
of controls Interactive Remote Access (IRA) and system-to-system access. Fortinet 
actively supports CIP customers and is fully aware of extended obligations to third-
party organizations to make their CIP customers aware of events that could trigger a 
revocation of authorized unescorted physical or electronic access. In addition, Fortinet 
is aware of the need to provide notification for remote access removal when required. 
In normal support functions, Fortinet does not typically have remote access, and 
instead works through any support issues directly with the customer. If circumstances 
require, Fortinet will support its CIP customers’ requirements to obtain IRA when 
necessary. Fortinet does not have any warranty or contract language that requires active 
system-to-system communications. A customer can achieve active connection to the 
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FortiGuard Labs remote environment in a variety of ways to obtain up-to-the-minute 
security updates and detections. From a CIP perspective, it would be best to configure a 
FortiManager device to connect to the FortiGuard Labs environment to perform a routine 
check and get available updates. Then, a member of the CIP team can either manually 
or through a schedule obtain updates from the FortiManager device.

Next is the CIP-013 items that address vulnerability notification, vendor incidents and 
vendor-coordinated incident response actions. Fortinet has a vulnerability reporting, 
testing, validation and customer notification process internal to the organization. 
Likewise, it has procedures in place for customer outreach, reporting and notification in 
the event of an internal security incident affecting customers. 

The last CIP-013 item is the verification of software integrity and authenticity. 
With regard to the CIP-013–applicable Fortinet products reviewed, this is primarily 
firmware. Firmware files provided by Fortinet are digitally signed and obtained from 
the FortiGuard lab servers through the FortiManager device and then pulled from 
FortiManager when a member of the CIP team performs the action. Alternatively, the 
firmware updates can be obtained manually, hash-verified and then updated on the 
applicable device. Regardless of how the firmware is updated, it will be validated by the 
device prior to performing the update.

CIP-013 is an important initial step to begin addressing a growing supply chain problem 
that critical infrastructure and specifically electric utilities will face in the coming years. 
As utilities take this important first step, they will find it helpful to work with vendors 
who understand the requirements and will ensure their Supply Chain Management 
Programs align with their customers’ needs. 

Process vs. Project

Much of what this paper has highlighted is similar to the analysis organizations 
need to perform in evaluating each product that will play a role within their CIP 
program, either as a direct CIP-applicable asset supporting a reliability task, as an 
infrastructure device or as an asset in the management of a CIP program. This is a 
large effort; therefore, many vendors take the time to evaluate product features and 
map those features to produce product sheets or case study guides that demonstrate 
to interested organizations how products can be leveraged to help solve compliance 
and security obligations. The approach taken by vendors to perform this mapping is 
greatly appreciated by organizations because it shows how the vendor thinks about 
its products as well as how it thinks about the CIP challenges facing customers. This 
feature- and product-mapping effort is a process rather than a one-time project. It 
needs to be repeated frequently for vendors who are actively engaged and working with 
CIP organizations, because the standards are very dynamic. 
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For example, when organizations read through vendor mapping guides for current 
products and uncover “old tape” documentation that is referencing CIP version 1–3 
terms, applicability references, exclusions, capabilities and feature highlights, then 
the currency of the information, product features and customer references become 
a concern. Additionally, when an organization examines the lifecycle of a product or 
solution and considers the initial sale and ongoing support and maintenance of that 
solution, it also needs to consider the capabilities of the solution in support of future 
audits and the components of the product lifecycle extending into a dynamic CIP 
program. 

Looking to these future compliance features that will greatly assist an organization in 
telling its story to the NERC regional auditors, that information will help organizations 
respond to:

•   Data requests

•   RSAW (Reliability Auditor Standards Worksheets) 

•   Live audit responses to clarifying questions 

•   Self-certification efforts 

•   Product features that will aid in gathering supporting historical information to 
identify duration of violation 

FortiGate and FortiSwitch 
Both of the products reviewed perform CIP-applicable functions and could be sampled 
as in-scope assets during an audit. The product team at Fortinet will need to continue 
to make sure the FortiGate product is compatible with auditor tools currently in use to 
perform analysis of ESP rulesets. Auditors are widely utilizing the NP View product from 
Network Perception to review requested firewall rulesets. Fortinet is currently capable 
of exporting the ruleset in a format that is compatible with NP View. As Fortinet product 
features and NP View are updated, it will be important for Fortinet to continue to work 
with NP View and any other auditor tools used to ensure compatibility and accuracy of 
the analysis performed by the auditor tools.

Both FortiGate and FortiSwitch can collect information related to configuration tracking 
and change management reports with specific details to support auditor questions 
regarding interface modifications, administrative access and patch tracking. Integrated 
capabilities to obtain the data through FortiManager or device export capabilities from 
these devices to a third-party device for integration into audit reports, demonstration of 
historical configuration state, the ability to show which modifications were performed 
by whom and integration into ticketing systems to demonstrate approvals will help 
an organization defend that the Fortinet solutions not only have been configured in 
a manner that meets the compliance requirements, but also have been managed in a 
manner that can demonstrate compliance for the audit period. 
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FortiSIEM and FortiManager
Both of these products are additive to a CIP program. An organization could manually 
visit and pull logs from each device in scope and manually collect alerts generated by 
capable devices, and in some cases even automate the collection of these logs and 
alerts through scripts. Most organizations, however, have chosen to deploy additional 
technologies that ease the burden of these ongoing compliance processes. 

Leveraging the investment of a SIEM will most certainly help organizations build 
informative dashboards that display a tremendous amount of information that 
will help security operations center analysts and incident responders develop CIP-
specific dashboards that can also easily display informative dashboards to an auditor. 
Ideally, such a dashboard would display the required logs and alerts from capable 
assets. Choosing to deploy a SIEM creates additional CIP assets to manage under an 
organization’s CIP program; however, the security and compliance benefits of adding 
the solution will significantly offset the compliance obligations of managing an 
additional system. 

In a similar way, FortiManager is not required to perform electric system reliability 
tasks—rather, it is a system being introduced into the scope of a CIP program due to the 
Cyber Asset management capabilities. An organization with multiple Fortinet products 
in the scope of its CIP program would benefit from a single-pane-of-glass asset 
management approach and common reporting for audit support. 

Conclusion

When selecting products and vendors for mission-critical operational systems that are 
subject to stringent regulatory compliance, entities must take special care to ensure 
the right marriage is made. Utilities need to understand they are not just selecting 
technology; they are selecting a partner who will work with them to make their way 
through the confusing technical implementation of a CIP project and through the long, 
detail-oriented process of maintaining a CIP program. Avoid the eye-catching marketing 
and sales outreach efforts to showcase a “CIP-compliant” solution; recognize it is a 
myth. Select the best partner ecosystem for your operating environment that provides 
CIP compliance and security features to support your team’s needs. Within that solution 
ecosystem, identify the product capable of being configured and supported in a 
compliant manner. Ensure the product you selected has capabilities to assist your team 
in demonstrating compliance when your audit occurs. 
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