
The abrupt shift to remote work 
last year sent many state and 

local agencies scrambling to support 
employees. That meant implementing 
cloud, increasing virtual-private networks 
and adopting emerging technologies such 
as robotic process automation, all while 
trying to secure information technology 
infrastructures. But now that the health 
crisis has subsided enough to enable 
reopening, new security challenges are 
being unmasked.

While 2020 was the year of the pivot, 
2021 is the year of the hybrid, experts 
say. Workplaces, the way people work 
and the threat actors have all changed 
and none will look the same as they did 
before the COVID-19 pandemic. For 
instance, a blended workplace in which 
some employees come to the office while 
others are offsite will become the norm. 

Another way that governments’ 
embrace of telework is changing 
workplaces is by removing geographic 
barriers. Remote work opens the 
possibility of hiring workers who don’t 
live locally. For smaller governments that 
can’t afford a 24-hour security operations 
center or retain a local cyber expert, this 
can be game-changing.

41% -- amount of government 
employees who expect to telework 
an average of three days a week post-
pandemic, with another 41% saying 
they expect to telework four or five days 
a week (Source: Science Applications 
International Corp.

But the situation has a downside, too. 
Most immediately, the changes drastically 
increase the attack surface by adding to 
the number of devices that are connecting 
remotely to networks. Between March 

8 and 22, 2020, alone VPN usage in the 
United States increased by 124% per 
week. Although VPNs are encrypted by 
default, that doesn’t guarantee security. 
IT managers must inspect the network 
to ascertain whether something else in 
a home office has penetrated the work 

device.
The solution is the adoption of zero 

trust approach. It involves two- or 
multifactor authentication to validate 
users but also checks that the IP addresses 
associated with the employees are 
correct and that they’re accessing the 
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Teleworking by the Numbers

27%	 amount	that	teleworking	increased	among	state	and	

local	government	employees	(Source:	Center	for	

State	and	Local	Government	Excellence)

64%	 amount	of	state	employees	report	teleworking	for	

eligible	positions		(Source:	Center	for	State	and	Local	

Government	Excellence)

19%	 amount	of	local	employees	report	teleworking	for	

eligible	positions		(Source:	Center	for	State	and	Local	

Government	Excellence)

80%	to	90%		
amount	of	employees	who	were	remote	in	March	

2020	(Source:	Meritalk)
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network at a reasonable, not anomalous, 
time. Additionally, it includes access 
management to ensure that someone 
working remotely cannot see data outside 
their authorization. Another crucial cyber 
defense tool is basic cyber hygiene, which 
has become more important than ever 
with the increase in ransomware attacks. 
Between July and December 2020, 
Fortinet’s FortiGuard Labs documented 
a sevenfold increase in ransomware 
activity.  Instead of targeting holes in 
enterprise networks, they simply targeted 
home office networks that have holes 
everywhere. Bad actors penetrate those 
machines and used them as a hop point 
into the enterprise.

Ransomware is rampant, especially 
among state and local governments, 
simply because it works. The emergence 
of cryptocurrencies facilitated payment 
methods for agencies that need to get their 
data back or to keep it from being leaked. 
Also contributing to the proliferation 
is how easy it to deploy ransomware. 
Dubbed ransomware-as-a-service, bad 
actors don’t have to write the code, just 
rent it from those who can, and share the 
profits. 

Additionally, hackers are starting to use 
multiple attack modes simultaneously. For 
instance, they’ll execute a big denial-of-
service attack while also unleashing a 
spear phishing campaign in hopes that the 
defending agency is too distracted by the 
former to notice the latter.

Modular code is also gaining traction 
with attackers. Built from ‘best of breed’ 
functions in existing malware, it allows, 
for example, for combining code that 
efficiently gains  access to a target, with 
another piece of malware’s ability to 
rapidly spread laterally. Some malware 
code can also do different things, for 
example, take over a computer to use its 
processor to mine for cryptocurrency or 
rent it out as part of a botnet.

There are three main ways to fight back 
- implementing the basics, recognizing the 
power of an integrated ecosystem and zero 
trust.

Besides hygiene, cyber basics include 
continuously patching internet-exposed 
assets and backing them up. Agencies 
often overlook these fundamental steps on 
the hunt for more sophisticated defenses, 
but that’s like planning Super Bowl plays 
when you can’t walk to the refrigerator 
without huffing and puffing, according to 
one cybersecurity expert.

Second, use a security platform that 
enables all of the assets in an IT and 
security ecosystem to leverage AI and 
Machine Learning to communicate, 
cooperate and exchange data efficiently 
and cost-effectively. Without that, agencies 
risk upgrading parts of their infrastructure 
and looking at problems in isolation 

without seeing how they relate in the big 
picture. Synergy can increase effectiveness 
at little or no additional cost.

The third element is zero trust - a 
strategy that recognizes that no agency’s 
defenses will be perfect. Rather than 
giving free rein within the network, 
recognizing that any device or user 
account can be compromised, therefore 
operating by assigning each action the 
minimum privileges, limiting access to 
that needed to accomplish the task at hand, 
and verifying each and every action. Any 
network can be breached, but governments 
can take actions to minimize the effects of 
compromise. 

Challenges to cyber investments
The	pandemic	took	an	economic	

toll	on	state	and	local	agencies.	

The	Center	on	Budget	and	Policy	

Priorities	reported	that	revenues	

were	7.8%	below	pre-COVID	

projects	in	January,	when	it	said	

that	states,	localities,	tribal	nations,	

and	U.S.	territories	face	shortfalls	

of	about	$300	billion	through	fiscal	

2022.	“If	states	fully	spend	the	

roughly	$75	billion	in	reserves	they	

held	heading	into	the	pandemic,	

that	estimate	drops	to	$225	billion,”	

CBPP	added.

Federal	efforts	to	help	states	in	the	form	of	the	Technology	

Modernization	Fund	and	the	Coronavirus	Aid,	Relief,	and	Economic	

Security	(CARES)	Act	are	helping	agencies	make	up	some	of	the	

difference.	The	trick	is	that	chief	information	and	chief	information	

security	officers	need	to	know	how	to	prioritize	their	investments.	

“Software-defined	networking	is	a	great	place	to	spend	money	

because	it	gives	you	the	ability	to	have	this	kind	of	flexibility	about	

where	you	work,	how	you	work,”	said	James	Richberg	a	Fortinet	

field	CISO.	It	lets	IT	managers	tune	the	settings	for	things	users	care	

about	while	showing	senior	leaders	that	they	can	have	a	workforce	

that	works	from	anywhere	and	is	still	protected.
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Automation addresses today’s need 
to protect against old and new 

threats in established and innovative 
ways. Automated monitoring takes the 
guesswork out of what’s on the network 
and augments security for state and local 
agencies that can’t afford human cyber 
experts.

Automating security “allows us to 
turn what is currently one of our big 
vulnerabilities into an asset,” said James 
Richberg, a field CISO at Fortinet, a 
global cybersecurity leader. In other 
words, it takes all the vulnerable entry 
points and turns them into sensors of 
anomalous and potential malicious 
activity.

“Digital connectivity, 5G, IoT, 
software-defined networking. While 
part of ‘the attack surface’ those are not 
things any organization wants to ignore . 
They are core to digital transformation,” 
he added, but they bring risk and 
vulnerabilities and must be managed. “If 
the things I have to manage are talking 
to each other, I’m taking this digital 
attack surface and making it a big sensor 
network,” Richberg said.

Technologies such as artificial 
intelligence and machine learning (AI/
ML) take protection a step further, 
making sense of activity on the network 
in real time, flagging problems and 
blocking them because the AI/ML is 
tuned to and reacting to known and 
potential threats across the world, not 
just at the protected agency. “That’s 
really important for state and local 
government organizations,” he said. 
“A threat may be hitting a government 
somewhere else in the country, 
somewhere else in the world. It may be 
hitting another sector of the economy 
entirely, and you’re getting inoculated 
against it before it’s even focused on 
you.”

About half a million organizations 
worldwide use Fortinet products to get 
and stay secure, which means 6 million 
devices are using Fortinet security, all 
looking for anomalous and threatening 
activity and pooling data. It’s the 
definition of safety in numbers, and AI, 
ML and automation are the only way to 
do it.

“If you look at the data from 6 million 

devices, it’s an average of 100 billion 
pieces of security data a day. There are 
not enough people on Earth, much less 
in Fortinet or the cybersecurity industry, 
to make sense of that,” Richberg said. 
“You have to automate it.”

Agencies don’t have to use Fortinet 
products to take advantage of the 
company’s security. More than 400 
solutions from other companies are 
part of its ecosystem, and it can bolster 
security on premises and in the cloud. 
For instance, agencies that want to 
use Amazon Web Services tools can 
feed them with the threat intelligence 
from the Fortinet platform. Many 
public-sector organizations are not 
fully in the cloud or fully on premises, 
in part because they may be dealing 
with different vendors and providers, 
which have different controls. That 
inconsistency can create gaps that 
become vulnerabilities. Because Fortinet 
works in all environments, it closes 
those gaps.

“Cybersecurity is too important to 
be parochial with your threat data,” 
Richberg said.

GameChanger Blended Workplace

Protect a hybrid environment
Automation is crucial to monitoring dynamic on-prem and cloud environments.

Automation in action
Fortinet	deployed	endpoint	

detection	defense	and	response	

technology	in	three	school	systems.	

It	caught	not	only	known	malware,	

but	ransomware	that	was	coming	

in	and	defused	it.	“In	those	proofs	

of	concept,	it	actually	saved	those	

school	districts	from	having	the	bad	

day	of	ransomware	that	would	have	

taken	them	offline	entirely,”	Richberg	

said.

SPONSORED BY:PRODUCED BY:

GCN | Fortinet | Gamechanger.indd   3GCN | Fortinet | Gamechanger.indd   3 6/21/21   12:14 PM6/21/21   12:14 PM


