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INTRODUCTION
In this test, all participating products were exposed to
almost 300,000 spam emails. The typical spam email hasn’t
changed significantly in the past decade and generally
promotes a medical product or a dating site, or offers
some financial gain. The products promoted via spam are
unwanted and often (though not always) illegal. Though
opening and interacting with such emails is generally unwise
and is not recommended, from a computer security point of
view they aren’t actually harmful.
It would certainly be unwise to interact with emails based
on the sextortion scam, a great many instances of which we
saw in this test – mostly the variant that didn’t even include
a password or part of a phone number to add credibility.
But even falling for this kind of scam wouldn’t harm your
computer.
In any case, almost all of these emails were blocked by the
products on test. The average product in this test missed
fewer than one in every 1,000 spam emails, which serves
as a reminder that spam, while not a problem that has been
solved, is a very well mitigated one.
Things were a little bit different when it came to the almost
500 emails with a malicious attachment. Though the average
product still blocked almost all of them, about one in every
230 such emails slipped through the filters. That is a huge
difference and means that even a relatively small campaign
of 100,000 emails would have seen more than 400 of them
end up in users’ inboxes.
In fact, it is the small size of such malicious campaigns
that helps them to stay under the radar. The same is true
for malicious campaigns where the payload is spread via
a link, or where a link leads to a phishing page: because
of their small size, they do a better job of staying under
the radar.
Thankfully, security is almost always multi-layered and
before it can run and do any damage the typical piece of
malware delivered via spam also requires some successful
social engineering, and the bypassing of local security

protections. Still, one is right to expect one’s email security
product to significantly reduce the number of emails that
makes it to the user’s inbox.

TEST SETUP
The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspammethodology/.
The test ran for 16 days, from 12am on 10 November to
12am on 26 November 2018.
The test corpus consisted of 268,772 emails. 263,475 of
these were spam, 180,362 of which were provided by
Project Honey Pot, with the remaining 83,113 spam emails
provided by Abusix. There were 5,077 legitimate emails
(‘ham’) and 220 newsletters, a category that includes
various kinds of commercial and non-commercial opt-in
mailings.
Moreover, 462 emails from the spam corpus were found to
contain a malicious attachment; though we report separate
performance metrics on this corpus, it should be noted that
these emails were also counted as part of the spam corpus.
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SC rate: 99.99%
FP rate: 0.00%
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Abusix SC rate: 99.97%
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Fortinet’s FortiMail appliance has been taking part in
Virus Bulletin’s VBSpam tests since 2009 and in the ten
years since, it has not failed a single test. While that in

itself is impressive, the product has also consistently
ranked among the top performers in the test, and has
achieved a VBSpam+ award in every test for three years in
a row. In the most recent test, Fortinet missed fewer than
one in 10,000 spam emails, didn’t miss any of the emails
with malicious attachments, and avoided false positives
altogether, giving it the second highest final score among
participating products.
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