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ESG Validation Reports
The goal of ESG Validation reports is to educate IT professionals about information technology solutions for
companies of all types and sizes. ESG Validation reports are not meant to replace the evaluation process that
should be conducted before making purchasing decisions, but rather to provide insight into these emerging
technologies. Our objectives are to explore some of the more valuable features and functions of IT solutions,
show how they can be used to solve real customer problems, and identify any areas needing improvement.
The ESG Validation Team’s expert third-party perspective is based on our own hands-on testing as well as on
interviews with customers who use these products in production environments.
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Introduction
This ESG Lab Validation details ESG’s hands-on testing of the Fortinet FortiSIEM unified event correlation and risk
management platform. ESG Lab focused on validating the ability of FortiSIEM to provide rapid detection and remediation
of security, performance, and compliance from a single platform, performing collection and analytics with one engine.
Testing was designed to explore how the solution can simplify event identification and remediation for IT teams while
providing insight into performance, availability, configuration changes, and compliance.

Background
The ever-increasing volume and velocity of threats has made cybersecurity one of the top IT concerns. Indeed, according
to ESG research, strengthening cybersecurity is a business initiative that 44% of respondents—the largest percentage—
believe will drive the most technology spending at their organizations over the next 12 months. 1 Complicating the drive to
secure their organizations is the global cybersecurity skills shortage—51% of organizations report that they have a
problematic shortage of cybersecurity skills in 2018, up from 45% in 2017 (see Figure 1). 2

Figure 1. Areas of IT Skills Shortage
In which of the following areas do you believe your IT organization currently has a
problematic shortage of existing skills? (Percent of respondents, N=620, multiple
responses accepted)
Cybersecurity

51%

IT architecture/planning

33%

Server/virtualization administration

26%

Data protection (i.e., backup and recovery)

26%

Application development

25%

Compliance management, monitoring and reporting

25%

Business intelligence/data analytics

25%

Mobile application development

24%

Network administration

23%

Storage administration

22%

Database administration

22%

Enterprise mobility management

21%

Help desk/service desk

19%

Systems management and monitoring

19%

We do not have any IT skills shortages

8%
Source: Enterprise Strategy Group

Because of this perennial skills shortage, organizations are seeking more efficient and effective cybersecurity tools. In the
current security model, organizations often attempt to gain efficiency with a security information and event management
(SIEM) solution that can provide centralized cybersecurity data collection and analysis.
1
2

Source: ESG Master Survey Results, 2018 IT Spending Intentions Survey, December 2017.
Ibid.
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What is needed is a solution that:
• Can leverage data from the security operations center (SOC), as well as performance, availability, change monitoring,

and compliance data from network devices and hosts from the network operations center (NOC).
• Operates in a single network/security ecosystem.
• Provides organizations with the real-time, cross-correlated analytics and intelligence they need to efficiently and

effectively secure and manage operations in the modern IT environment.
• Can improve visibility and device discovery to minimize and/or close security gaps from unknown devices.

ESG Lab validated that Fortinet FortiSIEM brings context to security, availability, performance, and compliance data
collected across the IT environment. Physical and virtualized systems, network devices, applications, and public and private
cloud data are collected and analyzed to provide advanced security and operational intelligence, rapid incident
identification and response, and change and compliance monitoring and reporting.

Fortinet FortiSIEM
FortiSIEM is a platform that gives organizations a set of controls for diverse IT teams and can control what each team has
access to with granular, role-based access. FortiSIEM is offered as a pre-built, 64-bit virtual appliance that runs in VMware
ESX, Amazon Web Services (AWS) AMI, KVM, Microsoft Hyper-V, OpenStack, and Microsoft Azure (collector only)
environments. Multiple physical appliance models with varying levels of performance are available to provide a variety of
deployment options. The FortiSIEM architecture is a scale-out, enterprise- and service provider-ready, multitenant
framework. Each FortiSIEM Collector can monitor more than 10,000 security events per second (EPS) and more than 1,000
devices for performance and availability.

Figure 2. Fortinet FortiSIEM

Source: Enterprise Strategy Group

© 2018 by The Enterprise Strategy Group, Inc. All Rights Reserved.

Technical Validation: FortiSIEM

5

Multiple appliances can be deployed for larger environments. The customer provides the storage type of their choosing,
enabling them to own, manage, and control their historical reporting data. The FortiSIEM Configuration Management
Database (CMDB) engine automatically discovers all the elements (devices, applications, users, IoT devices, etc.)
connected to the network, and their respective interrelationships. The tool delivers a comprehensive and holistic
topology map that continues to self-learn and report on any changes beyond the initial baseline. The FortiSIEM
Configuration Management Database (CMDB) is a PostgreSQL database designed for secure access and high
performance.
FortiSIEM collects data from thousands of varieties of systems and devices without requiring the use of agents.
FortiSIEM offers an optional agent for Windows to provide enhanced functionality over Windows Management
Instrumentation (WMI), which includes features such as file integrity checking and the ability to reduce chatter between
Windows and FortiSIEM. The appliance-based architecture is inherently scalable to facilitate the addition of appliances
or storage on the fly. Below is a brief synopsis of some of the services provided by FortiSIEM:
Statistical Anomaly Detection—FortiSIEM leverages machine-learning algorithms to profile traffic and metrics for all
devices on the network, detecting anomalies while learning behaviors.
Threat Intelligence Center—The Threat Intelligence Center enables organizations to aggregate, validate, and share
anonymous threat data gathered from the customer base, providing benchmark and threat detection intelligence to
customers in near real time.
External Threat Feed—FortiSIEM’s open API allows users to integrate public and private threat feeds into FortiSIEM and
cross-correlate the data with network and security data collected internally.
File Integrity Monitoring—The optional FortiSIEM Windows agent provides file integrity monitoring and simple
deployment to the entire network.
Synthetic Transaction Monitoring—Synthetic transactions are recorded and then replayed to simulate real user input
and activity. This process is designed to allow business applications to be tested and monitored the way customers will
use them, and to identify problems before they occur in production.
Business Services Dashboard—FortiSIEM offers organizations the ability to associate individual components—servers,
network devices, applications, databases, etc.—with the end-user experiences that they deliver, providing a
contextualized view into the availability of the business.

ESG Technical Validation
Rapid Detection and Remediation
FortiSIEM is designed to provide rapid detection and remediation of events in the context of security, performance, and
compliance management in one tool that can be used by both security and IT teams. Teams access and monitor the
resources and/or business services over which they have ownership. Organizations can enter specific credentials for the
devices they wish to monitor, and/or scan the network to discover all devices. Once discovered, devices can be categorized
and added to business services, so FortiSIEM can scan, monitor, and report incidents.
ESG Testing
ESG Lab began with a look at the FortiSIEM Incident Dashboard. As seen in Figure 3, the Incident Dashboard displays
security, performance, availability, and compliance data from diverse, heterogeneous servers, network devices, and
applications in one console. In this example, we see a performance alert from an ESX server, availability alerts from a
server and a network device, a potential compliance issue of startup configuration changes, and a potential security
© 2018 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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incident—excessive endpoint DNS queries. Users can filter content based on any functional area from which data is being
collected—security, performance, configuration changes, or others. Events and incidents can be grouped by any criteria,
including incident type, source, destination, username, etc.

Figure 3. FortiSIEM Incident Dashboard

Source: Enterprise Strategy Group

We clicked on an incident, which took us to the incident details screen, shown in Figure 4. This incident was triggered by
traffic from a known emerging threat site—which FortiSIEM identified via integration with public and premium threat
feeds. From here, remediation (in this case, blocking the offending IP) was initiated with a click.

Figure 4. FortiSIEM Incident Remediation

Source: Enterprise Strategy Group
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Why This Matters
Strengthening cybersecurity is a business initiative that 44% of respondents to ESG research—the largest percentage—
believe will drive the most technology spending at their organizations over the next 12 months. 3 Organizations often
attempt to leverage a SIEM solution to collect data from perimeter security and point solutions to consolidate security.
Zero-day threats and compromises can evade detection with the traditional SIEM approach, which presents thousands
of events per hour for manual analysis. A solution that can leverage data from security devices as well as performance,
availability, change monitoring, and compliance data in a single ecosystem can provide organizations with the real-time,
cross-correlated intelligence they need to secure and manage operations in the modern IT environment.
ESG confirmed that Fortinet’s FortiSIEM delivers context, visibility, and rapid response by cross-correlating security,
performance, and availability data from heterogeneous systems. This enables a security organization to discover,
investigate, and respond to security, performance, and availability events rapidly, which provides the tools needed to
address incidents completely with swift, focused, confident action. By shortening the time from detection to resolution,
organizations can shave valuable time off their remediation processes, saving not just time, but effort, and money.

Automated Monitoring and Incident Response
FortiSIEM can automate both monitoring and response to threats to minimize impact and downtime while enabling IT and
security teams to focus on more proactive activities. ESG Lab examined FortiSIEM notification policies, which provide the
ability to automate detection and response to incidents across the environment.
ESG Testing
As seen in Figure 5, the notification policies can be configured to execute based on multiple criteria including severity, time
range, affected elements, and rules defined in the CMDB. Thousands of rules and event types are predefined in the CMDB,
and they are often consolidated to contain many events of the same category under a single rule. For example, the
FailedLogin rule contains definitions for 528 different failed login types. Rules are readily extensible by the customer. For
example, simply by adding a new event type in the CMDB, a new failed login type for a new device will automatically be
included in the single rule FailedLogin.

Figure 5. FortiSIEM Automation with Notification Policies

Source: Enterprise Strategy Group
3

Source: ESG Master Survey Results, 2018 IT Spending Intentions Survey, December 2017.
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When configuring a notification policy, multiple, diverse actions can be combined and executed in concert, as shown in
Figure 6. These actions include remediation scripts—users can leverage dozens of included scripts that can perform actions
appropriate to the incident against systems and devices across the IT environment or import their own. Integration policies
can automate ticket creation on integrated platforms such as ServiceNow, and Remedy tickets can be generated
automatically.

Figure 6. Creating a Notification Policy

Source: Enterprise Strategy Group

Why This Matters
In 2018, 51% of organizations report that they have a problematic shortage of cybersecurity skills, up from 45% in
2017. 4 Organizations are seeking enhanced efficiency and efficacy, and are turning toward automated, or automatable
tools to alleviate the burden of manual or repetitive tasks.
FortiSIEM collects data from heterogeneous host systems, network devices, and security platforms in an organization
and adds real-time context, analytics, and alerts for a more complete understanding of the environment than can be
afforded with a traditional SIEM system. FortiSIEM enables rapid, efficient analysis and identification of incidents using
data from multiple domains quickly and automatically with a high degree of confidence. ESG Lab has confirmed that
FortiSIEM was able to capture, index, and analyze real-world network traffic consisting of hundreds of millions of daily
events from thousands of devices and systems, and provide concise, real-time, actionable intelligence.
FortiSIEM can automate both monitoring and response to threats and incidents to minimize impact and downtime while
enabling IT and security teams to focus on more proactive activities.

4

Source: ESG Master Survey Results, 2018 IT Spending Intentions Survey, December 2017.
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Monitoring and Managing Business Availability
The FortiSIEM platform is engineered to help organizations better monitor and manage the availability of their businesses.
Unlike traditional SIEMs, FortiSIEM associates the individual elements that make up business services. Servers, network
devices, databases, and applications are monitored as parts of a complete organism to provide deeper visibility into the
status of the business. FortiSIEM provides dozens of preconfigured reports that apply advanced analytics to collected data
and provide insight into performance, availability, and security of business services across every discipline of IT.
ESG Testing
ESG Lab defined a Business Service in FortiSIEM based on a Payment Card Industry (PCI) security standards-compliant
payment processing environment. PCI security standards set the technical and operational requirements for organizations
that accept or process payment transactions. PCI standards also cover software developers and manufacturers of
applications and devices that are used in those transactions. In this scenario, we emulated a business that conducts ecommerce via an online webstore.

Figure 7. Defining a PCI-compliant Business Service

Source: Enterprise Strategy Group

A typical PCI-compliant environment will include many different types of devices and applications, from back-end storage,
databases, and analytics, to web applications, network and security devices, and services, including gateways, firewalls, and
load balancers. All these devices and apps must adhere to the PCI standards. FortiSIEM made it easy to select all the
devices and applications associated with the PCI environment and add them to the PCI Service business service in one click.

© 2018 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure 8. Business Service Reporting

Source: Enterprise Strategy Group

FortiSIEM provides the ability to run detailed reports on all business services. Figure 7 shows just a few of the built-in
reports for PCI compliance. These reports would automatically run against all devices and applications in the PCI Services
group.

Why This Matters
The complexity of IT infrastructure is increasing—more than two-thirds of surveyed organizations said that their IT
environment has gotten more complex in the last two years. 5 Data growth and the rapid proliferation of virtualized
applications are increasing the cost and complexity of securing and protecting business-critical applications and the
hardware and software assets that power them.
A solution that can combine independent, heterogenous elements into logical groupings that reflect the customerfacing services that are at the core of an organization’s business and enable organizations to monitor those services
holistically, can significantly improve business availability while reducing time and effort.
ESG was able to create a business service that reflected a complex payment card application that required PCI
compliance in just a few clicks, then monitor that application, and all the individual components that made it up,
validating the availability of the service in the multiple contexts of security, performance, availability, and compliance.

5

Source: ESG Master Survey Results, 2018 IT Spending Intentions Survey, December 2017.
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The Bigger Truth
Many factors are driving the focus on improving cybersecurity, from the previously cited cybersecurity skills shortage and
increasing volume and velocity of threats to the increasing complexity of IT infrastructure—more than two-thirds of
surveyed organizations said that their IT environment has gotten more complex in the last two years. Thus, organizations
are seeking enhanced efficiency and efficacy, and, according to ESG research, 36% of organizations cited improved
security/risk management as their most important IT investment justification, the most-often cited survey response. 6
At the same time, the cost of downtime is enormous; depending on the industry, organizations lose hundreds of thousands
to millions of dollars for every hour of downtime from lost productivity and revenue, missed opportunities, and loss of
reputation and customers.
Fortinet designed FortiSIEM to be an effective and efficient IT, network, and cybersecurity operations management
platform, providing both real-time and historical analytics with fast, automated responses to both simple and complex
cross-domain incidents covering business services across the entire IT ecosystem. Cross-domain experience can be used by
organizations to improve response and remediation times while reducing costs.
ESG Lab tested FortiSIEM and found that the user interface was easy to use, and FortiSIEM’s rapid correlation of events
enables quick and decisive identification of important events, leveraging insight across the entire IT spectrum for
automated investigation and remediation. FortiSIEM takes this one step further with the concept of business services,
collections of interdependent devices, services, and applications that together comprise a core business function.
FortiSIEM provides the context IT teams need to be able to monitor a business service as a holistic entity, and address
issues within individual components that may threaten business availability.
In the opinion of ESG Lab, FortiSIEM’s unique capabilities in cybersecurity and IT operations management provide the realtime and historical analytics—with correlated context—needed for organizations to confidently detect and resolve
anomalous activity and incidents and preserve business continuity.

6

Source: ESG Master Survey Results, 2018 IT Spending Intentions Survey, December 2017.
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