SOLUTION BRIEF

Fortinet and Claroty Comprehensive
ICS & SCADA Cybersecurity Solution
Higher visibility and faster time-to-value for automated,
integrated security monitoring and access control
Digital Transformation and Increasing Cyber Risks
Industrial organizations are embracing digital transformations (DX) to move faster for
increased production and reduction in costs. The transition includes adopting Internetconnected networks, industrial control systems and IoT devices that can often increase
cyber risks in operational technology (OT) environments. Cybercriminals leverage industrial
DX and IoT cyber risks to aggressively target OT networks and assets.
Traditional IT solutions are unable to address risks met by industrial control networks,
processes and assets in production environments. And, many industrial companies
discovered that even with the OT networks not directly targeted, organizations can
experience millions in losses through disrupted productivity in plants and factories.
Fortinet and Claroty have partnered to assist Industrial organizations with adapting their OT
networks to the evolving cyber-risks to ensure safety, reliability and production.

The Claroty and Fortinet Joint Solution
The partnership between Claroty and Fortinet leverages the Fortinet Security Fabric
to extend broad OT visibility and IoT coverage deep into the lowest levels of industrial
networks resulting in more coverage, faster deployment and less noise. The comprehensive
solution combines Claroty Continuous Threat Detection (CTD) with Fortinet’s Security
Fabric, including FortiGate and FortiSIEM.

Solution Components
nnFortinet

- Fortinet Security Fabric
– FortiGate, FortiSIEM

nnClaroty

- Claroty Continuous
Threat Detection (CTD), Claroty
Enterprise Management
Console, Claroty CTD Sensors

Joint Solution Benefits
nnReal-time

and unified, fullspectrum visibility and protection
across IT, OT and IoT networks

nnFaster

detection, response and
resolution across a broader array of
OT and IoT assets, and protocols
and communications in SCADA

nnAgentless

discovery of OT and
IoT assets and vulnerabilities

nnEnhanced

Integration with FortiGate
The integration of Claroty Continuous Threat Detection (CTD) with FortiGate, Fortinet’s Next
Generation Firewall, enables a seamless transformation of CTD’s OT asset inventory with
detailed attributes, virtual zones, and reduced alerts into enforceable firewall policies.
nnCTD’s

Virtual Zones are sent to FortiGate and automatically create Address Groups. These
Address Groups can then be used by FortiGate users to create Firewall policies, which are no
longer based on minimal information such as an asset’s IP or MAC address, but can now be
managed within a rich OT context as an asset type (PLC, HMI, RTU, etc.), vendor and model,
firmware version, OS, applicable CVEs, zone, criticality, and much more.

nnCTD’s

alerting policies automatically create firewall rules in FortiGate and provide the
needed enforcement of policies to block unwanted or malicious communications, and to
serve as a complete segmentation tool.

OT network and asset
threat contextual information
to FortiGate for controlling and
enforcing policy and protection
across precise points in OT networks

nnAsset inventory and alert context

from CTD to FortiSIEM for centralized
visibility, correlation, and automated
response and remediation
nnSafe,

secure and reliable operations
in large, complex industrial
networks with strengthened IT, OT
and IoT security
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Integration with FortiSIEM
Fortinet’s SIEM tool, FortiSIEM, is fully compatible with CTD’s asset inventory and alerts that are shared via Syslog. With this integrated and
automated capability, customers can leverage their existing SIEM-based workflows and monitoring processes to perform efficient security
operations activities for their OT networks, in the same fashion as they do for their IT networks. Syslog messages that require configuration
can automatically be sent by the system for:
nnAlerts

and alert resolutions

nnEvents

(related to the alerts)

nnBaselines

and deviations

nnSystem

status checks

nnSystem

health monitoring information

The joint solution with FortiGate secures the gateway between IT and OT networks, and
through its integration with FortiSIEM, enables rapid, informed response with OT asset
details and threat context.

Figure 1: The figure above illustrates an example deployment showing CTD components in a widely-distributed environment with local monitoring and
remote sites communicating with Claroty’s Enterprise Management Console (EMC), commonly found in an IT-OT SOC.

Claroty Platform
The Claroty Platform consists of multiple integrated software applications that work in concert for the best visibility and OT security
available. Those most directly involved in our integration with Fortinet Security Fabric are:
nnContinuous

Threat Detection (CTD) – This server software can be run as a virtual machine, a physical appliance within the network (such
as a 1RU rack mounted or din-rail device) or configured to run on a ruggedized PC-type of platform that meets Claroty-published server
requirements. CTD deeply inspects all OT network traffic without agents or impact to operations.

nnCTD

Sensors – Provides a secure and easy deployment, as well as powerful services for rapid, reliable, and bandwidth-optimized
communication. Lightweight sensors provide full visibility into remote/segregated network segments by capturing, analyzing and
forwarding traffic back to the CTD server.

nnEnterprise

Management Console - The Enterprise Management Console (EMC) is usually located at the Security Operations Center (SOC)
or in the corporate site. It displays information aggregated from all sites on its web interface or integrates with other applications. The
EMC displays the network diagram, statistics and alerts for each site and overall netflow statistics. The interface provides a unified, global
dashboard, consolidating data from multiple sites, showing their assets, activities, alerts and access requests.
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Fortinet Security Fabric
The Fortinet Security Fabric allows security to dynamically expand and adapt as more and more workloads and data are added. Security
seamlessly follows and protects data, users, and applications as they move between IoT, devices, and cloud environments throughout
the network. FortiGate is the foundation of the Security Fabric, expanding security via visibility and control by tightly integrating with other
Fortinet Security products and Fabric-Ready Partner solutions.

About Claroty
Claroty is the world’s leading industrial cybersecurity company. The Claroty Platform provides full-spectrum visibility across a rapidly growing
and opaque operational technology (OT) attack surface. Claroty’s technology delivers award-winning OT threat detection, continuous asset
monitoring and management, and risk assessment. Founded in 2014, Claroty is headquartered in New York City and is backed by global
investment leaders in cybersecurity, technology and industrial manufacturing, including Bessemer Venture Partners, Temasek Holdings, and
the investment arms of Siemens, Rockwell Automation, and Schneider-Electric among others. For more information, visit www.claroty.com.

www.fortinet.com

Copyright © 2019 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other
results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied,
except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in
such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal
lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most
current version of the publication shall be applicable. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this
publication without notice, and the most current version of the publication shall be applicable.
October 10, 2019 3:51 AM
513420-0-0-EN

D:\Fortinet\Solution Briefs\grey solution briefs\Claroty\sb-fortinet-and-claroty-comprehensive-ics-and-scada-cybersecurity-solution-v1

