SOLUTION BRIEF

FortiWeb and Qualys
Web Application Vulnerability Scanning and
Virtual Patching
Virtual patching is a great method to protect applications until they can be
permanently fixed by developers. Qualys and Fortinet offer an integrated
solution that scans applications for vulnerabilities with Qualys Web
Application Scanning (WAS) and protects them with Virtual Patching on the
FortiWeb Web Application Firewall (WAF). Once a vulnerability is discovered,
it’s protected by FortiWeb instead of issuing disruptive emergency patches
or worse, waiting weeks or even months for the developers to deploy a new
release while the application sits unprotected.
FortiWeb’s virtual patching uses a combination of sophisticated tools such as URLs,
parameters, signatures, HTTP methods, and others to create a granular rule that
addresses each specific vulnerability discovered by Qualys WAS. With this multi-faceted
approach to rule creation, FortiWeb minimizes the possibility that a scanner-based rule
will trigger false positives and won’t impact overall WAF performance.
Virtual Patching won’t take the place of the traditional application development process,
however it can create a secure bridge between the time a vulnerability is discovered and
the time a software release is issued to address it. In cases where it may not be possible
or practical to change the application code, such as with legacy, inherited, and thirdparty applications, FortiWeb’s virtual patching can provide a permanent security solution
for vulnerabilities.
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Qualys Web Application Scanning (WAS) is a cloud service that provides automated
crawling and testing of custom web applications to identify vulnerabilities including crosssite scripting (XSS) and SQL injection. The automated service enables regular testing that
produces consistent results, reduces false positives, and easily scales to secure a large
number of websites. It proactively scans websites for malware infections, sending alerts
to website owners to help prevent black-listing and brand reputation damage. Built on the
world’s leading cloud security and compliance platform, Qualys WAS frees you from the
substantial cost, resource, and deployment issues associated with traditional software
products. Known for its fast deployment, ease of use, and unparalleled scalability (scan
thousands of web applications), Qualys WAS is relied upon by leading companies around
the world.

About Qualys
Qualys, Inc. (NASDAQ: QLYS) is
a pioneer and leading provider
of cloud-based security and
compliance solutions with over
8,800 customers in more than 100
countries, including a majority of
each of the Forbes Global 100 and
Fortune 100. The Qualys Cloud
Platform and integrated suite of
solutions help organizations simplify
security operations and lower the
cost of compliance by delivering
critical security intelligence on
demand and automating the full
spectrum of auditing, compliance,
and protection for IT systems and
web applications. Learn more at
www.qualys.com.

FIGURE 1: QUALYS WAS SCAN RESULTS ARE IMPORTED INTO FORTIWEB; THEN FORTIWEB
VIRTUAL PATCHING AUTOMATICALLY CREATES NEW RULES TO PROTECT AGAINST NEWLY
DISCOVERED VULNERABILITIES.

Solution Benefits
Using FortiWeb with Qualys WAS gives organizations:
nnFewer

disruptions due to emergency fixes and test cycles by virtually patching vulnerabilities until they can be permanently fixed.

nnReduced

risk of exposure to threats between the time a threat is discovered until it is fixed by developers.

nnProtection

for legacy, inherited, and third-party applications where development fixes aren’t an option or are impractical.

nnMore

stability in application security patches as developers have more time to properly fix code vs. issuing emergency patches
that haven’t had time to be fully tested.

nnMinimized
nnMore

accurate FortiWeb reporting and identification of attempts to exploit vulnerabilities discovered by Qualys WAS.

nnAdditional
nnAn

false detections based on accurate and verified web application firewall alerts by Qualys WAS.

flexibility and granular management of FortiWeb’s Web Application Firewall policies based on scanning results.

enhanced solution that exceeds PCI DSS 6.6 compliance standards.

GLOBAL HEADQUARTERS
Fortinet Inc.
899 Kifer Road
Sunnyvale, CA 94086
United States
Tel: +1.408.235.7700
www.fortinet.com/sales

EMEA SALES OFFICE
905 rue Albert Einstein
Valbonne
06560, Alpes-Maritimes,
France
Tel +33 4 8987 0500

APAC SALES OFFICE
300 Beach Road 20-01
The Concourse
Singapore 199555
Tel: +65.6513.3730

LATIN AMERICA SALES OFFICE
Paseo de la Reforma 412 piso 16
Col. Juarez
C.P. 06600
México D.F.
Tel: 011-52-(55) 5524-8428

Copyright © 2016 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other
results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied,
except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in
such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal
lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most
current version of the publication shall be applicable.

Sep 12, 2016

