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Takahashi: Organized Crime 2.0 missing from
'Sopranos’

By Dean Takahashi
Mercury News
Article Launched: D&/07/2007 01:325:46 AM PDT

Theworld of Tony Soprano is about to come to an end with Sunday's final
episode of "The Sopranos. Over seven years, the award-winnning HBO TV
series offered insight into the business ofthe modern mafia, albeit based an
a fictional crime family in Mew Jersey. We got glimpses of garbhage contracts,
construction scames, protection rackets, illegal gambling, truck hijacking and
credit card fraud.

Click photo to enlarge

But missing from the list of criminal enterprises is cybercrime. Tony
Soprano, played by James Gandolfini, is a face-to-face communicator,
someane who iswary ofwiretapping and ather farms of electronic
surveillance. He isn't a laptop user and he didn't appear to cash in on the
frytiad weays to get rich from Internet-related scams.

In this phota, released by HBO in 2007,
Richard Stiennon, chief marketing officer at security firm Fortinet, says this s James Gandolfini porrays... (Craig

where "The Sopranos” falls short in its depiction of modern organized crime,  Pankenhemn FHBOZAF)

"Here they are heating people up with baseball bats, and a ot ofthe
criminals have moved anline " Stiennon said. "The opportunity has heen
growing with the growth of the Internet. Cyhercriminals are looking to expand.
They need an arganization to exploit those opporunities. It's like organized
crime 2.0."
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stiennon has been an expert on security for a while. Forwaork:, at PricesvaterhouseCoopers, he was a "white hat"
hacker. He would break into corpaorate networks to tell companies where their valernabilities were. He succeeded
every time, he said.

Mowe at Forinet,

which supplies security appliances that protect
hetwarks, he has been going around giving talks an
hiow wee hiave toosworry atbout how much money is
flowving through the illegal crime networks online.

Advertisement

Mortgage Rates Fall Again

in California/
$510,000 Mortgage for Under $1,498/Month!

1. Select Your State
Alabama v

Of codrse, a lot of security tech wvendors want us to
bie scared. They'll make mare money it we oy
enaugh armar to protect ourselves.

"Some like to take the attitude that this is all vendor
biype " hie said. "The problerm is there is so little
revelation of actual attacks. Companies like to stay
out of the news, even when they're attacked”
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But others e interviewed are raising the same

GGood ! alarms about organized crime. Like the mafia
depicted an the show, the nature of cybercrime has
Calculate evialved over the past seven years from "script
MNew Payment kiddies " or young kids who used autormated

programs to create "eyber graffiti,” to organized
efforts aimed at stealing a lot of money.

Michelle Dennedy, chief privacy officer at Sun Microsystems, said that in the past couple of years, the FBI and Secret
Service have been warhing that they're encountering much more arganized crime activity in cyberspace.

"Stealing identities is the new bank job," she said. "They go to chat rooms swhere they trade credit cards, using code
words. | don't knowe it you need to have moh bosses behind it. But itis organized crime.”

zhristian Desilets, research attorney for the Mational White Collar Crime Center, said the "Taony Soprano types" may
indeed be missing aut on electronic crime. But he added, "wWe do see them in offshore betting, but not as much in
electronic crimes. Butthe electronic criminals are organized. There are wery sophisticated operations linked to the
Fussian Mafia

Inits annual report on organized crime and the Internet Wednesday, McAfee said new criminal arganizations are
emerging to prey on Internet users and they're becoming mare sophisticated and scaoring bigger paydays.

Cne study cited by MoAfee said banks lost 52 billion lastyear through illegal access to online bank accounts last
wear. In 2005, the FBI estimated computer critmes cost LS. corporations $67 billion. With such stakes, yvou can het
tmost organized criminals are invalved. The FBI notes that a number of crime syndicates are based in Russia, hut
tnany cross horders.
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sStiennon contends arganized criminals anling nowy are split up, like vendors in a flea market. Some sell hacking
toals for spying on peaple ar stealing identities.

iothers use those tools to steal credit cards and data, including "hots " or programs that harvest identities from
unsuspecting Internet users. The FBI periodically shuts down these sites. The criminals put credit cards up for sale.
Still others will buy the cards and use them to buy merchandise in electranics stores. Since arganized criminals
have traditionally been linked to credit card fraud, expanding into online credit card theftis an easy expansion.

Here and there, evidence of arganized criminals using technology is emerging. [n 200%, thieves stole $423 million
from the London branch of the Sumitamo Mitsui Bank. They did so by posing as janitors, putting "keystroke loggers”
that captured keystrokes on computers, thereby stealing passwords from clerks who handled wire transfers.
Autharities traced the crime to a gang in Israel, and Stiennon noted that one person held far the crime was [ater
killed.

Ina series of incidents ranging from mid-20045 through January 2007, maore than 45 million credit card numbers
were stolen from Tdx, the owner of the TJ Max:, Marshalls and other retail chains. Stiennon said a number of those
card numbers have been used around the warld invarious kinds of fraud. One ring of criminals used the card
numbers to buy maore than 58 million in merchandise in Flarida.

other big cases have involved the purchase and sale of controlled drugs via Internet pharmacies ar credit card theft.
Extortion, one of the oldest traditional rmafia tactics, has moved online as hackers threaten to shut down Web sites
unless they're paid off.

mMearwhile, the federal budget aimed at stopping cybercrime doesn't add up to much, Stiennon said.

"“The sequel to the Sopranos will be cybercrime, with a ot ofyoung kids using computers " Stiennon said. "Tony,
assuming he's still alive, will he twping LOL" {Laugh out loud, a commaon ahbreviation in computer messages.)

Contact Daan Takahashi at dtakahashif mercunsnews.corm of (408) S20-5739,
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