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Third Party Validation: Independent, Authoritative, Unbiased

Service providers and enterprise network architects can benefit from the
adoption and deployrment of integrated tools that offer protection from

E-rnail abuse.

This Tolly Competitive Lab Test focused on anti-spamfanti-virus

effectiveness.

Tolly Group engineers tested the performance of
the Fortinet FortiMail-40004 against a Cisco
IronPort C350 E-mail Security Appliance.

Kevin Tolly

In accordance with The Tolly Group Fair Testing

Charter, Cisco IronPort was invited to review the
test methodology, offer suggestions for optimal
configuration of its product and comment on its
results,

2 Cisco IronPort representative provided insight
into tuning the configuration and updating
irmware of the C3250 appliance. Cisco IronPort
reviewed the results of its [ronPort C350,

on November 14th, 2007 Gisco fronPort confirmed the accuracy of

the resulls.

Read the entire |ab test

Features Verified on FortiMail-4000A

and IronPort C350

Feature/Function

FortiMail-4000A

IronPort C350

Supported / Not
Supported

Supported / Not
Supported
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Features Verified on FortiMail-4000A

and IronPort C350

Feature/Function

FortiMail-4000A

IronPort C350

Supported / Not
Supggtted

Supported / Not
Supported

No per-user anti-spam license
fee

No third-party anti-virus
licensing

Graylist anti-spam filtering

Transparent mode deployment

Server mode deployment

Gateway mode deployment

Per-mailbox policy

Configurable SMTP policy
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Spam Detection Percentage of

FortiMail-4000A vs. IronPort C350 Appliance
Based on 28,751 and 26,581 Live Corporate
Spam Messages Received”
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FortiMail-4000A

IronPort C350

Spam Processing Analysis of

Fortinet FortiMail-4000A versus IronPort C350

Category

FortiMail-4000A

IronPort C350
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Spam Processing Analysis of
Fortinet FortiMail-4000A versus IronPort C350

Inbound Messages Tested* 29,187 27,280
Total Spam 28,751 26,581
Spam Blocked Correctly 28,726 26,544

Spam Detection Percentage 99.91% 99.86%
False Negatives (Spam missed)| 31 out of 28,751 37 out of 26,581

6 out of 1,984 0 out of 261
False Positives (Classified as 2 :
SPAM but not actually spam) quarantined quarantined
messages messages
Legitimate Messages 426 out of 29,187 | 699 out of 27,280
Virus Messages Detected 4 out of 29,187 0 out of 27,280

FortiMail-4000A Anti-Spam Filtering Results

Based on 29,187 Incoming Live Corporate Messages Received

00.02%
M 1.46%-

[. 0.11%

0] 98.41%

O Spam blocked

B Legitimate messages correctly identified
B Spam missed (False negatives)

O False positives




IronPort C350 Anti-Spam Filtering Results

Based on 27,280 lncornmg Live Oorporate Messagee Received
00% M 0.14%

W 2.56%

097.30%

O Spam blocked

B L egitimate messages correctly identified
B Spam missed (False negatives)

O False positives

Test Bed Diagram

.....

E-mail fiow:
Live Corperate E-Mail 1. A mix of live legitimate and
(Legitimate & Spam) spam mails was forward fo the
from Internet DUT.
2. The DUT scanned and
o processed the messages
Firewall
3. After scanning, the DUT
forwarded the |agitimate mails to
External the corporate mail servers (MS
LAN switeh Exchange 2000 SF2).

; Microsoft Exchange Server /
Active Directory Service

LAN switch

Tolly Competitive Lab Test Result:

This Tally lab test showed that the Fortinet FortiMail-40004 is a5 accurate
at blocking spam as the Cisco IronPort C350 E-mail Security Appliance.




097.30%

OSpam blocked

Bl Legitimate messages correctly identified
B Spam missed (False negatives)

OFalse positives

Test Bed Diagram

Sresae E-mail flow:
= i
Live Corporate E-Mail 1. A mix of live legitimate and
(Legitimate & Spam) spam mails was forward to the
from Internet DUT.

2. The DUT scanned and
processed the messages

Firewall
3. After scanning, the DUT
forwarded the |egitimate mails to
the corporate mail servers (MS
LAN switeh E ge 2000 SF2).

Microsoft Exchange Server /

Momt. link ™

i 7 Active Directory Service

LAM switch

Tolly Competitive Lab Test Result:

This Tolly lab test showed that the Fortinet FortiMail-40004 is as acourate
at blocking spam as the Cisco IronPort C350 E-mail Security Appliance,
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