UTM devices simplify security

DAYE BAILEY

etwork security. vendors

Fortinet and Astaro both

launched systems last

week designed o combart
multiple threats while being easy
toset up and manage,

Fortinet released a branch
office undficd threat management
(LrEM) appliance called the FG-2448
thiat hias 24 10/100Mbit/s LAN ports,
P gigatbit LAN uplink ports and
bwer 10{100Mbit/s WAN ports.

Astare's Security Gateway U'TM
has been upgraded to version 7 and
can bt wsed ar branch and head

UTM options increase

= Fortinet and Astaro have both
launched network security kit

u Fortinet's is a branch office UTM
system while Astara has
upgraded its Secunty Gateway
system Loversion 7,

Kesting: “We're adding

switching to our
sacurity appliance, not
th other way rond”

offives, It enables users o encrypt
and decrypt email as well as to
deploy digital signatures based on
the $iMime and OpenPGP security
standards. Astaro has also added
SSL VPN functions and the ability
o cluster up w 10 of its systems
using the active-active model,
which improves performance and
aviilability.

Astaro said its contralised emafl
encryplion strategy offers trans
parency and uses no additional
client-side encryption software.
Unlike Fortinet's FG-2448, the prod-
uct is also available as a software
package that can be deployec on
commuodity hardware.

Fortinet uses a dedicated appli-
cation-specific integrated circuit-
[Asic) based approach. It relies on
its own proprietary tools to combat
viruses, spyware and spiam, and (o
provide intrusion prevention and
with content filtering, Many other
vendors prefer to license hestol
breed technalogies to run on their
hardware systems,

Fartinet used the liunch af [ty
UTM dppliance to take a swipe il
firms jumping on the network
access control (NAC) bandwagon
The company's UK director, "hil
Keeling, said, “There is a lot ol hype
around NAC, but it cannot ade-
quately protect against inside
threats, NAC is a feature, not a
market.”

Keeling also argued that hiy
firm's approach of adding switching
and rouring capabilities o a securl-
ty appliance is preferable o the
opposite method: grafting security
fearures onto an existng switch.
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