Fortinet takes security to next level

DAVE BAILEY

ctwork security vendor
Fortinet last week re-
leased vwo unified threat
management (UTM) sys-
tems aimed at large enterprises
and managed security service
providers (MS5Ps).
The vendor said
the new appliances,
the FortiGate 3210A
and 30168, are designed
to address the high-end security
and performance regquirements of
next-generation networks (NGMs)
“The 30168 will be a more data-
centre-focused device for things like
intra-V1LAN, intradomain firewalling
and network segregation,” said Phil
Keeting, Fortinet's UK regional divec
tor. “While the 38104 15 aimed more
at laver 7 content inspection using
antivirus, anti-spam, anti-spyware,
wilr filtering and intrusion preven-
tion system [IPS] engines.”
Keeling said the 3016E has 16

UMT devices for NGNs

= Fartinet has launched twa enter-
prise-class UTM appliances-

» The 30148 concentrates on fire-
wall and VPN throughput, while
the 3B10&is aimed more at Layer
T content inspaction,

The FortiGate 307168 has 16
Gigahit Ethemet SFP ports

Gigabit Erhernet Small Form-factor
Pluggable (5FP) ports. each of
which are accelerated using a new
applicationspecific integrated cir-
cuit {Asic) called the Network
Processor 2 (NP2). “This is how we
can ger wire-speed Arewall per-
formance and near wirespeed VPN
throughput.,” he added,

Both devices have redundant
and hotswappable power supplies.
while the option [or active/active or
active/passive failover ensures high
availability. Both models also bene-

fit froam Portinet’s optional Ad-
vanced Mezzanine Card (AMC)
expansion module, which Keeling
said would give additional hard
drive support as well as accelerated
10 Gigalit optical Small Form-factor
Plugeable (XFP) interfaces and giga-
hit SFP optical links.

Fortinet said the new UTM appli-
ancesare well suited (o securing such
high-bandwidth traffic as volce over
1P (VolP), IPTY and video/webh confer
encing applicanons.

“The amount of VolP traversing
firms’ data networks looks likely to
double 1in the next couple of years
and if you look ar the bandwidth
required by some of the up-and-
coming applications, to achieve
sufficient  antivirus and 'S
throughput, you can’'t do this
unless you have an Asicaccelerat-
ed platform,” Keeling said.

The FortiGate 38104 and 30165
will e available in Q3 through
Fortinet's channel parmers.
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