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Cyber threats are prevalent, Fortinet analyzes new security trends 
Enterprises have suffered massive economic losses associated with Internet security and data 

leakage. More hackers spread viruses and malware in a bid to reap profit.  

 

Derek Manky, security researcher for Fortinet, said with the prevalence of wireless 

connections, the number of vulnerabilities is on the rise. Manky recommended enterprises to 

deploy UTM solutions with multiple security functions including firewall, antivirus, antispam, 

IPSec VPN and web-filtering. Enterprise users are suggested to use a VPN or an SSL site for 

data transfer and adopt WEP or WPA encryption. Manky also mentioned that cyber crime is 

growing with financial gain as the main motivation. Enterprises with substantial customer data 

and credit card transactions are hackers’ primary targets. Enterprises are suggested to pursue 

PCI compliance. Rogue security applications are another emerging area of trickery and scams. 

Manky reckoned it is imperative to conduct security research and update patches in a timely 

fashion. Take Fortinet as an example, its seasoned FortiGuard Global Security Research team 

constantly monitors security vulnerabilities and generates prompt alerts. 

 

Keep an eye on periodical research reports 

Manky recommended a layered security approach to tackle the complex security risks. 

End-point security should be implemented to help mitigate threats such as smart mobile 

devices / USB keys / laptops from infecting an internal network. Enterprises should educate 

employees about the prevalent threats and ensure IT teams remain vigilant at all times. 
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