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Risks associated with watching online live broadcasts in office
Fortinet preaches Olympics security policies

Online live broadcasts of the Olympics are prevalent. In Hong Kong, Cable TV also
offers such channels. However watching the Olympics online in office may impact on
work performance and incur losses.

High-level risks associated with the worldwide mega event

Fortinet the security vendor is concerned about enterprise security threats posed by
the Olympics. Chris Simmons, Senior Product Marketing Manager, Fortinet said the
Olympics create spikes in Internet traffic, and with the increased amount of media
online for this year's Olympic Games, corporate networks will likely be put to the test.
The increased traffic and interest in the games also builds the perfect storm for
hackers and cybercriminals to do their bidding. As employees get emotionally caught
up in the Olympics games and results, they might inadvertently let their guard down
against network security threats.

Simmons added that even a simple search engine query for sites to watch the games
in action might lead to a compromising situation, as the number of sites containing
malware will likely spike. The result is that employees could be unwittingly drawn to
phishing sites or a compromised site that might download malware into the enterprise
network.

Flexible enforcement of web filtering

How to prevent employees watching Olympics videos and news in the workplace? To

combat these potential threat occurrences, Fortinet encourages a multi-threat

solution:

1. Adopt Web filtering technology, to offer a limited and controlled access for
employees looking to view streaming Olympics sites.




2. Update or strengthen security devices to combat threats such as malware and
intrusions.

3. Provide additional defenses during peak times so as to protect critical assets.
Identify and remove malicious payloads and exploit attempts before reaching the
end-user's computer.

Simmons suggested enterprises to instill clear policies on Internet usage to ensure
that employees are aware and understand the guidelines and consequences of not
observing these policies. To ensure compliance, enterprises using filtering tools to
control Web site access should inform their employees what types of sites will be
blocked. Enterprises can also make use of time-based filters to allow access during
non-working hours, such as before and after work and during lunch hours.
Alternatively, offer access to the games in common areas, such as staff lounge or
break room areas.

Stringent policies have negative repercussions

Simmons said challenges lie in evaluating employees’ emotions. Difficulties often
arise when policies come across as “draconian filtering practices” rather than a less
aggressive, “goodwill” approach, so a good communication process is very important.
Users tend to find workarounds when companies adopt an autocratic approach. This
situation can be circumvented by offering employees limited access, so they can
enjoy the games without impacting their work.

Fortinet strongly recommends security mechanisms, including antispam, antivirus,
intrusion prevention, and Web filtering systems to be deployed for enterprise security.
Operating system patching is also a must. With products to protect their
mission-critical infrastructure from a wide range of attacks, enterprises can minimize
business downtimes, reduce the complexity of security infrastructure, enjoy
multi-threat protection without degrading network performance. Fortinet enables
customers to save time and money for other investments.

Caption 1: Chris Simmons, Senior Product Marketing Manager, Fortinet pointed out
that by implementing flexible web filtering, enterprises allow employees to savour the
fun of the Olympics without impeding work performance.

Caption 2: The FortiGate series offer real-time anti-spam, antivirus, IPS and web
filtering functions.
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