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UNLEASHING PURPOSE-BUILT
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NETWORK SECURITY DEVICES

oday’s nrganisations must acoound for more points of entry
imio their networks, mone Lypes of resouross that require
protection, and substantially greater diversity of the
thrents secking o explolt aiy weakneses tat o o e present,

From our chservation, securily strategies based predominately
on point prodieets 15 no longer sufficient mainky because the
primary mativation of hackers has shifted from gaining notoriery
1o making money, ciasing i slep fanetion change in the diversity,
sophistication, and elusiveness of threats. The widespread
avatalality af exploit doevelopment frameworks means that both
new threats and variants of existing opes can be geocrated very
easily and rapidly

What's neore, e inspact of enabling muwch higher degres of
user mobility, interconnednity, and third-party aceess to their
mebwork syatems bos bed to the introduction of more points of
entry lor thresis, as well as increased physieal distribation of
the data and resowrces regjuiring predection

To pdequately respond o these fctors, crganisations requine
a multi-threat management solution that provides
comprehensive fancticnal coverage that blemls a wide mnge of
counternseaseres, itclsding ones that sre preventive in nature
(e, firewall} to complement those that are primarily reactive
(e, amvtiviris ), vomprelesive logical coverage which provides
protoction for threals apainst oll elenwents of the computing
lllfl‘.l.*:'l:ruﬂuntﬂe,g, netwnirks, .ﬂ_mwrrm,srrvmrs,qpplmigns_;md
data), a= well ax comprehensive physies) eVETaRe swhich iz
applicable not just at [nternel boundarles but at locations
throughaut an organisation’s compuling envisonment (e.g. e
itz center, in remote offices, and a1 coke points on internnl
mitworks],

Yef, addressing the alove requirements by eontinnossly
imiplementing sdditional point products 1o Gl in the assockated
faps kn the delenses = not a sustninahle strategy, It invariably
resilts in high capital costs, runmway operating expenses, and,
1|<'.\|li'll.~ tie Bt efBinrts, is still not virry effective dise 1o the holes
that incvitably appear ot the seams of this type of patcliwork
sulubon

Given this situation, it Is oot surprising that many
arganisations have selectively implemanted and continue to
comsiler unified threat management (T devices s p means
1o pestore balanee 1o their overall security solution, According

o market researcher 1DC, the UTH market in the Asia Pacific
will expand to a compeund anneal growth rete (CAGR) of more
than 4o0% untl 2006, making it one of the fastest-growing
segments of compiiter security.

UTM Solutions

UTM splutions simplify an organisation’s overall secarity
solution, despite the foctors that ane camsng the security probban
L graw in seape and complexity. Fundamentally, this s
accomplished by combining multiple functions] amd logical
socurty eapabilitles by a single pli_l'.‘-il.'iltlll'!‘-'i.\.'\.'.

T enaure they can optioslly address the prevailing security
l.'h:lﬂ['l'lg?.‘-.mwlti:nﬁwm shoubd lsok bevond camentional 17T
products aml seek salutions that qualify as true, purpose-buikt
nietwork security platforms,

A purpose-hailt netwark security platform is effectively an
wlvanwesd UTTM salation - ane that employe an optinked design
o ensure that organications can maxinvise the ss2ociated gai.

Tar splimise sccurity, performance, I'I-.-kih'ilil:\.', and s
cifoctiveness, a purpose-built network security platiorm must
bz a tarn-key system.

For startess, this entails hiving a pre-packaged deviee that
combrines hardware, network securily operating svstesy, amd all
requisie security software. It also must include research-fascled,
secwrity subscription services, in addition e conventional
maintenanee and technical support services,

The next high-level requiremsent that defines a purpose-buily
metwork secarity platform 5 that it must exhibit significant
dogrees of integeation, Wi atill b maodubar in natere.

‘The thied and final high-level requirement that defines o
purpose-huill netwark security platform is that it mast be hased
un enginesred hardware, What this means is having hardware
that guarantees sufficiently high porformance Based on it being
“matched” to the specific security seftware, networking services,
and implementation seenarios that it B intemded to support,

The net result is an exveedingly pragmatic network secarily
solution = ane that thorsaghly and eniformly addresses the
functional. logsead. and physical secunity requirements of today's
anganisalions; achicvis e highest levels of security effectiveness
and epetational efficiency; aml, is not disruptive to business
critical communications aml application transactions, mio-g




