Jumper Networks

Unified Threat Management (UTM) ciptivates the Indian security market

Bystems, Juniper Networks, WatchGuard Technologies, Cybercam (Elitecore Technologies), SonicWALL, and ZvXEL have come out wit) hroad security solutions. The Indian market for UTM is truly hot.
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I belivies dhar by 2008, LUTM secuniy sy
terrns will e rhe biggeesr chunk of the 5345 hillion
comibimed Hrewall VI and UM market-oue
pacing radigonal standalone frewalVERNs with
a 38 et cent share, Moreover, Indin continues mo
he a dominant plager in the APAC marker regs-
rering the hivhest mmowth mees (CAGR-24 per
centl, “We see India as an emerging markes (344
mitlion  zecuring appliance marker in the year
2005) with hugre infrastructure being spent on
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ricr 3 cifdes awaiting o mke off along with the
bread bandd internes-boom. They (UTM's) appeal
e most mo the oreen tield markers,as thev'ne the
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Wishak Raman, Counme Manager, Fortines, India.
Vendors’ prerogative

The security community as - a whole appreciares

the leading effoms of IDC wwends setting x kind
of Cinsdrudontized  recogniton” for LTTMs,
Secunty and nessocking firms did come out wich
inwi pient LITMs based on the chaste detiniton
posnalared by 10

Bart as wsoal, the coneernad venidors hoe
mies] o redetine the classical UTMs inme more
inniwatve seourity appliances. Therebw individual
fimmms intuse more inmovanons inm their respec-
tives LITA offerings,

“To prowide protection against ‘inbound’ and
‘vutbound anack=" at all Tevels, Juni per Nerworks
imtegraes & complene ser of best in-class conrene
securiny feamimesdrhe LITM fearuresh inro their line
of branch office Airewall plarforms, By levermming
e development, suppert and market expernise of
iy of the leading coment scouring parmers,
Juniper Memwvorks is able ro deliver a ser of besr-
ineclass UTTM feasures,” says Prasad Babu Jund per
MNepworks India.

The nesworking, and securine major Cisen
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mimaze  network  securiee risks by dvnamically
addressing threars ar muldple. lvers, cnabling tsher
conmmol of neswork trallic, endpoints, wsers e applica-
tong,  The Adaprive Threar Dietense (AT also sime
plities archircenamal desiens and  lowers openional
cots, This inmovidive approsch combines seouriny fea
wares; rooin-bver intellisence; application prodection:
nerworkwide contmol; and threat conminment within
,'1i_!_:|_'_-p¢[|'|_'-z|||.::.s1\;|-' solutions,”  savs  Mohammed
Hayarh, Madonal Business Development Manager,
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[Towewer, behind all rhe innovadve measures, a
great foens iz shad on enhancing the petformanee of
UTMs making them lumher vieile, For this all the
seeurty vendors fnesr |‘.|.".'|'i.'i'|',.' in -.L::iifl'lin:_' taster
'ASIC accelerators’ seo that the  performance of
LTz, placed on the nemorks, doesn't showdonm,
Thie issue of managing the UTM asses deploved on
thie networks 15 s a \,'|_'|.-Ilil.l,"l'|;lr'|}__l ane, “As a marker
trend 12 movange rowands the unificd seourire devices,
was an indusory, needs o be moch agile on 'reporne
img” amd "remastely manging UTM devices interaos
e i |'-'r]" iu,.l ||e|1\'|'\:'L'i:|£ I'|'|-::-L|a.:'t.<."' saks Rakezh

Singh, Mariomal Sales Manager, ZyXEL lndia Ll
LITM offerings

Arnomg most acove UTM plavers, Fortinet offers o
com prehensive set of products lor small,mediom and
enterfrise ol of cosromers, "Inoa shomer period of
rime,we ve csmblished Fortnet az o highly specialized
LT company providing & wide rang of produces for
the entne husiness contivuum”, savs Vishak Ra

n
of Fogriner.

[n the product caregories of PFormine inclucles

Foorritiare; Fornh anager: FortiAnalyzer

FormiBepomer: FoniMail; and ForiClient. Forrinner's

FortiManager prodicr is 2 conmalized management

sysrem that prowides coordimed police-based  provi-

stoningzdevice configuranon snd npdare managemenr,

as well ;1;-,-;-11._]-Iq‘\-|_'|'|;,-i rieraork moninoring and device
comteel for FomiQane systems, While ForiAnalvaer
fumily of real-time nemork lomming, analvzing, and
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handware appliances thar securely spgremite log dam
friom  Foertnet devices amad thind  pary deviees.
FormiReporer is a  Securiny Informution  Event
Management  (SIEM) and  Compliance  Audic
Litecyele Manogement (CALMY seliron char pro-
vides essential real-rime securiny intellience w el
decipher  hacker/virus  belwvior, combar security
tlirears, and mear com pliance requinements, Cn the
arbier hand, ForiMail is o specialized emnil secariny
system that provides muli-kwered prorection againsr
Flended theears comprised of sy, vinuses, wonns
anel spyware, The company has security solurions fon

the mobile devices as wall fas these products are
increasingly being used gemting access w anrorprise
metwirks), FormiClienr, with i products FortiClient
P and *FomiClient Molile” provice unified seonviey
featres for persomal compuners amd smarphones
including Persomal Firewall, [FSec VN antvicusant-

ARG ANTEEPTIL anel wels content ilierne.

Abmedabud bused Elirecose Technobooies widh s
.(__..':,'I"‘_"Il_'l']'u]l b of 1TM |'-|'.1J||cr livies is ome of dhe
fastest gronving com panics in Tndia as well. Cyberoam
rnge of [denin-hased UTM appliances come in vark-
o1s sizes, raging frone CRI0ECRICOLCERZ 500 CRA00,
CRICON 10 CRIA00 serving the threat management
revuirernents of enterprizes wirh up oy 30 o over 1500

igers, “Cyberoam appliances offer the entire range of

securiny feamires - identitysbased Arewall VTN anr-viros,
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» oopleait’ or g ‘sineere’ seourity applinnee: TTM {The Unified Threat Management) has come o stay, Almost all the pl rers in the security space are offering UTH solutions tagged with varicus performance and capacities. Firms e forimet, Lisco

inmsion Jdereenon and PR

pon, content Aleering, bandaidth memase
mear ancd il ple link management,"sys
Chudasama of Cyberoam

Ar be sme e, Ciseo Adaprive
Securiny Appliance (ASAL 5300 Series, is
aninnmenative funily of mlE-meion
security applinnees thar help snop amacks
efiowe they spread throueh e nevwork.
The Clsan ASA 350 Series Adaprive
Securiny Applianee is a rcsdular plarorm
thar priwidies e ned generation of secun-
aml WI'N services. The Enrerprise

Ediricns inclide four locuionespecific
vptions: Firewall EditcasJPS Bdition -
¥ Edition, VPN Editon,” savs Havath o
Cizco Systems, A key component of the
Adaprive Theear Defense phase of the
Ciscn Self-Defending Mevwork (S0MN)
secunity strotedy, the Cison ASA 3500
Series inchides the Cisco ASA 3305 Ulisco
ASA 5310, Cison ASA 3520, Clscn ASA
540 and the ASA 5550 produces, This
appliance family is desiomed 1o span from
siall and medium gized  hosinesses
Targe enterprises and Service Providers.

The Jumiper Meoworks Secure Services
Citeway 5 {550 5} and Seoure Services

Though UTM poses a growing threat to point products, it'll not completely eat into this seement. Bot: UTM and Point products will coexist. They'll together give customers a robust first line of defense
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