ARN March 21, 2007
v.arnnet.com.au

RODUCT FEATURE

Batten Down

he Hatches

With the popularity of VolP services increasing
in both SMB and enterprise markets, the risk

of crippling cyber threats is looming large.

ROB IRWIN reports on some of the emerging
concerns and how resellers can help customers
avoid a meltdown.

was undoubtedly the year of
VolP. Wherever you looked,
new VolP installations wara
making tha naws.

What goes up must come down. Market analyst, 1DC,
reports VolP market growth will slow down this year to about
half the 2005 and 2006 growth rates.

Don't go ringing any alarm bells yet, however. The good
news for vendors and the channal is that IP phone and IF PBX
revanue is expected to continue growing as larger sites start
1o come on-board. 1DC figures suggest 14.49 per cent growth
to reach $B06.76 million in 2010 with vendors such as Cisco,
Avaya, Nortel and Alcatel leading the way.

The total market revenue of Australian VolP

services, including managed/hosted

VoIP and IP Centrex, will increase to
£462.12 million in 2010.

Keep it secure
With VolP appearing inside
an increasing number of busi-
nesses, il's become a tan-
talising target o hackers. As
same commentators observe,
IT security is an important topic
at the best of times, but even more
so when the technology in question is
raplacing the world's most resilient and
available communications network.
“WolIP is much mora involved than just provid-
ing & volce solution that works,” Integ Communicalions
CED, lan Poole, said. “It's actually part of an overall service
which securas the data infrastructure plus any other applica-
lions and devices connected up. At the end of the day, it’s the
end-to-and securing of the netwark.”

The issue of security comes into play with an increasing
number of technologies converging on the average business
network, NSC Group managing director, Craig Neil. said

“ValP sacurily is the biggest question we now get asked
about when putting solutions together for customers,” he said,
“particularly as we're seeing a lot more network-centric lech-
nology coming into play, it's not just IP telephones on dasks.”

In addition to IP phones, applications such as soft phones
- software for making telaphone calls aver the Internat — and
the integration of voice into applications such as Microsoft
Qutlook wera creating a whaole slew of security concerns as
maore potential weak links were introduced Into network inra-
structura, Meil said.

Last year, Sydney-based inlegrator, Integ, compiled a
whitepaper for businesses on major VolP security threats,
including how lo identify them and adopting an affective secu-
rity plan to slop them in their tracks.

The key was to secure all elements affected by VoIP — from
the handset through to the desktop and LAM.

“Security remains one of the main issues when people look
at IP telephony solutions,” Pocle said. “It's become extremely
high profile now and a wider issue.”

Fortinet country manager, Charlie Gote, agreed that as
interest rose, the threat to VolP networks was also growing
exponantially, particularly for SMEs.

The kinds of exploils used by hackers and ether malicious
Internet users to target anything fram SMBs to the largest of
entarprises can vary from denial of service attacks, spam
aver IP, viruses and worms, eavesdropping and toll fraud.

=A client of ours was hit by 1ol fraud, where someone gol
into the voice messaging sysiem and into the management of
the system to call in and call cut,” Integ's Poole said. "Mow,
to do that you need to be able to access the password, and
password protection is such a simple thing that it could have
been avoided altogether”

While attacks such as the one cited by Poole seem mona
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STEPS
to safe-guarding a
VolIP network:

1. Securing handsels and softphones

2. Becuring PBX and call management
systams
. Securing switches and routers
. Securing LAN and WAN
3. Securing desktops and servers
. aecuring knowledge
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of an anmoyance than a disaster, Check Point regienal direc-
tor, Scott Ferguson, said some strikes an ValP systems could
prove quite catastrophic.

“All the worms and viruses we've seen in recent timas have
been capable of taking down a network,” he said. “Nowadays
when you lose tha network, you alsa lase your VolP and that's
like having your arms cut off. It leaves a big hola in your life.”

One area somelimes overooked in VolP securily is the
threat posed by good-intentioned but nen-technical staff with-
in the company where the VolP network resides.

“We find that 95 per cent of faults on VolP networks are
caused when somaane inside the company changes some-
thing an the network,” NSC's Meil said, “You might have a
good, secure, reliable netwark running voice and data and
than someona puts some new hardware on it, That's one of
the biggest security risks we commonly see in businesses
—and it’s intarmal and not even deliberate.”

Ferguson pointed out that besides the loss of dollars expe-
rienced by a company when parsonnel are left idle without
telephony or Internet access, the lack of essential services,
such as emergency numbers. cannel be underestimated
when reviewing the value of VoIP securily,

Many smaller businesses don't have the on-call IT staff
across each and every change to a network, which further
compounds the problem of a VolP attack.

Addressing the problem

MNSC's Neil said that, if done corractly, the key components
of IP security can be found in the initial design of the network
carrying the voice data,

“Thare are some great ways to secure a VolP network. A lot
is in the initial design,” he said,

Check Point’s Ferguson said one example of this design
could be ensuring voice traffic always has the highest share
of the bandwidih,

“WolP as an application is time sensitive, while general data
can stand some propagation delays,” he said. “So the net-
wark needs to be redesigned 1o accommodate the bandwidih
requiremant for VolP and ensure that it gets priority.”

Vendors were also in broad agraement the channel’s role
wasg in working with customers to design networks correctly

and roll oul the kind of secure VolP solution that will wor
best.

“There are some fundamentals around network desig
and availability needs that require some high level expe
tise which many customers don't have,” Ferguson said. “On
of the services wa've seen oppartunities for in the channi
is proper pre-sales consultancy. And by that | don't mear
‘Here’s your design,’ being sketched on the back of a bee
coaster — | mean a proper network being plannad and struc
tured.”

MNSC's Neil said designing and maintaining secure natwark
lor businesses was particularly applicable to the SMB ma
ket.

“The big financial institutions, for example, have peapl
manitoring their netwarks all the time, but smaller arganise
tions don’l,” he said.

“Thay're more worried aboul simply growing their core bus
ness and getting on with it, rather than looking after networks
which is why companies like us are managing more network
than ever.”

There were also emerging security developments, suc
as encrypted VolP, starting to expand out from mililary an
defence circles and into enterprise solutions which opened u
opportunities for resellers, Ferguson said.

Managing networks allows channel players to add nes
services contracts to their repertoire, particularly in the face c
aver decreasing hardware margins, he said,

“Everyone knows thare has been a significant reduction i
the margins in selling hardware and soltware and moving inf
value-added services is the way 1o go,” Ferguson said. “Yoi
can starl with the initial deployment of a network and thes
move into & broader range of managed sarvices.”

Integ’s Pocle said resellers should observe the rising
demand lor tailored and flexible solutions being requested br
businesses and create solulions which adapt to spacific cus
temer pain points,

With mobile workers aceessing all manner of application:
and data from outside a business, channel partners need i
design clever solutions to ensure thal the numbaer of securit
holes doesn't open up exponentially and unnecessarily, he
said,

The approaching threat

The Voice over IP Security Alliance (VoIPSA) was formed in 2005 to create VolP-specific security
resources. According to VoIPSA chairman and founder, David Endler, who is director of security
research for TippingPoint, VoIP is susceptible to the same types of attacks that threaten other
network applications — and there are potential new threats ahead.

VolP side helps. That way you can't necessarily spoof
messages 1o the PBX as easily.

0: Do general network attacks affect VolP more than
other applications?

DE: There are measures you can take to mitigate against
denial-of-service (DoS) attacks or distributed DoS attacks.
Within an enterprise without VoIP, you may not feel the pain
as much, because an email that you sent might arrive a few
hours later. VoP is not as forgiving. It has very strict QoS
requirements, so a distributed DoS attack can eripple your

0: What new VolIP threats do you see oul there?

DE: We saw the first voice phishing attack. It looks much
like the traditional email phishing attack except that,
instead of tricking or inducing your victim o click on a
spoofed link to lake them to a website, you're actually
tricking them to dial a phone number that takes them to a
spoofed automated attendant.

If I can trick you into calling a number that you think is Bank
of America, then | can ask you to enter in your account info
and your PIN number and even other verification details.
Then the hacker can go in and reconstruct those tones after
the fact and use them to access your account.

0: What other new threats have you seen?

DE: The rest of them are more mischigvous or not
necessarily as financially motivated. Things like
redirecting somaona’s incoming calls to yourself might

bacome a problem. Registration hijacking is the way you
would do that. The way these phonas work is when | fake
my YoIP phone and plug in, the PBX knows that | am
where | am basically by my IP addrass, and all incoming
calls to me go to my office phone.

But if | go on the road and | take my phone or | use the
softphone on my laptap, Il want incoming calls to go
there, Registration hijacking is tricking the PBX into
thinking that someone has moved and then having all their
calls directed to the wrong IP address,

Thare's also something callad an invite fload, which iz
more for an SIP-based network, This is about making
someone's phone ring off the hook. 1t's like a tlooding
attack on the application side.

0: What can you do about that?
DE: Enabling encryplion and authentication an the

YoIP network so that calls coming in are unintelligibla or
you think your phone system isn't even usabla.

0: How steep is the learning curve for securing VolP?
DE: We looked at Cisco, Avaya, and Asterisk, and we
looked at some of the softphone technologies that have
the potential to permeate into the enterprise - things like
Skype, MSN. What we found Is all of these systems are
securable, but they do take somea knowledge to gel them
to that point, None of them coma installed by default out
of the box in a secure manner,

Disable services that aren't really required. Many of these
VoIP phones have Web servers on them and things like
Telnet and FTP. A lot of thase phones are almost like
minicomputers. You really need to apply best practicas
that you would with any other technology.

~TIM GREEME




