—INding a
Secure voice

e ncreasing uptake of The ability 1o make phone calls over the internet using voice over internet protocol (VolP)
e [ . P . iy technology, where traditional public switched telephone networks (PSTN) are micrged with
; A ST T [P and wireless syitems, has opened up a huge range of possibilities for end users, Mot
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only are vastly cheaper phone calls, both local and international, now possible, but there
ril account when consid is also the potential to save vast amounts in network suppoert and administeation. Add the
possibilitics for merging all voice, video and data over the one central Betwark architecture

T i g and the possibilities for productivity improvements sesem limitless.
"arsiein reports on these However, as is becoming increasingly more apparent with the accelerated pace of end.
bilities and v to  wser uptake, VolP has alse brought with it a potential Pandora's Box of security risks.
; £ . Would-be hackers can now exploit both old and new petwark vulnerabilities operating
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over the one network, and risks that had previously only been associated with eraditional
data IP technobogies have been inherited by voice networks. What this effectively means
i5 that VolP security over the public internet is now onlv as safe as that provided for
traditiomal web traffic and email,

“Like data networks, security vulnerabilities in Vol can be susceptible to common targets
for wiruses, worms, trojans etc, which previously didn't exist in traditional PSTN phone
SVSECTThS, l'-:.|J|'I|."|'-|'l.|'\w.|.'|.‘| 1P telephony services proy ider Allcom Metworks director, Andrew
Leigh said, IP PEXs (private branch exchanges| are now far less secure than traditional
PEXs because traditional PEXs are connected 1o a telephony provider, wheress [P PEXs
are connected 1o both the telephony provider and the open internet

Furthermaore, whilst a new set of protocols supporting VolP technology are still in the
process of being developed, new vulnerabilities are continui g 10 emeTge. As a consequence,
threats to security will continue 1o appear both from existing internet vulnerabilitses and
the old telephane network, as hackers attempt 1o exploit whatever vulnerabilities may come
their way. So where does that leave end wsers, equipment vendors and service providers
and what sorts of threats are likely to emcrge over the mext few years?

Cisco Australia’s unified communications manages, Peter Hughes believes the nature
ofF VolF security has changed over the last few yvears, because the higher uptake has led
o more frequent and vicious attacks over 1P networks in general and, 45 voice is part of
those networks, it too has heen subdect to theose artacks.

Erik Rudin, VolP sslutions specialist a1 security and systems management software
vendor NetI), said that while VolP or [P telephony has created new targets for seCurity
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attacks, the iraditional objectives of hackers have remained the same.
“Whether vou run a TDM or [PT phone system, the attacker has
common goals; hurt the carrier. disrupt or degrade service | eg, dety
dial tone), steal service (eg, 1oll frawd), hure the subscriber, identity
fraud [eg, use a stolen phone, access card), steal information (eg,
cavesdrop) or compromise information (eg, change voicemaily,”

Colin Lim, ANZ regional sales manager for security vendor
Fortimet, said that as with all new technologies, once adoption
rates improve, attackers also begin to focus therr interests on the
1|_-|_':'||1|'.||1H|.'_ “mew threats evolve from old threats, and this 15 cer
tainly true of VolP” Evidence of this, Lim added, could be seen in
the evolution af ‘spit), or voice spam and phishing attacks using a
boegus voicemail system rather than a bogus wiehsine,

The nature of the threats
As ValP converts voice signals from the telephone into dagatal signals
(data packets) that travel over the internet, from a security perspec
v 1t 18 just as vulnerable to other data traversing the internet. This
has opened it up to a range of old data network threats

As Lim pointed out, singe VolP invelves placing [P handsets on
the LAM. the attacks that plague all other LAN connected hosts will
apply. “This means that DoS, vinusiworm, trojans, spam, phishing,
eavesdropping. spoofing and MITM attacks are all capable of finding
their way into VolP deplovments as attackers begin turning their
attention to it Lim sald

ValP |ﬁ|1||-:-'|n;l.'h.'|-=..1|1n.|q.|-:|q.'-.| My mwew devices and caim ponents
to a standard [P network. Each of these has brought with it potentsal
operating syetem, application and configuration vulnerabilities. As
a conssquence, new Largets have emerged, such as exploiting 1FT
operating systems on phones, attacking 1PT infrastructure, exploiting
IPT servers (gateways, call managers) and exploiting media servers
e, voicemail). Spring, theft and data manipulation can also give
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a savvy hacker the opportumty 1o |'-.'-Iq.'|||i.1||t
BAIN access Lo user AC0ouumnt information, in
._'|.|.Ii'1g INe and pazswords. This can then be
potentia % used 1o make unauthorised network
miodifications. from changing profiles to alter-
Ing -_.j.||||g |||.|r|'~\. and even listening b vivice
messages, making eavesdropping 4 major Vol P
SECUriY CORCEFM.

As Rudin said, in many organisations, a kot
-;I-r LS. 1T I|"|.,| ManEY are directed towards
‘hardening’ the perimeter so that intruders
can't get inside the enterprise metwork. “Fire-
wills do a goad o
of pllﬂﬁlil'-t'. the
perimeter. How-
PV, MENY TiMeEs
the real securily
threals 10 an organisation are internal. This
means an employee or contractor could inten
tionally sabotage or accidentally bring down
vour VolF service”

Agresing to new standards
Another challenge with Violl* has to do with
technology protocal adoption within the
marketplace. The best example of this is the
SIP signalling protocsd used by VolP devices
o set up a call between endpoints

Session inktiation protoced (51P) 8 a sig-
nalling protocol for [P telephony, 5IF voice
|-|'n|-:~..;ui-: P ide a standard lor .J.ul|'.|.'|1l.|-\.¢li:|:_.;
users, a critical componcnt of YolP security,
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