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Hacking has ass
dangerous, say

H

acking isn’t what it
used to be. New-age
hackers have evolved
new strategies, launching qui-
et, focused attacks rather than
releasing massive viruses or
denial-of-service outbreaks
that were evident some time
ago. Instead of accessing a
network and disabling multi-
ple computers, hackers today
seek to break into a network,
stay there, and either collect
personal information or use
an organisation’s computing
resources.
More effective firewalls and

tighter controls have made

older forms of hacking diffi-
cult. Thus, the number of
viruses housed within e-mail
messages dropped by more
than 50% in 2005.

But the newer forms of at-
tacks are as troubling. First, a
company often does not know
that a hacker has broken the
network and is tinkering with
itsresources. Second, these at-

tacks are difficult to trace.
Many security programmes
were designed to monitor net-
work anomalies, but when a

fraud is committed without it .

[being detected as an anomaly,
¥it becomes difficult to spot.
, BOTNET
Take this method called
botnet, which is essentially a
huge network of computers
across the world that is under
one’s control, Commands are

available for
taking these
machines
under your
control and
it is estimat-
ed that near-
1y 10,000 PCs
are added to
botnets
everyday. So,
the next
time you have to complete this
big project, you have options
on the internet to rent out
some botnets,

HACKING THROUGH IN-

STANT MESSAGING
One of the simplest and
most effective ways so far has
been that of viruses spread-
ing through instant messag-
ing applications. Typically, a
message pops Up on a user’s
sereen asking him/her to ac-
cept a file. The message often _
comes from the buddy list so
the user thinks that it is au-
thentic, and accepts the file.

stsltas with the addresses co.in and gov.in mostly fall
prey to targets...about 1,400 Indian websites have been
attacked In the first half of this year alone. The intrusion
originates both from within and outside the country.

- Dayanidhi Maran at a Nasscom meet earlier this month.

The virus then sends mes-
sages toall of the users’ bud-
dies. This method of attack is
particularly effective if it is a
senior manager’s computer
that gets infected, because
most, if not all, employees
would feel compelled to accept
the file.

In the last few months there
have _been some _obyious
trends here, suchas the rise of
mobile viruses and Trojans,

which increased more than
500% to over 100 unique
threats in 2005 compared to
less than 20 in 2004.
BLENDED THREATS

Explaining the new-age
ing phenomeno
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“The case in point is the rise

of ‘blended h
use

a combinati
al s, such as web,

email or Instant messagi
1catio 0 ro
v ect conputers

o the Intent to spam users.
Wi e nt to users.
e public is often not aware
that these attack vectors ex
ut most network a tra-

tors are aware of the dan-

gers.”
—BUYING VIRUSES

According to Niraj
Kaushik, country manager,
Trend Micro India and
SAARC, people are also buy-
ing viruses off the Net.
“Check this site called anti-de-
tection.com, from where you
can buy viruses. Organisa-
tions are willing to pay any
amount of money to buy these
viruses and snake into a rival
company’s data base,”
Kaushik says.

“Everytime people have

cracked down on these web-
sites, they have shut down for
obvious reasons. But Eastern
Europe is still active on this
front,” says Niraj.

Hackers of this generation,
in fact, are spoilt for choice. A
CEO of a company in the US
was nabbed last year for com-
mitting a “denial of serviceat-
tack” on his competitor. You
can hire some third party or-
ganisation whose job it is to
bombard your competitor’s
website with millions of hits.
Obviously, the website would
throw up a denial of service
and in turn, you benefit.

RANSOMWARE

And how about paying a
ransom on the Net? Recently
an internet subscriber in the
US received an e-mail saying
that the webserver was en-
crypted and has been locked
by a password. He was told
that the website had been tak-
en over which shall be un-
locked on paying a certain
amount through his credit
card. He paid the the money
and the website was back.

CHANGING PROFILE

The typical picture of a
hacker has often been one of
an introverted, misunder-
stood teen with a great deal of
repressed anger. However, one
can now forget the stereo-

umed more varied and subtle forms. But they remain as
Darlington Jose Hector and R Raghavendra

ACKERS

“innovate to douse firewalls

types, as virus writers ra
in age and outlook. A popt
perception of the vi
writer as a dysfunctional
is not accurate anym
Most virus coders are well
justed youths who have
mal relationships with t
family.

FINANCIAL GAINS

The difference is that 1
are now being lured by
promise of financial g
Online fraud is a growin
ternational business. S
internet penetration in [
leapt 54% last year t038.5
lion users, we are increa
ly exposed to this gl
scourge. Basic security':
tions and static passworc
longer provide adequate
tection. :

A recent survey of n
enterprises in India sh
that 54% of respondents
become the victims of
nomic crime in the two
02005 — compared with
in the previous surve
these victims, 15% had
hit by incidents of ‘fals
tences’ — a category of
nomic crime that includ
ber crimes such as phis
pharming, and other o
frauds. Most alarm
nearly one third of thes
es were detected by char

made clear to users.

these threats.

TIPS TO AVOID THE TRAPS

Enterprises should look to building as many lines of defe
as they can. That is, instead of relying solely on the firewa
businesses should be deploying gateway antivirus and m:
ware solutions in addition to the firewall to screen traffic
enters the corporate network. Personal firewalls and antiv
software should be installed on all employee PCs and lapf
and the signatures should be kept up-to-date.

For bigger businesses, experts say there should be at le
one engineer dedicated to looking at the security of syste
and data. Close monitoring and patch management are 0
overlooked in companies. Security education for employe
should be mandatory. Users sometimes disable the antivi
on their computers to make it “work faster”, and then forg
to turn it back on. The risks of turning off security should |

The most important thing to note, however, is that there
no silver bullet that will stop all threats to a company’s né
work or data. The threats cannot be completely avoided,
best that companies can hope for is the management of
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