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Security MFDs are
here to stay

Vulnerable SMBs wake up to integrated appliances

Bifesh Kamath, New Delhi

Blended attacks require
blended solutions. Security
VARs are expecting the
array of security applinnces
integrating anti-virus,
firewall, IDS, content
filtering and VPN in India
tor opan wp the SMB
segment. The product

sory. first introduced by
i mid-2o0 with
its Symantec Gateway
Security, has so far been
seeing a market only in the
over 250-node user
segment,

The integrated product do
away with two issues faced
bw SMBs—customers no
more need to worry about
products not talking to each
other, an issue with
standalone devices, Alsa,
most of these are ‘plug and
play” devices with minimal
management hassles.

" Peter Theobald. CEO, [T
Secure, says, "Customars
are looking at integrated
security with either
components of the security
architecture talking to each
other, or an integrated
product that provides all
functionality. Light
footprint solutions are being
preferred to building your
own solution from the
ground up.”

Vishwajeat Deshmukh,
CEQ, Tas Integrators, a
network management
solutions company, says
integrated security
appliances is ideal for 50-
100 user organizations as
they have limited resources
and budget constraints,

Among the vendors who
now have integrated
appliances are Sonicwall,
WatchGuard, Symantec,
Internet Security Systems,
and Cisco. WatchGuard has
its Firebox X series priced
between Rs 1.3 lakh and Rs

q

4.8 lakl; Sonicwall its
CGlabal Security Client:
c

Symanter
Security s and Fortinet
Fortig All are tarpeted at
SMBs, though some

vendors claim their
products can fit all
organizations.

All appliances come with
different specifications,
which reflect on the prices
as well as the target
cusloner sepmenl.
Svmantec Gateway 300
saries, lnunched in March
and priced around Ks
45,000, has a VPN pateway,
a stateful packet inspection
{5P1) firewall, web filtering
and intrusinn=detection and
pravention, anti-virus
policy support, URL content
filtering and traffic
managemaent, But it doesn’t
have the capability of
handling high-density
intrusion detaction or
content inspection.

WarchGuard's Firebox is
maostly a firewall and VPN
device, while Cisca's PIX
has firewall, VPN and
intrusion detection.

According to Jose Kurian,
COO of Taarak India,
depending on the
configuration of the box,
customers could save up to
50 percent what they would
otherwise spend on
standalone devices,
hardware, software and
maintenance costs
considerad. “SME
customers may not want
105, aspecially those whe
have been using firewall
and anti-virus and finding
that it takes care of their
security needs, So for the
sacurity VAR, the integrated
appliance with anti-virus,
firewall and 108 gives an
ideal opportunity to
upsell.”

Interestingly, vendors are
no longer just harping on

the integrated fealures in
the appliances being able to
tackle blended attacks
better. Till a few months
back, with a slew of worm,
virns, Trojon and backer
attacks—some of them
difficult to detect—the
integrated security
appliances was paraded as
the ideal line of defense,
Now, the thrust is more on
simpler management and
reduced operational costs.

“The importance of ease
of administration is being
recagnized, with the range
of services being provided
by IT increasing by leaps
and bounds. What is being
looked at is: how easy is it
to manage, how much
change will 1 have to
introduce in my existing
svstems to incorporate this
solution,” says Theobald,

“The benefits of a single
device are it simplifies
management complexity,
optimizes application
performance and cuts
oparational costs to a great
extent,” says Rakesh Singh,
GM, Asia Operations,
MetScaler.

But then multi-function
devices have always raised
the issue of reduced
throughput; that the single
solution {ur many security
ills is also a single point of
failure and adwversely
impacts & network’s

performance.

Gurdip Sethi, country
manager, Metcontinuum, an
appl
security appliance vendor,
says, “[n the multi-
appliance or module
seenario, the reliability of
the overall system is as
robust as the reliability of
the waskest link in the
chain: be it hardware or
software module or the
interface batween the
modules.”

Sethi says thera's little to
warry since most of the
interface issues hatween the
various functionalities in
the integrated appliances
have been made robust
through the design and
testing processes before the
products are shipped out.,
Also, says Taarak’s Kurian,
if high availability is indeed
an issue, Cuslomers can go
for two devices.

Sethi says, “An appliance
with its own specifically
designed hardware, like an
ASIC (application-specific
integrated circuit), can
deliver performance lat
better than the software
sululions on general
purpose machines, or
hardware selutions based
on off-the-shelf
components.”

Vishak Raman, country
manager of security
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“Indian market will be

prompt in adopting
new technologies”

Caddy Tan, regional director, Legato Software, South Asia
Operations is responsible for sales in ASEAN countries and
Inclia. He holds a bachelor’s degree in Computer Engineering
from the Nanyang Technolegical University, Singapare. Tan

spoke to Yashvendra Singh,

»How has business
changed for Legato after its
acquisition by EMC?

1t is & win-win situation
for both the parties. Legata
can leverage EMOC's i
stremgths in the storage
industry, technology,
customer hase, R&D. nte.
the other hand, EMC can
leverage an array of
sattware manngemen|
products litting well inta
their ILM framework and a
channel base.

-]

PPost acquisition, will this
mean a change of business
strategy?

Our business strategy will
remain unchanged.

PWhat are Legato’s moves

to increase market share?
Investment plans are

being worked out. We will

double our people presence [l

in 2004 and also increase
channel base, Currently,
India accounts for 10 !
percent of APAC sales but
we see it increasing.

PName the verticals the
company plans lo focus on.
Some focused verticals

arn telecom, BFSI,
government and
manufacturing. All these
verticals are creating digital
data, which needs to he
managed. The data needs to
be protected sa that it can
e recoversd whenever
required or shared.

»What trends do you
foresee in storage industry?
We see storage
management software market
increasing significantly. At

the same time we realize that
storage hardwire costs
decreasing, Increased
numbsr of prgazizati
adopting Information Life
Gyele frmework with focus
un resulving customer
interopurahilily issues. More
vendars are adopting SNIA
and SMI-S (Storage
Management Initiative -
Specification). There is an
increassd adoption of
backup to disk and snapshat
tuchnologies. Regulations
and complinnce issues are
driving demand for storage
and application availahility
is becoming important.

I'dlo see Indian market
arowing faster than other
countries and will he

Continued on page 08
appliance vendor Fortinet—
which claims to have 3u,000
installations worldwide—
says some vendors may have
to b Blamed for a slow
uptake of such devices.

He says traditional
software-based security
venders are aligning with
hardware vendors 1o port
their soltware. The pitch
these vendors are tuking, he
says, is, 'we provide the best
of breed products on a single
appliance. you can buy
whatever hrand of anti-virus
you want to run and load it
on us’

“On the outset it looks an
allractive option, but the
biggest drawback is support
and cost of ownership. These
relationships are loosely ted
and the customer doas not

prompt in adopting new
technolagias,

pWhat should a partner
Inok for in a vendor-
sponsored program?
Brand visibility, vendor
credihility, lead goneration
and technology roadnap,

BWill you announce new
programs lur partners in
India?

Legato has established a
partner pragram o recruit
partners, Through the
partners, it would engags in
u series of customized
activitios catering to local
s

' Security MFDs make a mark

have any commitment from
withor parly, neither doas he
have a single-window
support,” he savs. The
perception of a higher TCO
related to such devices arises
from the fact that these
parlies have to pay each
other rayalty for an
appliance sale, and
customers end up paving.

For critics. thera's also
Symantec's failure to make
inroads with its SGS. It
could probably have hren
due to the product itself and
not acceptance of (he
technology. Vandors wha
fallowed should have surely
taken care of those bugs.

Far the network security
market in India, so far
fragmented with vendors of
traditional, software hased,
point products, the

P You announced
protection and recovery
solutions that improve an
organization's ILM strategy.
Explain.

Lepato's Information
Management is the core of
an organization's LA
strate; M is not a
prrod it is a process
consisting of 7 steps
{Business needs, Collect &
Organize, Protect! Recover,
Replicate! Monitor, Access/
Share. Migrate/ Archive,
Deleted Destroy) - o strategy
to help organiz
manage its information to
maxinize its business value
ta the organization.

integrated security appliance
could be a definite futura.
Users who end up paying

parate licenses for
applications like firewall,
VPN, 105 and anli-virus are
already seeing value, say
VARs. What works in favar
of the integrated appliance is
that in mast IT deplovments,
the more complex the
implementation. the less
reliable it is. The security
MFD could well drive the
nelwork security market in
India, estimated by Frost &
Sullivan to be 51.42 hillion
by 2010,

The SMB market is
mxpacted to grow even faster,
al 35 percent CAGR.
Applinnces make up nearly
75 percent of that,

{(With inpufs from MT
Jeevan)




