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s enterprises become in
creasingly dependent on
he Internet, there i a

growing trend among firms to
open their network infrastruc-
tures to key stakeholders, includ-
ing customers, employees,
partners and suppliers. As open
access of their network resources
is granted, it is only natural that
cyber threats grow exponentially.
Whether these threats origi-
nate from inside or outside the
organization, enterpriscs are in-
creasingly forced to deal with a
variety of potentially devastating
attacks and vulnerabilities such
as viruses, malicious cnde, Web
defacement, insider abuse and
theft of in*ellectual property. The
biggest danger 1o businesses to-
day comes fiom the proliferation
and growing sophisticution of
traditional threats such as
trojans, viruses and worms

Inconspicuous attacks
Another emerging threat is
targeted attacks. These are cus-
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tomized atlack vectors developed
by organized criminal gangs.
They target specific companies to
extract confidential or classified
information and are more
difficult to detect and repel.

Previously, most threats
could be countered by detecting
iheir signatures, but now signa-
tures are becoming increasingly
difficult to define. This is because
they combine attack methods
and signatures from differeut
categories such as viruses that
are delivered by worms, or
spoofed websites containing
malicious code,

Today's threats affect all busi-
nesses equally, because the
worms, viruses and trojans do
not discriminate how big or suc-
cessful a company is before de-
ciding whether or not to infect

the systems. Many threats have

an ulierior financial motivation
as well,

The bigger ihe target, the
larger the reward and the more
likely it will be under atiack.
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Since launiching these attacks is
inexpensive, any financial re-
ward seems significant enough
to motivate.

This means that as busi-
nesses go online, the Internet it-
self becomes an increasingly
complex threat vector for hack-
ers, malicious applications and
vulnerability exploits. Virus and
worm outbreaks, explosive
growth in phishing, spyware and
keyloggers attack through the
Internet is quickly moving up the
priority list of corporate informa-
tion security.

Tackling threals

To combat the growing number
of attacks to information secu-
rity, companies continue to in-
vest heavily in security hardware
and software solutions to mini-
mize business risk. Yet, many of
these solutiois are implemented
to addréss an immediate chal-
lenge. For instance a firewall de-
ployment can allow access for
legitimate or trusted traffic while
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Gwen the rapid rise in blended
threats as businesses g0, onhne
Unified Threat Management
systems (UTM) which perfm’m
network firewalhng, intrusion.
detectmn and‘ preventmn are

.gaining lmportance across big

and small enterprises allke..lee
«most other IT products it is

gammg ground in SME and SOHO

.segments and is no longer just

L3

_another corporate acqmsltlpn. :

keeping illegitimate or distrusted
traffic out,

As various security solutions
are deployed, the resulling enter
prise netwurk topology becomes
a complex, multi-vendor, multi-
product environment that is dif-
ficult to consistently mianage and
maintain because it requires
proper diligence and care.. For
most enterprises it is a daunting
challenge to keep pace with both
new and existing vulnerabilities,
frequent technology platform
software and hardware changes
and security policy changes that
impact every function of e-busi-
ness operations on a day-to-day
basis.

Significant capital invest-
ments iri management technolo-
gies, facilities and skiilled person-
nel are required to properly and
proactively secure a company’s
network infrastructure. Therefore
many enterprises are turning to
third-paity providers of manuged
security services to address these
real-world business needs and
requiremends.

“Enterprises want to maxi-
mize their return of invesiment
with regard to their security re-
sources while siinultaneously re-
ducing the tutal cost of ownership
for their security infrastructure
systems,” says Ajit Pillai, Country

-
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Manager, India & SAARC,
Watchguard Technologies. * The
challenge remains for compariies
to efficiently manage distributed
secure Internetworks. A multi-
tude of security products are in-
tegrated over heterogeneous plat-
forms and require frequent
upgrades, periodic testing, and
reconfigurations as newly identi-
fied vulnerabilities arise,” he adds.

For survival in a post 9/11
economy, companies are learning
1o keep pace with clLanging se-
curity technologies and best prac-
tices to combat the escalation of
threats and vulnerabilities con-
fronting the enterprise, “The in-
dustry is moving towards deliver-
ing security solutions through
multi-functional devices rather
than using a firewall plus sepa-
rate applianees to protectgainst
spevific threats such anti-virus or ~
content filiering,” says Antony
Chapman, Senior Director,
(APAC/MEA), SonicWall.

“There is a movement in the
industry towards deiivering Uni-
fied Threat Management, which
is a dynamically updated gate-
way anti-virus, anti-spyware and
intrusion prevention services.
This is the only true method of
keeping network security pro-
tected against new threats as
they emerge,” he adds.
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What, why, where

UTM refers to the aggregation
of essential security services
into a single hardware platform,
i.e. network security appliance.
UTM sysiems help provide
comprehensive security services.

According to an 1DC classifi-
cation, U M security appliances
include multiple security fea-
tures integrated iato one box.
These appliances are able to per-
form network firewalling, net-
work intrusion detection
and prevention, and gateway
anti-virus.

Industry analysts ncte
that the rapid rise in blended
threats has greatly contributed to
a need for the flexible, highly in-

tegrated functionality that UTM

delivers. Since UTM is easy to
install, use and manage and
helps aggregate security func-
tions, network administrators
only have to learn one interface
instead of i-dozen different soft-
ware packages. This means that
even small teams or a single in-
dividual can install, inanage and
maintain a range of security
functions,

A single imerface also means
tha: the learning curve becomes
gentler and administrators can
be more productive in a shorter
span of time. Deploying UTM
devices at choke points makes
the maintenance o, individual
PCs and servers less criticai be-
cause of the additional filtering
done by the UTM appliances.

“UTM is an industry

" response to customer de-
mand for manageable se-
curity solution with
anited interface an |
inethodology. In the long
run, this should result in

a new generation of secu- S e
rity solutions which de- -» A survey of three million corporate
sign from ground up 10 do computers found 82 million instances

just that instead of merg-
ing and fixing existing so-
lutions,” believes
Surendra Singh, ilead
South East Asia and India,
Websense.
Implementing UTM
devices often appcars to

Internaticnal peispective
A few months ago, security ven-
dor Secure Computing Corpora-
tion anuniounced the results of an
independent survey document-
ing the attitudes of enterprise [T
managers toward UTM security
appliances,"l'illed‘Uniﬁed Threat
Management Appliances: Ready
to Take OIT?" the study was con-
ductzd by ThelnfoPro, Inc and
surveyed 102 enterprise IT man-
agers across a hroad variety of
industries in April 2005.

The survey found that almost
50% of interviewees indicated
‘imore’ or ‘much more’ interest in
multi-function security appli-
ances compared to 12 months
previously. More than 60% were
seriously considering using a se-
curity appliznce for multiple se-
curity functions while anotlier
10% already did or planned to in
the next 12 months.

The UTM market is expected
to boum over the next few years,
according to research firm IDC.
In 2003, the (otal sales in this
category were $105 million, but
that is expected to grow to $3.5
billion by 2008,

According to the study, IT
managers said that they want
best-ol-breed security functions
from multiple vendors on a
single platform, A majority of
interviewees (55%) indicated a
preference that functions on a
single security appliance are
from more than one vendor; an-
other 14% were neutral.

STATISTICS "

¢ 99% of comparies use anti-virus
software; 78% of them were hit by
Viruses, worins etc - 2004 S/l Computer

of SPYWare - Gartner Group, September 2004
o 70% of employees admit to viewing or
sending adult-oriented personal e-mail
at work - NFO Woricwide
o Up to 40% of Internet use in the
werk place is nct business related
- International Data Corp

‘Enterpnse.s Want to
maximize their
“return of investment
“ with regard to their
- security resources

' reducing the total

- cost of ownership for

* their security

infrastructure
-systems”

AJIT PILLAI
Country Manager, lndia
& SAARC, Watchguard
Technologies

challenge is to find the right
UTM solution that excels in ¢ -
ery aspect while maintaining the
highest level of availability,” says
Surendra Singh of Websense.
“The adaptability and
scalability of these systems var-
ies from product to product.
UTM solutions would ideally
appeal to businesses, which have
limited resources and expertise
in security threat man-
agement and help re-
duce the resources and
expertise in support,
managing and deploying
such solution,” he adds.
With SOHOs and
smaller businesses be-
coming increasingly
aware of the need for in-
tegrated security solu-
tions, vendors need to
provide solutions that
are comprehensive and
cost-effective. Many In-
dian enterprises prefer a
single vendor providing
comprehensive solu-

be less challenging than
installing software. This is
because administrators
do not need to wrestle
with the complexities of
operating systems, such
as tuning the kernel pa-
ramelers, or ensuring that
certain patch levels of
software are installed for
the OS.

Implementing UTM
devices is typically just
connectng it to a network
and launching a browser
to begin configuration.
"UTM will become the future of
network security, because the
benefits of an easily managed
product providing essential secu-
rity services will become obvious
to many IT managers and net-
work administrators before long,’
feels Vishak Raman, Country
Mangr, Fortinet.
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« 60% of IT managers considering
security appliances prefer UTM vendors
who offer best of breed on a single
appliance

« More than 60% of the surveyed
companies vere seriously considering
using a security appliance for multiple
security functions; another 10% already
de or pian to In the next 12 months

o In 2003, the total sales in UTM category
were $105 million, but that is expected
to gruw to $3.5 billion by 2008

Sourze: ‘Unified Threat Management Appliances:
Ready 1o Take O?', a survey by ThelnfoPro, Inc

Chellenges of
implementation

Nect all customers find it easy to
manage multiple isolated secu-
rity products. Sometiraes this
would mean niore than just a
management headache given the
securily gaps in-between. “The
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tions, rather than mul-
tiple vendors providing
point solutions.

The performance of
the UTM, add-on ser-
vices available, effective-
ness of the services
bundled and the value
for money is vory criti-
cal for custemers to buy
these solutions. Vendors
and their partners need
to provide their SMB
customers, UTM solu-
tions that ensure a low
cost of ownership and
low cest of license renewals. It
should have a single point man-
agement and lower administra-
tive overheads so that there is
no requirement of multiple
specialists to handle multiple
products. o

Making demo units available,
providing the required market

“UTM is a
dynamically
updated gatcway
anti-virus, anti-
spyware and
intrusion
prevention services.
This is the only true
method of keeping
network security
protected against
new threats as they
emerge”

ANTONY CHAPMAN

Senlor Dlrector. (AFACIMB),
' SonicWall -+ -

collaterals and offering technical
resources for pre- and post sales
support to help their partners is
a way of getting in the business
al UTM. Other ways are direct
marketing to customers in lerms
of mailer campaigns, advertise-
ments and end-customer
events on a regular basis and
co-branding, which highlights
special partners seem Lo
enthuse partners Lo gelling more
sales.

What the future holds
UTM is not a just a buzz word
anymaore, since customers have
begun to realize that these solu-
tions give a very strong first line
of defense against blended
threats. More companies see the
importance of network security
becauise their businesses depend
on connectivity (o a greater ex-
tent than ever before.

Previously, only larger com-
panies seemed to buy network
securify - solutions. Today,
SOHOs and smaller businesses
cannot ignore network security
because the current threats are
not discriminating in their tar-
gets. This means that there is a
rapid growth in the security mar-
ket globally and therefore in
India.

Currently estimated at
around Rs 180-200 crore, the
network security market in India
is growing at about 30%-40% per
annum. Enterprise security has
beccme a focus area for IT man-
agers as they do business over
the Web.

With the growth of
offshoring, the future would see
a greater demand for security
products from Indian companies
who need to be compliant with
confidentiality regulations in the
1S and other courtries. “In 'n-
dia, the UTM concepts and
awareness have begun to perco-
late. The market is still nascent.

~“UTM will become

the future of Lo
network security,
because the benefits
of an easily
managed prodct
providing essential
security services
will become obvious
to many IT
managers and
network
administrators
before long”

VISHAK RAMAN
Country Manger, Fortinet

Estimated at $30 million in 2004
(Security Appliance Market To-
tal), the reverue is likely to grow
al an excess of 50%, because
UTM is getting across quickly to
the users,” says Vishak.

With securily appearing
to be the only 1T spending
that has been rising year alter
year, despite the economic trend,
the market opportunities are
growing bigger. “India is a big
market with a comparatively
large population of highly edu-
cated and technically aware
computer users. As such, it is a
market with huge potential.
More Internet security innova-
tion would be coming directly
from India as the market grows,”
teels Antony.

“Earlier, security and storage
were treated as two different

.streams. Both were trving to gar-

ner the market place separately.
The merger of Symantec and
Veritas has shown that secure
computing and more storage is
the way going forward. More
such consolidations are likely in
the future,” believes Ajit.

In essence therefore, the con-
tinued growth of the interna-
tional 1T outsourcing market in
India, including software devel-
opment and call centers will
make it imperative for all Indian
businesses jo maintginthe same
robust nétwork security as thei
counterparts in other parts cf the
globe. UTM solutions will be
preferred over solutions in isola-
tion and integrated appliances.
They include all the aspects of
security, all the parameters of
security like Firewall VPN, Gate-
way Anti-virus, Intrusion Preven-
tion System (IPS), Span preven-
tion and URL filtering bundled
into one, will be most sought
after.
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