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L B ever has the firewall been asked fo do
o much, Althaugh firewalls have lang
affered extras, such as the ability to
dao VPN processing and content filter-
ing, today vendors are throwing in the
kitchen sink, including virus and spam filtering and
even intruseon deiection and preventson.

Putting all of thase functions intd ome bax and
behind one management interface sounds like a win-
ning kdea, but what happens ta firewall perfarmance
when wau furn all af these sesvices on? That was
pne question | wanted to answer when | testad twa
full-featured firewalls, Fartineis FortiGate BOO and
SerdGate Technologies” EdgeForce Accal, at Spirent
Communications’ lab,

In addifion to examining =ase of setup. man-
ggeability. and security features. | used Spirents
Ayalanche 5.2 and Reflector 5.2 test suites, running
an Avalanche 2500 and Reflecior 2500 hardware,
to assess the performance of these gigabit-capabde
poxes. Awalanche and Reflector amulate multipro-
tocaol traffic (namely HTTR, FTE, POP3, and SMTP)
betweaen a number of cliemts and sereers, which
allpwed me to test perforrmance undes load with all
features and filtering disabled, and when anabled,
to defermine the gerfarmanse hut the dewnte would
biaboe,

To assess firawall functianality, | emulated a 5:,l|'|
Flood, the enly denial-of-service atiack that phased
participants in my previgus test, and | created basse
funchienality tests to ensure that the Fortinet and
Sarviate firewalls handled an emailed virug and &
farbidden URL Gel reguest succassfully.

Finalty, ta prove out VPN micscle, | used Spirent’s
TeraWPM 4.0 bo test throughput for beth 10 and 200
LAN-to-LAN tunnals. | verified data passage across
all funnels using %ix different payload sizes, from
G4KB o 1350KE.

Fortinet FortiGate 800

Since | tested the FortrGate 500, Fortinet has
packed & full load of security sernces inte its fire-
walls and given therm a new, shcker trant-end with
the recent 2.8 release of the FortiDS operating
systern. Fortinat has besfed wp the firewall’s rout-
ing feafures by enhancing support for RIP (Routing
Information Protocol) | and 11 and adding suppon
far OS5PE

Firewall capabilities are also improved, through
increased granularity of profection |:r'l:|flle5 gnd the
abliity to customize security featwras such as anti-
wirus, Wab filbering, Web category (URL) fittering,
anti-spam, infrusion prevantion, and contant lgRINg.
Far example, the drop down window for infrusion
prévention now has signature and anomaly subsec-
tions that give you up to eight action eptians,

The FortiGate's deashboard, or System Status
page. is pretty cool. It gives you a quick dverview of
important infarmation such as recent viruses, attack

Firpwndls: Mow featuring ewerything but the kitchen sink

detections, and the stafus of system resources. One
of the handiest additions | found in FortiQ% 2.8 s
that command line access s now available with a
single click from the main task bar icon. Other use-
ful additions include a signature-based “grayware”
malwane calegory and @ backup and restone feature,
which shaould hawe been includad sconar,

The FartiGate BOO turned in an excellant parform-
ance in my VPN throughput tests; firewall perform.
ance was also impressive, Although the maxmum
connections per second | achieved in the lab (3200}
fall far short of the wendors claim of 10,000, the
maximum nember of concurent connections tha box
was abke to handle (446,0001 beat bath Forbinet’s
spec and the ServiGate box (131,000, the latter by
a wide margin.

With all secunity features enabled, the FortiGate
BOO took a significant hit in terms of i1 abality 10
serye nEw connections, achieving just 900 connac-
tions per second bafore choking. representing a 72
per cant drop in perfarmance.

| was pleased with the FortilGate's WPM perform-
ance. The box arrives] with VPNs pre-cm‘:gure-:l
according to my test plan, using AES [(Advanced
Encryption Standard) 128-bit encryption, and | was
able to pass data through the tunnels — in all six
pavioad sizes — immediately. The box proved out
at S4dMbps for the 10-tunnal test and 424Mbps
for the 200-tunnel test, again exceeding Fortingt's
marketing data,

Tha FortiGGate also nailed rmy anti-virus and LRL-
fitbering besis, stripgdng all of the infected files and
blocking all of the warboten addresses | threw atb it
whibe confinping te serve all legitimate requests. The
denial of service attack test didn't go & s=modthly,
hiowewar, The S3yn Flood caused the desice 1o drop
36 par cent of legitimate traffic.

Servate EdgeForce Accel

Since my pravious ook &t the EdpeForce Accel,
Serlale has incarporated several important madifi-
catians and anhancaments in its version 4 releade of
the SarvGate 0%, Like the FortiGate, the Accel com-
bines firewall, VPN, anti-wirus and anti-spam (Bath
wig McAfes), and URL and Web content fitbering. It
lacks intrusion detection and presention; ServGale
says Lhis featwre s on the product roadmap.

After firing up the bax, the first change | naticed
was a new dashboard that provides an at-a-glance
view of major system summary info. More impartant
changes lie beneath the swerface, incleding a central
rranagement console that gives admins full contral
of ramote devices, and & new wirard that speeds up

WPM configuration. Customisable security templal
which you can push to multiple devices over a @
work, and palicy-based filtering, which allows you
apply differant firewall rubes (o diflerent aness of »
nietwork, are now also part of the bargain.

Other anhancements include a Bayesian spam
ter fram McAfee and support for RIP | and 11 routi
ServGate 05 4.0 also delivers ICSA-cartified YL
pass-thrasgh, a full command line interface, :
a boot-time feature that allows admins o rever
previous versiona of the 05,

The EdgaForce Accel bested the FortiGake in
tests of macimuem conneclions per Lecand, tum
in 8,500 cps in my raw, sans-services baselina t
and clocking 2,600 cps with all featwres and fi
ing enabled. That 70 per cent drog was nearly ide
cal to the perfarmance hit suffered by the FortiG
200, showing that additional security services
nificantly hinder the firgwall's abality o seree flo
of new connections, such as when users lag in to
netwark at the baginning of each day,

Like the FartiGata, the Accel alse passed my |
and anti-virus filbering tests with flying colaurs, |
urilikg the FortiGate 800, it handled my denial
sarvica attack successfully, continuing to seres
legitimate tratiic when fighting off the Syn Flood

The ServGate did not keep paca with the FortiG
in ry bests ol madimum concurent firewall
mections and WPM throughput. Although parfes
accephable, the EdgeForce Accels concurrent
nection fegure of 131,000 fall far sheet of
FortiGate's 446,000, And its 10-tunnel and 2
tunnel ¥YPH throughput nembers of 196Mbps |
153Mbps mepresent just & fraction of what
FortiGate BOO achieved.

Which firewall to choose? If performance and
abality, or Drawny WPM capabilities, are your cl
consideration, then the ForfiGate 800 has the e
Owerall, howeser, I'd gae the nod fo SendGa
Edgeforce Accel, due fo its supernar managest
capabilities, easy sefup, and sold performance ur
attack. Whicheser firewall you choose, keep in m
that those exira security Features will cost you de
in perfarmancs.
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