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Introduction

Nearly 25-years after the first computer virus—the Elk Cloner virus—appeared, malware continues to
evolve and pose significant risks to organizations today. Before the Internet, malware was typically
transmitted by floppy disks, limiting a malware threat's propagation rate. In 2006 and the foreseeable
future, every networked computer with an email client, web browser or any other portal to the Internet is a
prime target, allowing malware threats to spread more rapidly than ever before.

While many people use the term virus and malware interchangeably, there is an important difference.
Malware is a broader term that includes viruses, but also includes any type of threat that is file-based in
nature. Newer threat types such as: spyware, adware, Trojan horses and worms all fall under the
category of malware.

Malware is typically found within files that are less than one megabyte (MB) in size. According to Fortinet
research, 97% of malware discovered since the beginning of 2006 is below one MB in size. The small
size of the malware file allows malicious content to be downloaded and executed quickly, creating an
unnoticeable infection.

File Sizes and Malware Detection by Fortinet Products

File sizes being transferred on the network are directly related to observed network performance when
Fortinet products are in place. In order to prevent malware code from being passed into the secured area
of the network, a file must be cached by the Fortinet product then scanned in its entirety to ensure that
the complete file is not infected with malware using polymorphic techniques to avoid detection. In this
scenario, users typically notice that the file arrives very quickly at the destination after an observed delay.
As the file size grows, the delay caused by the caching operation can be interpreted as performance
degradation.

Fortinet products contain a maximum file size scanned parameter, which allows the administrator to
customize how large files are processed. The 10 MB default value has been determined to offer the best
possible balance between protection and network performance. Organizations prioritizing network
performance over protection can reduce the maximum file size scanned parameter to decrease latency
caused by file caching. If the default parameter value is lowered, however, there is an increased risk of
malware passing through the Fortinet product undetected.

Malware Types, Sizes and Associated Risk Level

Several types of malware have evolved since the age of floppy disks’ boot and file-infector virus types.
Macro viruses became commonplace after the release of WM/Concept.A, which was the first concept
macro virus malware type. The new varieties and rate of infection from macro viruses quickly subsided
after the enhancement of security features within the applications the viruses were targeted (i.e. MS-
Word, MS-Excel, etc.). As antivirus technology improved over time, Trojans, spyware and worm malware
types all became popular following the validation that they could circumvent the protection technology
available at the time.

Of all malware types, mass-mailer types generally have the highest propagation rates in the wild. This
type of malware spreads by sending hundreds of emails from each infected computer. Once an infected
email is opened, it harvests email addresses stored on the newly infected host in order to propagate. The
amount of traffic generated on a network by mass-mailer malware types can be exponential.

Example: Over a 10 month period ending October 2006, only 3.3% of newly discovered malware

samples were identified as mass-mailers (Figure 1). Yet, mass-mailers represent the highest
percentage of activity detected during the same period.
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The Phishing threat type is one of the newer threat types. Phishing combines an email message and web
sites to deceive unsuspecting users. First, emails are spammed out with the intention of enticing the
recipients to click a link in the email that leads back to a website that appears to be a legitimate business.
Then the web site gathers personal information from the unsuspecting user, more often than not bank
account information. Phishing threats always first manifest themselves within a small email message due
to the shear volume of messages generated by the spam generator.

Trojans and spyware are purpose-built malicious applications that steal information from a host or allow
the attacker to gain control of a host. These two malware types comprise more than 69.3% of the
observed 2006 malware activity. Spyware, in particular a subtype called Adware, sends user information
back to an ad server for delivery of targeted advertisements. The file sizes for spyware payloads also
remain small, with 95% of spyware installers totaling less than one MB in size.

Worm malware types are categorized on how they propagate through the Internet or network. The most
common worm subtype is the email-worm, which is also known as mass-mailers. The next are Instant
Messaging (IM), Peer-to-Peer (P2P) and Network/Shared Folders worms. IM Worms send instant
messages containing a malware payload to the compromised users’ contact list. When an unsuspecting
user downloads and executes the file either directly or from a web site link, the worm penetrates the
user’s local machine and repeats the cycle over and over again.

P2P and Network File Share Worms are almost identical. The only difference between the two malware
subtypes is in their method of replication. P2P Worms copy themselves to the shareable download folder
of P2P programs. Network File Share Worms copy themselves to a shared network folder. Some types of
Network File Share Worms scan the local network for a fully writable shared network folder. Both of these
worm subtypes are now uncommon, comprising less than 1% of activity during the month of October
2006.

Standard viruses generally infect normal files by attaching or inserting part of their malicious code into a
benign file. The detection of virus activity has dropped considerably in 2006 compared to the year 2000
and before. During the month of October 2006, Fortinet attributes virus activity to 1.72% of all detected
malware activity.

The table below shows the percentage of detected malware activity by type for the past 10 months,
ending Oct 2006. In addition, detection rate statistics are cross-referenced with Oct 2006 alone to
illustrate trends in the activity level of each malware type.

Exploits 1.5% 7.36 %
Instant Messaging Worm 0.2 % 0.01 %
Macro Virus 0.3% 0.02 %
Mass-Mailer 33% 40.33 %
Mobile Virus 0.1% 0.19 %
Phishing Emails 0.2 % 16.37 %
Scripts 1.0% 2.25%
Spyware 19.9 % 11.65 %
Trojan 49.4 % 19.50 %
Virus 19.7 % 1.72 %
Worm 4.5 % 0.61 %

Table 1: Malware Distribution and Detection Rates
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Figure 1: October 2006’s Detection Rate
Mitigating Risks from Malware

To achieve 100% detection of known malware, a broad range of file sizes should be scanned. Ideally, all
files should be checked before they reach their destination. Detected malware files are stripped off or
blocked, preventing collateral damage that could occur if the malware were delivered to the target
system. In modern business networks, organizations commonly use applications with proprietary file
formats that transfer large amounts of data between client and server. It is also common practice to store
large documents on network file shares for common access. Scanning large files of this type repeatedly
insures that malware replication does not occur, but can also cause noticeable delays for users who
perform this type of repeated operation.

Adjusting the max file size parameter in Fortinet products can decrease the delay caused by caching.
Increased risk of a malware infection, however, is involved in lowering the default value. Once a malware
infection occurs on a network, a network-wide outbreak may occur depending on the malware type,
setting off significant network issues and causing financial loss.

The table below shows the percentage of the effectiveness of detection by file size limit scanned for each
malware type for the last 10 months.
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File Size limit

1 2 3 4 3 G 7 g 9 10 o limit

explait 99.83% ( 99.95% | 9957%| 99.97%( 99.95% | 99.595%| 99.99%(100.00% | 100.00% | 100.00% ( 100.00%

-t 95.83%  99.71% | 99.90% | 100.00% (100.00% | 100.00% | 100.00%  100.00% | 100.00% | 100.00% | 100.00%

mass-mailer | 99.62% | 99.879% [ 100.005% | 100.00% | 100.00% [ 100.00% | 100.00% [ 100.00% [ 100.003% | 100.00% ( 100.00%

mokbile 93.44%  99.73% | 99.83%| 99.90%( 99.93% | 99.93%| 99.979% | 599.93%| 99.99% | 99.95% (100.00%

macro virus | 99.63% | 99.82% [ 100.00% | 100.00% | 100.00% [ 100.00% | 100.00% | 100.00% | 100.00% | 100.00% | 100.00%

phizh 100.00% | 100.00% ( 100.00% | 100.00% | 100.00% [ 100.00% | 100.00% | 100.00% | 100009 | 100.00% | 100.00%

soripts 95.25% ( 99.64% | 99.83%| 99.92% (100.00% | 100.00% | 100.00% ( 100.00% | 100.00% | 100.00%  100.00%

SYYEr e 93.08% ( 97.97%| 95.83%| 99.47%( 99.76% | 99.53%| 99.89% | 59.91%| 959.594% | 99.95% (100.00%

trojan 97.02% ( 99.24% | 9962%| 99.80%( 99.853% | 9993%| 99.95% | 99.97%| 99.53% | 99.95% (100.00%

wiruz 95279 99.379%| 9963%| 99.80%( 99.59% | 9992%| 99.95% | 99979 99.98% | 99.9599%(100.00%

YO 99.02% ( 99.63% | 99.74%| 99.86%( 99.99% | 99.92%| 99.94% | 99.94%| 99.93% | 99.96% 100.00%

Table 2: Percentage of detection per Malware Type
Note: Malware rated on the above table are only the discovered and known ones.

As the file size limit is reduced, the rate of detection decreases too. Mass-mailers are best detected for all
sizes. Phishing attempts, exploits, mobile viruses, macro viruses and instant messaging worms are
detected with excellent accuracy with anything greater than a 2 MB max file size to scan limit. Spyware
and Trojans have excellent detection rates anywhere higher than a 1 MB max files size to scan setting.

To determine whether to modify the default max file size limit where files should pass uninspected, two
factors should be considered:

1. The risk involved for the type of malware threat that may go undetected as a result of the
change
2. The average file size transferred and transfer rate during normal network operation

Setting a lower than default value for the maximum file size to scan will result in higher-risk of infection
and may not be acceptable for certain types of organizations. In some organizations with multiple layers
of network protection or end-point security in place, setting a lower max file size to scan value may be
advisable to increase the network throughput.

There are additional tweaks that may enhance the protection from malware while not altering the max file
size to scan parameter. Using file extension blocking on executable files (.exe, .com, .dll, .scr & .pif)
generally eliminates most types of malware threats.
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Summary

Malware continues to evolve, but is still typically observed in files less than one MB in size. By adjusting
the max file size to scan limit and enabling file extension blocking, improved network performance can be
achieved with minimal additional risk. In an ideal scenario, all files passing through the network should be
scanned to attain the best possible protection. Users of Fortinet antivirus products are advised to carefully
weigh the benefits and risks of modifying default settings before making changes to their configuration
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