
Controlling Enterprise Web Access Web Filtering
Solutions

Best-of-Breed Web Filtering and Multi-Threat Security
Email, messaging and Web services are essential tools that have changed the way businesses operate. With all the benefits of these services there 
also come new challenges. Inappropriate use of these services negatively impacts worker productivity and businesses may face legal liability for 
employee actions. At the same time business assets are vulnerable and easily damaged, stolen or leaked. A sophisticated Web filtering solution is 
required that accurately classifies Web URL, protocol and application threats and provides real-time protection and reporting. Ideally this capability 
would be a modular component within a multi-layered security solution in order to optimize protection, performance and cost.

Fortinet Web Filtering and Multi-Threat Security Solutions

FortiGuard Web Filtering
Industry Leading Database Coverage

FortiGate
Integrated Security Platforms

FortiOS
Modular Multi-Threat Security Suite
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26M+ Database with Real-Time Updates

76 Categories / 6 Classes / per Policy

Sophisticated Management & Reporting

•

•

•

Modular Multi-Threat Security Suite

Hardware Accelerated Performance

24x7 Global Threat Research Labs 

•

•

•

Turn-Key Security Platforms

Perimeter / Edge / ROBO Deployments 

Device Based Licensing (Not Per User) 

•

•

•
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BUSINESS CHALLENGES

Inappropriate Use
Legal / Compliance Issues
Bandwidth Consumption

Spyware / Phishing
Viruses / Malware

DOS / Targeted Attacks

Deployment Flexibility
Low Cost of Ownership

SOLUTION REQUIREMENTS

Granular Web Filtering Database
Flexible Categorization & Control

Real-Time Updates

Modular Multi-Threat Security Suite
Integrated Turn-Key Security Platforms

Broad Security Domain Expertise 

Perimeter / Edge / ROBO Protection
Device-based (Not User) Licensing

“The comprehensive antivirus scanning offered by the 
FortiGate devices is second to none, and delivers superb 
protection on behalf of our incredibly large and increasing 
customer base. In addition to superb functionality and 
reliability, the FortiGate appliances offer an attractive and 
highly cost-effective per-device licensing model and are fully 
scalable to accommodate our ever-increasing needs. Fortinet 
is helping LDL uphold its duty to schools in both the Liverpool 
and Stockport areas by blocking inappropriate email and web 

content.” 

Mark Orford, Head of Technical Architecture and Strategy      
Liverpool Direct Limited (LDL)

British Telecom (BT) Joint Venture
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URL database sizes as of January 1, 2007
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Provides protection capabilities throughout all aspects 
of the network (Perimeter, Edge and ROBO)

Integrated security platform supports modular 
addition of functions such as IPS, AV and AS 

Industry’s largest URL database—26M and growing to 
provide the highest level of accuracy and protection

Industry leading response time for categorizing 
new URLs & providing real-time updates 

24x7 global threat research labs that provide 
expertise in complete security solutions 

76 Categories and 6 Classes for very granular control  
with per policy enforcement 

Purpose-built platforms utilize FortiASIC hardware 
acceleration and FortiOS security hardened OS 

Includes hardware, software and security subscription 
services with no per user pricing

Costs do not increase as users increase

Integrated solution—No additional equipment to buy, 
manage and support
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Flexible Security Platform

Level of Protection

Control and Performance

Cost to Own, Operate & Maintain
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Web Filtering Competitive Checklist Fortinet Advantages Point-Product Vendors

Most are limited to providing only perimeter Web 
Filtering level protection only 

Most provide only Web Filtering functions and others 
require additional servers or 3rd party equipment

Others average 10M or less and therefore are not 
as accurate or complete

Some fail to categorize URLs in real-time leaving 
exposure to newly formed risks

Focused on Web filtering only and not able to apply 
end-end security expertise 

Fewer categories and less flexible implementation of 
policy-based enforcement 

Many use generic PCs that perform poorly and 
Windows OS which has known security flaws

Most price on a per user basis

Licensing costs increase as users increase

Many require separate / multiple servers to run their 
software and 3rd party equipment such as firewalls
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Point-Products
ARRAY OF COSTLY SERVERS 
& MIXED SOFTWARE LICENSES

DEGRADED PERFORMANCE
DIFFICULT TO DEPLOY / MANAGE

Fortinet Solutions
PURPOSE-BUILT INTEGRATED PLATFORMS 
FLEXIBLE, MULTI-LAYERED SECURITY

HARDWARE ACCELERATED PERFORMANCE
EASY TO DEPLOY / MANAGE

Fortinet Web Filtering and Security Solutions vs Leading Competitors
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