
Winning the Battle Against Spam Comprehensive 
Antispam Protection

Spam is More Than a Nuisance
While primarily thought of as a nuisance that impacts productivity, spam also consumes significant network bandwidth and in many cases carries 
dangerous viruses, inappropriate content, bots, spyware and other malware that can cause service outages and create legal / compliance issues. 
Furthermore, sophisticated phishing schemes are often employed that can lead to the loss of confidential data or the theft of goods or services. 
Winning the battle against spam requires a comprehensive set of capabilities that utilizes a multi-layered security suite. 

Antispam Techniques 
Spammers use a wide variety of methods to circumvent antispam techniques, such as spoofing e-mail/IP addresses, forging header information, 
exploiting open mail relays/proxy servers, using image-based spam and utilizing networks (Botnets) of malware-infected PCs (zombies) to send their 
spam. Achieving the highest degree of spam detection accuracy requires multiple-detection technologies and multi-pass detection mechanisms.
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Protocol or 
Session Based

Block at the IP level  
ideal for high traffi c volumes

- Greylisting
- Session rate control
- Recipient address check
- Deep header analysis

Content
Based

Inspect content based on 
Words, URIs, File types, etc.

- URI check
- Banned word
- Email checksum

Reputation
Based

Monitors sender behaviors 
and checks against database

- Sender reputation
- IP black list / whitelist

Algorithm
Based

Advanced evaluation of 
attachments & content 

- OCR recognition
- Image scanning
- PDF scanning

Score
Based

“Scoring” using multiple 
tests to increase accuracy

- Heuristic Scan
- Dynamic Rule Updates

Multiple Techniques are Required for the Highest Level of Detection, Protection & Accuracy

Various Antispam Techniques

EFFECTIVE ANTISPAM PROTECTION IS CRITICAL
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“40 to 70 percent of global 
organisations’ incoming 
e-mail is spam, and this 
figure could reach 80 
percent if organisations 
do not block spam at the 
gateway.” 

Amrit Williams
Research Director 

Gartner Group
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Fortinet Antispam Solutions
Fortinet’s FortiMailTM, FortiGateTM, FortiClient PCTM and FortiClient MobileTM product families provide complete antispam detection and protection for 
email servers, networks and PC/mobile devices. All products are developed in-house by Fortinet and do not rely on 3rd party technology or external 
services enabling Fortinet to deliver industry-leading antispam coverage, response and accuracy. Using a global network of spam probes Fortinet 
research and development teams maintain highly accurate and up-to-date spam databases. The FortiGuardTM Antispam service uses these databases 
to continuously updates the multiple antispam inspection engines used in Fortinet’s products and to provide the highest-level of spam protection.
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Fortinet Antispam and Multi-Layered Security Solutions

For Windows, Windows Mobile and Symbian OS’s• 

Provides SMS antispam for mobile smart phones• 

Automatically updated via FortiGuard Network• 

Multiple antispam inspection engines ensure accuracy• 

No reliance on third-party technologies/subscriptions• 

Comprehensive logging, archiving & reporting• 

FortiMail and FortiGate Solutions

FortiClient PC / FortiClient Mobile

FortiGuard Services

FortiClient Mobile
FortiClient PC

Protocol / 
Session

Content Reputation Algorithm Scoring

Multiple Detection and Protection Techniques

FortiMail
Mail Server 

Gateways / Users

FortiGate
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Fortinet Complete Antispam

& Antimalware Solutions 

Key Antispam Features

FDS SINGAPORE

FortiGuard

Web Filtering

FortiGuard

IPS

FortiGuard

Antispam FortiGuard

Antivirus

Antispyware

Industry leading antispam coverage and accuracy • 

Global spam probes, spam honeypots & monitors• 

Low admin overhead - FortiGuard automatic updates • 

Deployment Modes
Gateway, Transparent, or 

Server for ultimate fl exiblity 

Antispam Filters
FortiGuard Antispam Service

IP/Address Black/White List 

Greylisting

SMTP Protocol Check

Return Email DNS Check

Recipient Address Check -
Incoming

Session Rate Limit

Forged IP Scanning

Deep Header Scanning

Image Analysis

Heuristics Filtering

Local Sender Reputation

Bayesian Filtering

Dictionary

PDF fi le Scanning

Email Quarantine 

Email Archive

Antispam Filters
FortiGuard Antispam Service

IP/Address Black/White List 

Return Email DNS Check

Email Quarantine* 

Email Archive*

Antispam Filters
FortiGuard Antispam Service

 IP/Address Black/White List 

Email Quarantine

FortiClient
End Point Security

FortiGate
UTM Security

FortiMail
Dedicated Email Security

Apply Policy 
to Company 

Email Content

Archive 
“Good”

Email Content

Block
DDOS, DOS, 
DHA Attacks

Block
Spam and
Phishing

Block Viruses, 
Spyware and 

Malware

Protect
Network
from RBL

Block Spam, 
Zombies 
and Bots

INBOUND ACTIONSOUTBOUND ACTIONS

* Requires FortiAnalyzer


