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Messaging Security Gateway

Messaging is a Mission Critical Business Application

In today’s networks, email, instant messaging, and web-based messaging are the most predominant business communication methods. Unfortunately,
they have become one of the most common vehicles for proliferating blended threats composed of viruses, worms, spyware and spam. In response,
companies have deployed products such as antispam to protect against attacks. Unfortunately, today’s multi-threaded threats can evade point-products
like antispam. These blended attacks can negatively affect business productivity, cause business downtime and lead to identity theft. Messaging is a
mission critical application for organizations of any size that requires enterprise-grade security.

Gomplete Messaging Security

The FortiMail™-400B is a messaging gateway that medium-sized organizations deploy in front of messaging resources and servers to block spam,
viruses, and spyware from messaging systems. By integrating certified spam and virus recognition methodologies, FortiMail has demonstrated the
ability to block 99.87% of spam in live 3rd party tests. With a quick-start setup wizard and basic-mode GUI, the FortiMail-400B brings the simplicity
of deployment and use that medium-sized organizations need. Multiple deployment modes (gateway, transparent or server) and device-based licensing
add to the flexibility of deployment and save administrators costly per-user licensing fees.

The FortiMail-400B makes it easy for administrators to ensure the availability and security of their network’s most important communications
mediums. FortiGuard® Subscription Services deliver dynamic updates to antispam and antivirus functionality through intelligence gathered by

Fortinet’s dedicated global threat research team.
Key Features and Benefits

* |CSA Labs certified Threat detection and blocking verified by
highly respected independent third-party
certification bodly.

e No per-user or per-mailbox Device-based licensing ensures opportunity
licensing for user base to grow without additional
licensing fees.

FortiMail-400B

* Hard drive storage for logging Helps organizations comply with policies
and archiving and industry best practices for storage
and archiving of messages directly to the
Multi-Layered Messaging Security FortiMail device, or to external storage.
Securing messages requires multi-layered protection against ,  Complete multi-layered security ~ Comprehensive messaging security
inbound and outbound risks that proliferate spam, viruses and solution that provides industry-leading
spyware to messaging infrastructure and users. At the same antispam, anitvirus, and antispyware,
time, messaging content policies must be enforced and good with signatures updated via FortiGuard
messages must be archived for compliance purposes. Unique Subscription Services.
to inbound risks, are DHA (Directory Harvest Attacks) and DOS o . . .
o Deployment flexibility Only messaging security solution on the

(Denial of Service) attacks, which must be part of a multi-layered
message security strategy. For outbound risks a messaging
security solution must ensure that infected zombie PCs that relay

market that offers three deployment
options: Transparent, Gateway, or Server

n : . modes
spam do not lead to a legitimate enterprise network becoming
added to a Real-Time Black List (RBL).
* Highest levels of performance Specialized Mail Transfer Agent (MTA)
and reliability engine manages peak capacity while

applying intelligent routing and QoS
policies. Optional High Availability (HA)
configurations for ensuring maximum
availability.




Technical Specifications

FORTIMAIL-400B sl FORTIMAIL OS FEATURES

SYSTEM SPECIFICATIONS

10/100/1000 Interfaces (COPPEr, RJ-45).......cceeivieeiieeieeie e 4
Hard Drive Included............ 1 x 500 GB (1 TB optional)
RAID Storage Management Yes (0,1)*
System Specifications
EMail DOMAINS ...ttt ettt enre s 500
Recipient-based Policies (Per Domain)
Incoming

Outgoing
Server Mode Mailboxes .
Antispam Profiles ....
Antivirus Profiles ..
Authenticaiton Profiles
Content Profiles
Email Aliases
Tiered Administration Domains....

System Performance (Messages per hour in RAID 1 Mode)**

Email Routing

FortiGuard Antispam... .

FortiGuard Antispam + ANtIVIFUS ........cooeeieriineee e 185,400
Dimensions

HEIGNT ..o 1.7 inches (4.5 cm)

Width 17.25 inches (43.8 cm)

Length .. 14.5 inches (36.8 cm)
Weight ........... 10 Ibs (4.5 kg)
RACK MOUNTADIE ... Yes
Input Voltage 100-240V AC
Input Current 4.0 A (Max)
Average Power Consumption (Avg).. 121w

* RAID 1 capability requires installation of optional second 500 GB hard drive
**True throughput without queuing based on 3 KB message size

ENVIRONMENTAL

Operating temperature: ..
Storage temperature: ..
Humidity: ......ccooeeees

32 to 104 deg F (0 to 40 deg C)
13 t0 158 deg F (-25 to 70 deg C)
..................... 5 to 95% non-condensing

REGULATORY ..o FCC Class A, Part 15, UL/CUL, C Tick, CE, VCCI

CERTIFICATIONS ........ooiiiiicicicccccc e ICSA Labs Antispam, VB-100

CERTIFIED

www.|CSALabs.com

TRANSPARENT, GATEWAY AND SERVER MODE

FEATURES

Multiple Email Domain Support

High Availability (HA) Support

SMTP Mail Gateway for Existing Email Servers

Integrated Policy-Based Email Routing and Queue
Management

Outbound Mail Relay for Improved Mail Security

Granular Layered Detection Policies for Spam And
Viruses

Addresses, IP Addresses, or Domains

Per User Antivirus and Antispam Scanning Using
LDAP
Attributes on a Per Policy (Domain) Basis

LDAP-Based Email Routing

Quarantined Message Access with WebMail
and POP3

Daily Quarantine Summaries

Policy-Based Archiving of Inbound and Outbound
Messages with Backup Support for Remote
Storage

Mail Queue Support for Failed, Deferred, and
Undeliverable Email

SMTP Authentication Support Through LDAP,
RADIUS, POP3 or IMAP

Per User Automatic White List

SNMP Support Using Standard Mibs And Private
MIB
with Threshold Based Traps

Maintains a Local Sender Reputation List Based
on:
- Number of Viruses Sent
- Amount of Spam Sent
- Number of Bad Recipients

Dynamic DNS (DDNS)

Greylist Database Persistence

Security Hardened Operating System

Multiple Language Support

Regex Pattern Matching

Sender Policy Framework (SPF)

DomainKeys

DomainKeys Identified Mail (DKIM)

Automatic Log Watch

Profile-Based Reporting

Over 300 Predefined Reports

Log Aggregation to Centralized
FortiAnalyzer

FortiClient Specific Reports

SERVER MODE SPECIFIC FEATURES

The Following Features are Supported in Server
Mode ONLY: POP3, SMTP, and IMAP Email
Services

SMTP over SSL Support

Disk Quota Policy Support for User Accounts

Secure WebMail Client Access

User, Group and Alias List Support

Local Account and LDAP Authentication

Bulk Folder Support for Spam Mail

HIGH AVAILABILITY (HA)
Supported for Gateway, Transparent, and
Server Modes

HIGH AVAILABILITY (Continued)
Active-Passive Configuration

Mail Data Synchronization

Stateful Failover

Device Failure Detection and Notification
Link Status Monitor

Link Failover

ANTIVIRUS / ANTISPYWARE PROTECTION

Virus Scan SMTP Messages

Compressed Attachment and Nested Archive
Support

Quarantine Infected Files

Replacement Message Notification

Block by File Type

Attachment Filtering

DENIAL-OF-SERVICE PROTECTION
Denial of Service (Mail Bombing)
Recipient Address Attack

Email Rate Limiting

Reverse DNS Check (Anti-Spoofing)
Forged Sender Address

ANTISPAM - CONTENT LEVEL DETECTION

Inbound and Outbound Filtering

Extensive Heuristic Spam Filters

Dynamic Heuristic Rule Updates

Attachment/Content Filtering

Deep Email Header Inspection

Bayesian Statistic Filtering

Spam URI Real-Time Blocklists (SURBL)

Banned Word Filtering

Inbound and Outbound Filtering

Spam Quarantining and Spam Tagging

Spam Management (Accept, Relay, Reject or
Discard)
Based on Email SHASH Spam Checksum
Blocklist

Spam Image Analysis Scanning

PDF Scanning / PDF Image Scanning

FortiGuard Antispam Service

Global and User Customized Black/White Lists

3rd Party Real-Time Black Listed (RBL) Support

Forged IP Checking

Greylist Checking

MANAGEMENT, LOGGING, REPORTING

Quick-Start Setup Wizard

Basic / Advanced Management Modes

Real-time Statistics

Tiered Administration Accounts

Quarantine Search Capability

Automated PDF report scheduling

Configuration Change and Management Event
Logging

Antivirus Incident Logging

Antispam Activity Logging

External or Local Syslog Server Support

Expanded Central Reporting with FortiAnalyzer
Support

Critical Events And Virus Incident Alerting

Comprehensive Reporting with Over 140 Reports
In Seven Categories

Scheduled Report Generation

FortiGuard Subscription Services
. Antivirus -
= Antispam -

FortiCare Technical Support Services

24x7x365 Comprehensive Support =
8x5 Enhanced Support

90-Day Limited Software Warranty

- 1-Year Limited Hardware Warranty
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