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Fortinet Security Networks

Centralized Management Solutions for Fortinet Systems

Managing Network Security

Networks are under constant attack from threats that aim to infect systems, steal confidential information, relay spam, cause denial of

service conditions and more. Managing a security infrastructure to combat these threats is increasingly challenging as networks grow in

size and complexity. Network and security administrators have traditionally deployed and maintained multiple security products to protect
their networks, but are increasingly realizing the operational benefits of the Fortinet family of multi-threat security systems. FortiGate™
appliances and FortiClient™ end-point security systems allow administrators to consolidate their and simplify their security infrastructure. Yet
managing multiple Fortinet products without a centralized management solution can still limit network-wide visibility and result in unnecessary
management overhead.

Centralized Security Management

FortiManager centralized management appliances deliver the essential tools necessary to effectively manage the smallest to the largest Fortinetbased
security infrastructures. Whether deploying a few or thousands of new devices or agents, distributing updates or installing security

policies across managed assets, FortiManager appliances simplify tasks commonly associated with managing FortiGate devices and FortiClient
agents. Device discovery, group management, auditing facilities and the ability to manage complex mesh and star VPN environments are just of

a few of the time-saving features that FortiManager appliances offer. Complemented by the FortiAnalyzer™ centralized logging and reporting
appliance, the FortiManager appliance is a comprehensive and powerful centralized management solution.

Key Features and Benefits

e Appliance-Based Centralized Simplifies the deployment and maintenance as-

Management sociated with deploying multiple security while
eliminating third-party operating systems and
hardware requirements.

Automated Device Provisioning /  Reduces the time to deploy new FortiGate or
Centralized Policy Configuration  FortiClient installations and maintain policies
across all managed assets

FortiManager-400B

¢ Local Caching of FortiGuard™ Reduces time to distribute FortiGuard Antivirus
Services and IPS service updates, improves response
time for FortiGuard Web Filtering and Antispam
rating requests.

Integrated Management Solutions

e Role-Based Administration Enables distributed administration, an important
FortiManager appliances provide a secure web-based requirement for service providers managing
management interface for the command and control of multiple customer deployments or large enter-
managed assets. Seamless integration with FortiAnalyzer prises with multiple administrator types.
appliances complete the centralized management solution
with in-depth discovery, analysis, prioritization and reporting . . .
of network security events. Both interfaces work together ° Policy/Device Auditing Provides reliable archiving of content data, such

as email content, IM chat and file transfers, as
well as a centralized quarantine repository for
infected files.

to provide real-time, actionable information empowering
the administrator with the knowledge and power to enforce
the security policy across the enterprise and keep assets
protected.




Technical Specifications

SYSTEM

SPECIFICATIONS

Number of Licensed Network DEVICES ..........ccvveerieirreeie e eee e eee e 200
Number of Licensed FortiClient AGents..........ccooereriiieein e 10,000
Operating System

Recommended FortiGate Models....................... FortiGate-30B thru FortiGate-3810A

HARDWARE SPECIFICATIONS

10/100/1000 Base-T Ethernet Interfaces
Hard Drive Bays
Hard Drive Included
RAID SUPPOIt ....cvvviiiieiieeciieesiee e
Dimensions

)

.17.25 inches (43.8 cm)
14.5 inches (36.8 cm)
..... 10 Ibs (4.5 kg)

Input Voltage
Input Current.
Average Power Consumption (Avg

ENVIRONMENTAL

Operating temperature: ...........
Storage temperature: .
Humidity: ..o

32 to 104 deg F (0 to 40 deg C)
-13 to 158 deg F (-25 to 70 deg C)
5 to 95% non-condensing

REGULATORY ..o FCC Class A, Part 15, UL/CUL, C Tick, CE, VCCI

FORTIMANAGER 0S
FEATURES

DEVICE MANAGER

The Device Manager module enables complete remote configuration and maintenance of a
single device or a group of devices with equal effort. Administrators can find device health
information, license status and FortiGuard service usage statistics by device or group.
Finally, revision tracking, scripting facilities, policy templates and firmware management are
all functions of the Device Manager module.

VPN MANAGER

Real-Time The VPN Module allows simplified VPN deployment, management, and monitoring
of FortiGate units, external VPN peers and clients. For added efficiency, traffic profiles, IPSec
authentication parameters, IPSec tunnel parameters and custom services can be stored as
reusable configuration objects.

REAL-TIME MONITOR

The Real-Time Monitor (RTM) module allows administrators to actively monitor the status of
large numbers of FortiGate devices at a glance. Included with the RTM module is the ability to
apply filter profiles and thresholds individually or to groups of FortiGate devices. Also included
are powerful features such as custom alerting and alarming settings with options for email
alerts and SNMP message generation.

FORTICLIENT MANAGER

Efficiently manage FortiClient agents with tools designed to relieve the burden of inventory,
status and policy management. FortiManager allows administrators to enforce the security
policy on all managed assets whether inside or outside the private network.

FORTIANALYZER INTEGRATION
FortiManager and FortiAnalyzer user interfaces are integrated to provide seamless transi-
tions from device and client management to log analysis and reporting functions.
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Centralized Analysis and Reporting

Centralized Management System
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End Point Security

FortiGuard Security Subscription Services

- Antivirus . Web Filtering - Premier Signature Service
. Intrusion Prevention u Antispam Includes Antivirus and Intrusion Prevention Updates with
additional service level agreements
FortiCare™ Support Services
= 24/7/365 Web-Based Technical Support = 24-Hour Phone-Based Support (Optional) L] 1-Year Limited Hardware Warranty
= Technical Account Management Service = Professional Services (Optional) L] 90-Day Limited Software Warranty
(Optional)

r Ll
FEARTINET
GLOBAL HEADQUARTERS
Fortinet Incorporated
1090 Kifer Road, Sunnyvale, CA 94086 USA
Tel +1-408-235-7700
Fax +1-408-235-7737
www.fortinet.com/sales

EMEA SALES OFFICE-FRANCE
Fortinet Incorporated

120 rue Albert Caquot

06560, Sophia Antipolis, France
Tel +33-4-8987-0510

Fax +33-4-8987-0501

APAC SALES OFFICE-HONG KONG
Fortinet Incorporated

61 Robinson Road

#09-04 Robinson Centre
Singapore 068893

Tel: +65-6513-3730

Fax: +65-6223-6784

Copyright© 2009 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, and FortiGuard®, are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be trademarks of Fortinet. All other product or company
names may be trademarks of their respective owners. Performance metrics contained herein were attained in internal lab tests under ideal conditions. Network variables, different network environments and other conditions may
affect performance results, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding contract with a purchaser that expressly warrants that the identified product will perform
according to the performance metrics herein. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any guarantees. Fortinet
reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable. Certain Fortinet products are licensed under U.S. Patent No.

5,623,600. FMG-400B-DAT-R2-0903



